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Abstract

The functional encryption scheme designed using the lattice can realize fine-grained encryption and it can resist
quantum attacks. Unfortunately, the sizes of the keys and ciphertexts in cryptographic applications based on learning
with errors are large, which makes the algorithm inefficient. Therefore, we construct a functional encryption for inner
product predicates scheme by improving the learning with errors scheme of Agrawal et al. [Asiacrypt 2011], and its
security relies on the difficulty assumption of ring learning with errors. Our construction can reduce the sizes of the
keys and ciphertexts compared with the learning with errors scheme.
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Introduction

Traditional public key encryption is “all or nothing” in
accessing data, that is, a user can decrypt successfully
or know nothing about the plaintexts. While the presen-
tation of functional encryption (FE) (Boneh et al. 2011;
O’Neill 2010) breaks through the restriction which is lim-
ited to only one user and has a single decryption result,
and it can realize fine-grained encryption. As an exten-
sion of the traditional public key, the FE is the advanced
cryptographic paradigm.

Two typical examples of FE are attribute-based encryp-
tion (ABE) (Goyal et al. 2006; Wang et al. 2019; Yun et
al. 2018; Zhang and Wu 2017; Zhang et al. 2019) and
predicate encryption (PE) (Attrapadung and Imai 2009;
Agrawal et al. 2016; Boneh and Waters 2006; Blundo et al.
2010; Katz et al. 2008). In the (key-policy) ABE system, the
secret key s is related to a predicate g and each ciphertext
is related to an attribute I. A user who holds the secret key
s is able to decrypt successfully if and only if g(/) = 1. So
does for the PE system. However, there is an obvious dif-
ference between these two encryption systems. Namely,
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the attribute related with each ciphertext is revealed in the
ABE system, while the attribute is hidden in the PE system.

ABE is an application of fuzzy identity-based encryp-
tion (Sahai and Waters 2005). In the ABE system (Agrawal
et al. 2012; Ducas et al. 2014; Libert and Titiu 2019; Yun
et al. 2018; Zhang and Wu 2017; Zhang et al. 2019), data
is encrypted on the basis of individual identity associated
with a series of attributes. Hence, ABE is applicable in
cloud storage to provide authorized data privacy. How-
ever, there are some issues to solve before applying ABE in
practice. For example, when user’s attributes are altered,
it is required for ABE supporting attribute revocation
to change user’s access privilege timely and effectively.
And in 2018, Liu et al. proposed a practical ABE scheme
which can solve the aforementioned issue (Liu et al. 2018).
ABE also has many other practical applications, such as
network privacy (Baden et al. 2009), health record access-
control (Camenisch et al. 2012), verifiable computation
(Parno et al. 2011), forward-secure messaging (Green and
Miers 2015) and so on.

In the PE system, the computation of inner product over
Zn about predicate was proposed by Katz et al. (2008)
where N is a composite number. They also provide a
construction about inner product predicate, called inner
product encryption (IPE). Due to flexibleness and use-
fulness of IPE, a number of researchers have proposed
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schemes about IPE (Agrawal et al. 2011; Abdalla et al.
2020; Abdalla et al. 2015; Chen et al. 2018; Okamoto and
Takashima 2015; Kurosawa and Phong 2017; Li et al. 2018;
Tseng et al. 2020; Wang et al. 2019; Xagawa 2013).

For example, Chen et al. proposed two IPE schemes
achieving both adaptive security and full attribute-hiding
in the prime-order bilinear group (Chen et al. 2018).
In 2018, Kwangsu et al. first proposed a two-input IPE
scheme in composite-order bilinear groups (LEE 2018).
And in 2019, Tomida et al. first constructed a multi-user
and multi-challenge IPE scheme, which is constructible
on a pairing-free group and secure under the matrix
decisional Diffie-Hellman (MDDH) assumption (Tomida
2020). While in a pairing-based IPE system, the algorithm
tends to be inefficient over computation since a lot of pair-
ings (linear to vector lengths) are used during decryption.
Therefore, in 2019, an IPE scheme proposed by Wei et al.
with adaptive security based on the dual system encryp-
tion method requires only six bilinear pairs to decrypt
(Wei and Gao 2019). In 2020, an IPE scheme proposed
by Tseng et al. needs only one pairing computation to
decrypt, which is the most efficient one in terms of the pri-
vate key length and the number of pairings computation
for decryption (Tseng et al. 2020).

As is known to all, compared with the conventional
cryptography (designed based on certain hard problems),
the lattice-based cryptography resists against the quan-
tum attacks. What’s more, a great number of lattice-based
cryptographic schemes are based directly on two average-
case problems, that is the small integer solution (SIS)
problem and LWE problem. These two problems have
been confirmed to support worst-case hardness guaran-
tees in security.

In 2011, Agrawal et al. proposed the first lattice-based
IPE scheme (Agrawal et al. 2011). To optimize the sizes of
the public parameters and the ciphertexts, Xagawa et al.
proposed an improved lattice-based IPE scheme (Xagawa
2013), Li et al. proposed an IPE scheme reducing the
size by a factor of logx compared with the work of ref-
erence (Xagawa 2013), where « is a security parameter
(Li et al. 2018), and Wang et al. proposed the first com-
pact IPE scheme from learning with errors (LWE) in 2018
(Wang et al. 2018). Those schemes are constructed on the
basis of the first lattice-based IPE scheme (Agrawal et al.
2011). In addition, Abdalla et al. constructed a multi-input
FE scheme combining the access control functionality of
ABE with the possibility of performing linear operations
on the encrypted data and built identity-based functional
encryption for inner products from lattices (Abdalla et al.
2020).

However, nearly all of IPE schemes based upon these
two problems will suffer from either large key size or small
message space. Although some researchers may improve
the sizes of keys and ciphertexts of IPE schemes based on
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LWE problem to certain extent, they are still too large to
be practical.

To acquire more efficiency in computation and con-
fidence in security, we will provide a construction by
adapting the scheme based on LWE (Agrawal et al. 2011)
to ring-LWE (R-LWE). The R-LWE is an algebraic vari-
ant of LWE. In most practical applications, the n samples
from the LWE distribution can be replaced by a sample
from the R-LWE distribution, which will reduce the size
of the public key by a factor of n. As is mentioned above,
our construction is of theoretical value and practical sig-
nificance.

Our construction

Our approach. We construct a functional encryption
scheme for inner product predicates based on the R-
LWE problem building on the ideas and techniques of the
scheme in the reference (Agrawal et al. 2011). In our con-
struction, we generate the secret key associated with the
predicate g using of ring-SIS (R-SIS) and the ciphertext ¢
associated with the attribute I using of R-LWE. The user
then can decrypt successfully using the secret key when
o) =1.

It is necessary to simulate an experiment during the
process of security proof, which allows the simulator to
answer secret key queries whenever g(/) = 0. Similarly,
just as the thought of proof in the reference (Agrawal
et al. 2011), we make use of m + 1 R-LWE instances
to generate a ciphertext that either decrypts correctly or
decrypts to a random element in the message space M in
this simulation. Therefore, we only need to use a weaker
security model (“weak attribute hiding”) in the security
proof.

Our contribution. In this paper, we present an IPE
scheme that is secure under the R-LWE hardness assump-
tion. The scheme is at its core based on the LWE scheme
of (Agrawal et al. 2011). Our scheme satisfies the slightly
weaker notion considered by Okamoto and Takashima
(2009) and Lewko et al. (2010).

Outline. The rest of the paper is organized as follows. In
“Predicate encryption’, we review some theoretical knowl-
edge about predicate encryption. In “Preliminaries’, we set
some notations and provide some preliminaries about lat-
tice theory and much more. In “A functional encryption
scheme for inner product predicates’, we describe con-
cretely an IPE scheme and prove the correctness and secu-
rity of the scheme. In “Conclusion” sections, we present
some concluding remarks.

Predicate encryption

Let « be the security parameter for the rest of this paper
and let n = n(x) be a power of two. We first recall
the following definition of predicate encryption proposed
by Katz et al. (2008), which is based on the definition
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of searchable encryption proposed by Boneh and Waters
(2006).

Definition 1 ((Katz et al. 2008), Definition 2.1). A (key-
policy) predicate encryption scheme for the class of
predicates G over the set of attributes ¥ consists
of four probabilistic polynomial-time (PPT) algorithms
Setup, KeyGen, Enc, Dec such that:

e Setup: takes as input a security parameter k and
outputs a set of public parameters PP and a master
secret key MK.

e KeyGen: takes as input the master secret key MK and
a (description of a) predicate g € G. It outputs a key
skg.

e FEnc: takes as input the public parameters PP, an
attribute I € ¥, and a message m in some associated
message space M. It returns a ciphertext C.

® Dec: takes as input a secret key sky and a ciphertext
C. It outputs either a message m or the distinguished
symbol L.

For correctness, we require that for all «, (PP, MK) are
generated by Setup (1°), for all g € G, any key sk, is gener-
ated by KeyGen(sk, g) and for all I € %, any ciphertext C
is generated by Enc(PP, I, m):

e Ifg(l) =1, then Dec (skg, C) = m.
e Ifg(l) =0, then Dec (skg, C) = with all but
negligible probability.

In this paper, the correctness proof satisfies a different
correctness condition which is just as the correctness idea
of the LWE scheme (Agrawal et al. 2011): when C <«
Enc(PP, I, m) with probability 1, then m < Dec(skg, C) if
g() = 1, however, if g(I) = 0 then Dec (skg, C) is com-
putationally indistinguishable from a uniformly random
element in the message space M.

Next, we introduce several notations of security about
the PE scheme. The basic concept of security is called
payload hiding. It will guarantee that the ciphertext
about the attribute / can hide all information asso-
ciated with the message, unless one holds a secret
key giving the explicit capability to decrypt. Namely,
the adversary A holding the keys skg,---,sky can-
not get any information about the message encrypted
by any attribute / when satisfying ¢#1(/) = --- =
g() = 0. A stronger notation of security is
called attribute hiding. It requires that the cipher-
text can hide all information associated with attribute
I except the part which is leaked explicitly by one
who holds the key. Namely, A who possesses the
keys only can obtain the values of g1 ({),---,g/(I). The
last is an intermediate notion, weak attribute hid-
ing, in which attribute hiding is guaranteed to hold
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only if A holds the keys that cannot recover the
message. And our scheme satisfies the weak attribute
hiding.

Definition 2 ((Katz et al. 2008), Definition 2.1). A pred-
icate encryption scheme with respect to G and % is
attribute hiding if for any PPT adversaries A, the advan-
tage of A in the following experiment is negligible in the
security parameter k:

1. A(1%) outputsly,I; € X.

2. Setup(1¥) is run to generate PP and MK, and the
adversary is given PP.

3. A may adaptively request keys for any predicates
g1, -+, 4 € G subject to the restriction that
gilp) = gi(Iy) for all i. In response, A is given the
corresponding keys sky; <— KeyGen (MK, gi).

4. A outputs two equal-length messages mo and m; . If
there is an i for which g;(Ip) = g; (I1) = 1, then it is
required that mo = m;. A random bit b is chosen,
and A is given the ciphertext C <— Enc(PP, I, myp).

5. A may continue to request keys for additional
predicates, subject to the same restrictions as before.

6. A outputs a bit b', and succeeds if b’ = b. The
advantage of A is the absolute value of the difference
between its success probability and 1/2.

By the above definition, we observe that there exists two
relations among the three notations of security. One is that
any scheme which is weak attribute hiding is payload hid-
ing, the other is that any scheme which is attribute hiding
is weak attribute hiding.

Preliminaries

Notation

If no special note, we use lowercase letters (e.g. a) to
express polynomials, bold lowercase letters (e.g. a) to
express vectors, bold capital letters (e.g. A) to express
matrices, the arrows (e.g. V) to represent predicates or
attributes. If A is an m x n matrix and A’ is an ' x n
matrix, then [A||A’] represents an (m + m') x n matrix
formed by concatenating A and A'. If @ is a length m vec-
tor and &’ is a length 1’ vector, then we denote [a|a’] as a
length (m + m') vector which is concatenated by @ and &'.
Suppose to denote S as a basis of lattice A, then S denotes
the Gram-Schmidt orthogonalization of S.

For n = n(k) € ZT, welet R; = Zy[x] /f(x) be the
integer polynomial ring modulo both f(x) and g, where g
is a prime and f € Z[«] is a monic degree n polynomial.
In particular, considering the security of our construc-
tion, we fix f(x) = «” + 1 in the rest of paper. For
a € Ry, we denote ||| as the Euclidean norm of a vector
a=ay+ax~+ -+ a,_1x"fora; € Zg. We define
rot(a) € Ry™" as the matrix whose i-th row is given by the
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coefficients of the polynomial x'~'a mod f(x), for any
1 <i<n Notethatfora,b € Rya-b= (Lx,---,x"")-

rotr(a)T-(bo, b1, -+ ,bu—1)" = (ag, a1, -+ ,an—1)-roty(b)-
(l,x, e ,x”_l)T. The specific form of rot; is given below:
ao a1 © Ap—-1
—Aan-1 4o © Ap—2
roty(a) =
_al —az .. aO
Let A = 7rots(a), then the set AtA) =

{b €Z"b-A=0 mod q} is an n-dimensional lattice.
We extend that notation to the vector @ € R by applying
roty component-wise. Namely, for a = (ai,a2, - ,am),
roty(a) = [roty(a) lrotp(@) - - oty (am)].

We define the norm of a matrix R € {—1,1}"*™ to be
sup {||Rx]| : ||x|| = 1}. Then we recall the following result.

Lemma 1 ((Agrawal et al. 2011), Lemma A.1). Let R be
an mx m matrix chosen at random from {—1, 1}, Then

Pr{||R|| > 12«/2m} < e 2,

Lattice
Now we remind some definitions and properties of lattice
that we need to use in our system.

The m-dimension lattice A is generated by the set

n
{Z xb; | x; € Z} for n linearly independent vectors
i=1

by,--- ,b, € R™. That is to say, the lattice A is a full-rank
discrete additive subgroup of R”. For @ € R, u € Ry, we

define the ring setting as follows:
Ag(a) : = {e € RZ’ : 3s € Ry, s.L. a’s = e’ mod q] ,

A;(;:):: {eeRZ‘: aeT=0m0dq},

AZ(a):: {eeR(’;‘: aeTzumodq}.

Next, we introduce the R-SIS (Lyubashevsky and Mic-
ciancio 2006; Peikert and Rosen 2006) and R-LWE
(Lyubashevsky et al. 2010; Stehlé et al. 2009) as the
ring-based variant of SIS and LWE respectively. They
have been proven to be at least as hard as the short-
est independent vectors problem (SIVP) and the deci-
sion version of the shortest vector problem (GapSVP).
And there exists a reduction from the search version
of R-LWE to the average-case decision R-LWE. If the
probability that for all the polynomial-time adversaries A
who solve the decision R-LWE is negligibly away from
%, then we call that the decision R-LWE problem is
infeasible.

Definition 3 (Lyubashevsky and Micciancio 2006; Peikert
and Rosen 2006, R-SIS; . p) Given a = (a1,--- ,am) €
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R a vector of m uniformly random polynomials, find a
non-zero vector of small polynomial e = (e1, - ,ey,) €

m
RY such that aeT = Qaiei =0mod g, and 0 < |e| < B.
=

Definition 4 (Lyubashevsky et al. 2010; Stehlé et al.
2009, R-LWE Distribution) For s € Ry (the ‘secret”) and
an error distribution x over Ry, a sample from the R-LWE
distribution A,y over Ry’ x Ry is generated by choosing
a < R uniformly at random, choosing n < x™, and
outputting (a,s - a + ).

Definition 5 (Lyubashevsky et al. 2010; Stehlé et al.
2009, R-LWE Search). For s € Ry and an error distribution
x over Ry. The search of version of the R-LWE is defined as
follows: given access to arbitrarily many independent sam-

ples from A, for some arbitrary s € Ry and n € x",
find. s.

Gaussian distribution. We denote p,(a) as the stan-
dard n-dimensional Gaussian distribution with center 0
and the variance o > 0, thatis p, (@) = exp (—n ||oz||2/a2).
For any 0 € RT and a lattice A as the subset of Z”",
we define the lattice Gaussian distribution as Dp 4 (a) =

% where ps(A) = > ps (a/). What’s more, we
aelN

denote the error distribution ¥ as the discrete Gaussian
distribution Dz, for some ¢ > 0. A sample from
WV is a polynomial in R;. We will use the following
property referring to the Gaussian distribution in our
construction.

Lemma 2 ((Micciancio and Regev 2004), Theorem 4.4)

Let n € N. For any real number o = w ( log n), we have

Pracp,, [lall > oyn] <2771,

Sample algorithm
Now we introduce the following properties about sample
algorithms. The TrapGen algorithm (Lai et al. 2015) is to
generate the trapdoor for the R-LWE scheme. The algo-
rithm SampleLeft (Agrawal et al. 2010; Cash et al. 2010)
is used in our system, while the algorithm SampleRight
(Agrawal et al. 2010) is used in the simulation during the
proof of security.

We first recall the definition of the trapdoor in the ring
setting.

Definition 6 ((Lai et al. 2015), Definition 2) Let a €
R7,g € R];. A g-trapdoor for a is a collection of lin-

early independent vectors of ring elements T, € R;m_k) xk

such that a |: f” i| = hg for some non-zero ring element
k

h € Ry. his referred as the tag or label of the trapdoor. The
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quality of the trapdoor is measured by its largest singu-
lar value s1 (T,), which is computed as the largest singular

value of the matrix obtained by interpreting T, as a matrix
. (m—=k)nxkn
inZg .

Theorem 1 ((Lai et al. 2015)) Let q,m, n, k be positive

integers with g > 2 and m > k. There exists a PPT algo-

rithm TrapGen outputs a pair (a ERY, Ty € R(quk)xk

such that a is statistically indistinguishable with the uni-
Jorm distribution in R and the quality of the trapdoor T,
is measured by its largest singular value s1 (Tg).

By applying the definition and properties of rot to inter-
pret a polynomial vector into a type of integer matrix,
there are two efficient trapdoor delegation algorithms
given as follows referring to the literature (Agrawal et al.
2010).

Algorithm 1 SampleLeft(a, b, T, u,0) (Agrawal et al.
2010)

Input: a vector a € R’ with the trapdoor T,, a vector b €
R7,

a polynomial # € R; and a Gaussian parameter o.
Output: a vector e € R;’” satisfying a’e’ = u, where a’ =
[a|b].

Lemma 3 ((Agrawal et al. 2010), Theorem 3) Let q >

2,m > 2logq and o > ||Ta||a)(‘/log(2nm)), then the

algorithm SampleLeft(a,b, T4, u,0) outputs a vector e €
R;’” distributed statistically close to D Ak(a).o where a =
[alb].

Algorithm 2 SampleRight(a, b, R, Ty, u,0) (Agrawal et
al. 2010)

Input: a vector a € RY, a polynomial u € Ry, a vector
b e R}

with the trapdoor Ty, a matrix R € {—1,1}" and a
Gaussian parameter o.

Output: a vector e € R;m satisfying a’'e’ =
a =[alaR + b].

u where

Lemma 4 ((Agrawal et al. 2010), Theorem 4) Let q >
2,m > 1land o > |Ty| - /nm - w(lognm), then the
algorithm SampleRight(a, b, R, Ty, u,c) outputs a vector
e € Ré’” distributed statistically close to DAZ("/)"’ where
a =[alaR + b).
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Universal hash function

For a hash function %, define §;,(x,y) = 1 if h(x) =
h(y) and 8;,(x,y) = 0 otherwise for x,y € X,x # y.
That is, é5(x,y) = 1 if and only if the hashed values
of x and y collide. For a finite set  of hash functions,

define 83;(x,y) = >_ 8;(x,). Hence, 83;(x,y) counts the
heH
number of hash functions in H under which x and y

collide.

Definition 7 ((Rosca et al. 2017)) A (finite) family H
of hash functions h X — Y is universal if
Pry, ) [(Sh(x,y) = 1] =1/|Y|, forallx,y € X,x # y.

We will use the following variant of the leftover
hash lemma which is necessary when presenting our
construction.

Lemma 5 ((Rosca et al. 2017), Lemma 2.1) Let X,Y,Z
denote finite sets and let H be a universal family of hash
Sfunctions h : X — Y. Let f : X — Z be arbitrary. Then
for any random variable T taking values in X, we have:
Al h(T),f(D)), (h, U, F(TY)) < 3y Y- 12]
where y(T) = maxprex Pr[T = T’],

Lemma 6 Let g be a prime. For R € {—1,1Y"" and a €
Ry, define @, : {—1,1)"" — R;” by the rule: ®4(R) =
aR. Then {®,} is universal.

Proof We seta = (a1, - ,a,,) and R = (r,',') where a; €
Ryand ryj € {—1,1} fori,j € {1,---m}. Then

i r2 - Tim

ra1 12 - om
DaR) = (a1, ,am)

"ml "m2 **° Tmm

m m
E airilr"')E AiVim | -
i=1 i=1

m
Obviously, we need to prove Pr { <Z airit,
i=1

m
> ﬂﬂ”z’m) =0 ,ym)} = q&m for all
i=1
O,
m
that > a;rii # 0. Then by linearity, it suffices to prove
=1

i=

»ym) € R'. Without loss of generality, we assume

m
that for all y; € Ry, Pr { = yl} = q%.
i=1
We write a; as ajo + ajnx + --- + a;,_1%#" " and y; as
Y10 +y1uux + - + yl,n,lx”’l for aij,y1j € ZLg. Then we
calculate the following formula,
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m
E a;rip =airi1 + asrn + -+ amtmi
i=1

n—1 n—1
=r Zaljx’ + -+ Zamjx’
=0 j=0

m m
n—1
= E riaio + -+ E ri1dip—1%" .
i=1 i=1

m
Since y1; € Zg, it follows that Pr { riai = ylj} = %,
i=1

m
which is equivalent to Pr { S airin =y } = q%. Hence the

i=1
hash function family is universal. O

A functional encryption scheme for inner product
predicates

In this section, we first describe a new predicate encryp-
tion scheme and prove its correctness and security. We
define our construction consisting of four PPT algorithms:
setup, key generation, encryption and decryption algo-
rithms. In this scheme, each secret key is associated with
a predicate vector v € Zé (for some fixed [ > 2) and each

ciphertext is associated with an attribute vector w € Zﬁ].
The decryption algorithm involves a condition that will
decrypt successfully if and only if (v,w) = 0 (mod g).
Therefore, we define the predicate associated with the
secret key as gz(w) = 1 when satisfying (v,w) = 0
(mod ¢), and g; (W) = 0 otherwise.

The construction

Let k € Z" and [ be the length of predicate and attribute
vectors. Let m = m(k,l), q = q(«,l) and t = Lloqu be
positive integers. Let « and o be positive real Gaussian
parameters. Let the error distribution x = |_Daq—| denote
the discrete Gaussian distribution where each coefficient
is sampled from Dy, and then rounded to nearest integer.
The plaintext space is {0, 1}”, while the ciphertext space is

” UGS
R x R

FE.Setup(lK, 11): Input a security parameter x € Z%
and a parameter /, do the following:

X Ry.

1. Using the algorithm TrapGen to obtain a vector
a € R together with the trapdoor Ti.

2. Choose /- (1 4 t) uniformly random vectors
a;, eRZ’fori: 1,---,landy =0,---,¢t.

3. Select a uniformly random polynomial u € Ry.

Output the public parameters PP= (“’{“ivl’}ieu--. )

yef0,--- ,t},u) and MK=T,.
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FE.KeyGen(PP, MK, v): Input the public parameters PP,
the master secret key MK and a predicate vector v € Z!,
do:

1. Fori=1,---,1l let v; be the integer in [0, — 1],
which equals to v; mod g. Let the binary
t
decomposition of V; as ¥; = Y vy, - 2V, where v;,,
y=0
are in {0, 1}.
It
2. Define the vectors & := ) " v;,a;, and
i=1y=0
a; = [ald].
3. Using the master secret key MK=T, to compute e <
SampleLeft(a, a;, Ta, u, a). Then e is a vector in

RZI’” satisfying aye’ = u.

Output the secret key sk; = e.
FE.Enc(PP, w, m): Input the public parameters PP, an
attribute vector w € Zé and a message m, do:

1. Choose a uniformly random vector b € R7".

2. Choose a uniformly polynomial s € Ry.

3. Select a noise vector  from x” and a noise term 7
from x.

4. Computeco =s-a+ 2.

5. Fori=1,---,landy =0, - ,¢, do the following:

(a) Pick arandom matrix R;, € {—1,1}""*".

(b) Calculate ¢;y < s- (@i, + 2" w;b) + 25 - Ry
6. Compute ¢’ = us + m + 2n.

Output the ciphertext CT= (co, {ciy }ie{l o DhyelOn )’ c’).
FE.Dec(PP, CT, sk;): Input the public parameters PP, a
secret key sk; and a ciphertext CT, do:

[t
1. Computecy = > Y viycCiy.
i=1y=0
2. Letc = [colc3].

Output m’ < (¢ —e-c’ modf mod g) mod 2.
Next, we need to show that our construction is correct

for certain parameter choices and secure under R-LWE

hardness assumption. The specific proof is as follows.

The correctness

Lemma 7 Let the parameters q and o satisfy q >
16 (n+ Anm) and o < 8(/n+ )M/nm)_l where ). =
(1 + 124/2ml(t + 1)) o «/nm. When the FE.KeyGen algo-
rithm returns the secret key, FE.Enc encrypts with
probability 1 for all the plaintext m. If (,w) =
0, then we have FE.Dec = m with overwhelming
probability.

Proof According to the decryption algorithm, we have,
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It
v= DD Vivtiy
i=1 y=0
It
= Z Z Viy [s- (@i + 2" wib) + 217 - Ry, ]
i=1 y=0
It It
= DD ViySaiy )Y iy 2Ry, 1)
i=1y=0 i=1 y=0

the last equation holds because of (v, ) = 0.
By the above formula, we obtain,

¢ = [coley]
) t ) t
= |sa| Z Z Viysaiy | + | 29| Z Z viy2nR;
i=1 y=0 i=1 y=0
I t / t
=s|a] Z Z Viydiy | + | 21| Z Z Viy 2Ry,
i=1 y=0 i=1 y=0
/ t
=say + | 21| Z Z Viy 2Ry,

i=1 y=0

T

According to Lemma 3, we can get aze’ = uande-c’ =

T
It
us+2e- |:71| 2 2 Vi,yrl'Ri,y:|
i=1y=0
Finally, according to the third step of the decryption
algorithm, we compute m’ as

T
It
us+m-+2n — us — 2e n'ZZVi'V"Ri'V
i=1 y=0
It d
=m+2|n—e anZvi,ynRi,y . (2)

i=1 y=0

T
l t
If ||m+2 n—e[nl > Vi,y'lRi,y:| < q/2
i=1y=0

centered reduction modulo g of ¢ — e - ¢! given us

T

[t

m+2|n—e |:17 [ > viy nRi,yj| (over the integers).
i=1y=0

Hence, in order to obtain m = md, it suffices to certify

T
t
Z Viph - R,yi| < q/2.

HMN

m—+2 n—e|:

Page 7 of 11

We set e € Ré’” as [e1|ey] fore; € R Then Eq. (2) can
be rewritten as

[ It
m+2n—|e 297 +e- ZZVWRtT
i i=1 y=0
[ [t
=m+2n — e1+e2-22vl«,yREy ot
B i=1y=0

, we have ||n|| < ag/n+n
and |lp|l < agnm + mm with overwhelming
probability because of the Gaussian tail bound.
According to Lemma 1 and the triangle inequality,

<81+82 > szy ,y> 29"

Forn € yand p € x"

is not exceeding

i=1y=l

2\ (aq«/nm—i-nm)where)\ = (1—1—12@[@ + 1)) o/nm.
m+27']—|:<91+82 ZZVL}/ )

Thus we have

2nTj| < Vn+2(agyn+n) +2x (agy/nm+ nm) <

q/2 with overwhelming probability when « and g satisfy
the condition in the lemma

If (v,w) # 0, Z Z 2Yv;,wis - b in the formula (1) is
i=1y=l
unequal to 0. Since s € Rq and b € R7' are randomly cho-

sen in the formula (1), the decryption algorithm cannot
decrypt the message correctly. O

i=1y=l

The security

To demonstrate the security, we introduce several secu-
rity games to prove that the security of the scheme can be
reduced to the hardness of R-LWE problem.

Theorem 2 Suppose that m > 3nlogq. Then the above
predicate encryption scheme is weakly attribute hiding
under the R-LWE hardness assumption.

Before introducing these security games, we define a
simulation construction as following: alternative setup,
key generation, and encryption algorithms.

Sim.Setup(lK , 1, 17{/*): Input a security parameter «, a
parameter [ and an attribute vector w* € Zé, do the
following:

1. Select a uniformly random vector @ € R and
polynomial u € Ry.

2. Using the algorithm TrapGen to obtain a vector
b* € R with a trapdoor Ty

3. Fori=1,---,landy =0,---,¢ choose random
matrices RZV € {—1,1}Y"" and set
aiy < aRj, —2"wib".
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Output the public parameters and the master secret key
PP= (ﬂ, {ﬂi,y }ie{l,~-- Ly el0,- 1)’ u), MK= (ﬁ/*, [R;‘jy}

el Dy (0,0 B Thr).
Sim.KeyGen(PP, MK, v): Input the public parameters PP,
master secret key MK and a vector v € Zé, do:

1. If (¥, w) = 0, output L.
2. Fori=1,---,[ let ¥; be the integer in [0, g — 1]
equals to v; mod q. Write the binary decomposition
t
of Vas ;= ) vy, - 2¥, wherev;, arein {0,1}.
y=0
] It
3. Define the vectors &, := 21 Zo vy @iy and
i=1y=l
a; = [a|a§}]. Then it follows that

It It
a;=|ala ( Z vi_yR}fy) - (Z Z 2Vvi,yw?‘) b*
i=1 i=1y=0

i=1y=0

(v,*)
1
4. Generate e <SampleRight| a, — (17, ﬁ/*)b*, >
i=1

¢
M vi,yR;-’jy, Ty u,0 |.
y=0

Output the secret key sk; = e.
Sim.Enc(PP, w, m, MK): The algorithm is the same as the
FE.Enc algorithm, except:

1. In Step 1, the random vector b* € MK is used to
replace the vector b.

2. In Step 5(a), the random matrices R;'jy € MK are
used to replace the matrices R;,, fori=1,---,/and
y =0, ,t.

In order to prove Theorem 2, we consider a secu-
rity game against the adversary A that plays the weak
attribute hiding game as follows. The challenger C sam-
ples a bit b <« {0,1} at the beginning of the game. A
outputs two attribute vectors w; for b € {0,1}. C then
runs the FE.Setup and FE.KeyGen algorithms to answer
A’s queries, and it also generates the ciphertext using the
FE.Enc (W, m;) and sends it to A. Finally A returns a bit
b'. Our construction is secure if there is no probability
polynomial time adversary A to output ' = b with more
probability that is non-negligibly away from %

Next, we define a series of games which are statisti-
cally or computationally indistinguishable with the above
security game against 4. What’s more, according to the
simulation scheme, A can only request keys when the
predicate vector V satisfies (v, ;) # 0 for b € {0, 1}.
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e Game 1: The challenger C runs the FE.Setup and
FE.KeyGen to answer the adversary A’s key queries.
Then C computes the challenge ciphertext from
FE.Enc (i, mo) and sends it to A.

e Game 2: The challenger C runs the
Sim.Setup (#* = i) and Sim.KeyGen to answer
A’s key queries. Then C computes the challenge
ciphertext from Sim.Enc (ﬁ/o, mg) and sends it to A.

e Game 3: The challenger C runs the
Sim.Setup (#w* = iy) and Sim.KeyGen to answer
A’s key queries. Then C chooses uniformly the
challenge ciphertext from the ciphertext space and
sends it to A.

e Game 4: The challenger C runs the
Sim.Setup (#w* = i) and Sim.KeyGen to answer
A’s key queries. Then C chooses uniformly the
challenge ciphertext from the ciphertext space and
sends it to A.

e Game 5: The challenger C runs the
Sim.Setup (#* = ) and Sim.KeyGen to answer
A’s key queries. Then C computes the challenge
ciphertext from Sim.Enc (i1, m1) and sends it to A.

e Game 6: The challenger C runs the FE.Setup and
FE.KeyGen to answer A’s key queries. Then C
computes the challenge ciphertext from
FE.Enc (ﬁ/l, m1) and sends it to A.

Lemma 8 Assume that m > 3nlog g, then it follows that,

(a) At the view of the adversary A, the Game 1 is
statistically indistinguishable with the Game 2.

(b) At the view of the adversary A, the Game 5 is
statistically indistinguishable with the Game 6.

Proof We prove (a) only because we can prove (b) with
the same way.

Firstly, we demonstrate the public parameters and the
ciphertext output by the FE.Setup and FE.Enc algorithms
are statistically indistinguishable from those output by the
Sim.Setup and Sim.Enc algorithms. That is, for every i =
1,---,land y = 0,---,t, we need to argue the distribu-
tions of the set E;, in Game 1 and Game 2 are statistically
indistinguishable, where E;, as the set (a, {a,',y, Ciy })

In Game 1, the vector a is selected from the TrapGen.
Then for all but a 27%®) fraction of all a follow from
uniformly distribution over R7'. While in Game 2, the
vector 4 is sampled uniformly from R7'. Therefore, the dis-
tributions of a are statistically indistinguishable in both
games.

Next, we discuss the joint distributions {ai,y,ci,y} in
the both games. In Game 1, the vector a;, is sam-
pled uniformly from the R7' and c;, is equal to s -
(ai,y + 27 W;‘b*) +2n -R;-‘jy, where R;‘jy is random indepen-
dently in {—1,1}"" for everyi = 1,---L,y = 0,---,t
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and b* is uniformly selected from R)". In Game 2, a;,
is calculated as aRj, — 2"w;b", where R}, is random
independently in {—1,1}"*" for every i = 1,---,y =
0,---,t, and b* generated by TrapGen is statistically
close to uniformly random in RF, ¢y is equal to s -

(aRZy —2'wib" + 27’w;‘b*) + 29 - R}, where aRj,

2 wib* is equal to the public parameter a;,, .
Furthermore, according to Lemma 6, the function

@a(R;,) = aR;,
that the statistical distance of the following two distribu-

1
1 2nm ) 2
2m

=
namely, <a, aR,y,zn -RY ) ( ,aiy, 21 - R} ) Then
for every fixed vector and w*, it follows that
(a aR’-k —2"wib*, 2 - R} ) R (a,a,'),,2n~R- )
Since the matrix R} is chosen independently for every

i,y, the joint dlstrlbutlons of these quantities for all i, y
are also statistically close:

(a,{aR}'jy —2Vw}*b*,2;7.Rzy}iy) ~q < {a,y,Zn R} } y>.

3)

is universal. Then it follows from

tions is at most 1 ( %q 3nm by Lemma 5,

Next, we need to add two quantities which are statis-
tically indistinguishable to the both sides of the formula
(3). Then we can get the following by the conclusion that
applying any function to two statistically indistinguishable
ensembles produces statistically indistinguishable ensem-
bles, that is, for every i and y:

a,{aR;, — 2" wib*,s (aR;fy —2Ywib* + ZVW}*b*) +29R},

add term

aiy, s (ai,y +2Y w?b*) +2nRny
NS
add term

By the above formula, the right side of the formula is the
public parameters and the challenge ciphertext in Game 1,
while the left side of the formula is the public parameters
and the challenge ciphertext in Game 2. Hence, the public
parameters and the challenge ciphertexts are statistically
indistinguishable at the both games.

To complete the proof, we show that the secret keys
output by Sim.KeyGen are statistically indistinguishable
from those output by FE.KeyGen when given the pub-
lic parameters and the challenge ciphertexts. In the two
games, the secret key e follows from Gaussian distribution
for Gaussian parameter o, so the distributions of them
are statistically indistinguishable when o is sufficiently
large. O
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Lemma 9 If the decision R-LWE problem is infeasible,
then it follows that:

(a) At the view of the adversary A, the Game 2 is
computationally indistinguishable with the Game 3.

(b) At the view of the adversary A, the Game 4 is
computationally indistinguishable with the Game 5.

Proof 1t suffices to prove (a). Given m + 1 R-LWE
instances (aj, yj) for j = 0,---,m, in which we define
either y; = s - a; + 27, for s is sampled uniformly from R,
and 7, is sampled from the discrete Gaussian x, or y; € R,
is uniformly random. We denote co = (y1, -+ , Ym)-

We consider a variant experiment, in which the chal-
lenger C runs the Sim.Setup (W* =) and let a =
(a1, -+ ,am), u = ag. Then C answers the queries of A
using the Sim.KeyGen algorithm. Finally, fori = 1,---,/
andy =0, -, C computes ¢’ = yo + m, ¢, = coRj,
where R;’jy € MK and sends (co, {ci,y } , c’) to A.

In Game 2, we observe that for i = 1 ,land y =
0,---,t, the challenge ciphertext c;, using the Sim.Enc as
follows,

Ciy = S- <aRZy —2Ywib* + ZVW;‘b*> + 25 - R}, =
(s-a+2m) R}fy.

When y; = s - a; + 2, then ¢, = R}, in the vari-
ant experiment is identical to corresponding ciphertext in
Game 2.

On the other hand, when y; is uniformly random in
Ry, then the simulated ciphertext is (co, {CQR;V},C/>
for i = ,land y = 0,---,t. By the Lemma 6,
we know that the function CDCO = CQR*y is univer-
sal. Hence, by the variant of the leftover hash lemma
(see Lemma 5), the statistical distance between the dis-

tribution of (co, {coRzy} ,c’) with the uniform distri-

bution is bounded from %q_%””‘. While in the Game
3, the challenge ciphertext is selected uniformly from
the ciphertext space. Therefore, the ciphertexts in the
variant experiment and the Game 3 are statistically
indistinguishable.

So we draw the conclusion that the statistical distance
in the both games is negligible close under the hardness of
R-LWE problem. O

Lemma 10 The Game 3 and the Game 4 are statistically
indistinguishable at the view of the adversary A.

Proof The only difference between the Game 3 and the
Game 4 is the vector w* which is used to calculate the pub-
lic parameter a;;, = aR}, — 2"w;b*, where a and R}
are independent uniformly random samples. The function

a R;.’fy — aR],, is universal according to Lemma 6.

Foreveryi € {1,---,/}and y € {0,---,¢}, (“»“Rzy) is
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statistically indistinguishable from (a, ) where U is uni-
formly random. For the value C = 2Yw}b" associated
with the fixed b* and wj, the distribution of & — C is also
uniformly random.

Therefore, we conclude that for all i = 1,---,/ and
y = 0,---,t, the distributions of a;, in the both games
are statistically indistinguishable. O

Proof of Theorem 2. Based on the Lemmas 8, 9 and
10, the Game 1 and Game 6 are statistically indistinguish-
able under the R-LWE hardness assumption. It indicates
that there is no efficient adversary A that can win the
security experiment.

Conclusion
We have constructed a new functional encryption scheme
for inner product predicates from R-LWE problem. In our
construction, firstly, we use setup algorithm to generate
the public parameters and the master secret key. Secondly,
we compute the secret key associated with the predicate
vector v based on R-SIS problem using key generation
algorithm. Thirdly, we calculate the ciphertext associated
with the attribute vector w based on R-LWE problem
using encryption algorithm. Finally, the user then can
decrypt successfully using the secret key when (17, ﬁ/) =0.
What’s more, the # samples from the LWE distribution
can be replaced by a sample from the R-LWE distribution,
which will reduce the size of the public key by a factor of
n. Hence, our scheme is more efficiency in computation
than the scheme of the reference (Agrawal et al. 2011).
Some questions still remain. For example, one direc-
tion is to improve the security of our construction
for researchers. Firstly, our scheme is secure under the
R-LWE hardness assumption. While Rosca et al. pro-
posed Middle-Product LWE (MP-LWE) problem as a
variant of the LWE problem and proved a reduction
from polynomial LWE to MP-LWE (Rosca et al. 2017).
Hence, it is a open question to construct functional
encryption schemes based on MP-LWE hardness assump-
tion. Secondly, our scheme is weakly attribute hiding
in security model. Therefore, we can try to construct
a functional encryption scheme that is fully attribute
hiding.
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