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Abstract 

Code similarity analysis has become more popular due to its significant applicantions, including vulnerability detec-
tion, malware detection, and patch analysis. Since the source code of the software is difficult to obtain under most 
circumstances, binary-level code similarity analysis (BCSA) has been paid much attention to. In recent years, many 
BCSA studies incorporating AI techniques focus on deriving semantic information from binary functions with code 
representations such as assembly code, intermediate representations, and control flow graphs to measure the simi-
larity. However, due to the impacts of different compilers, architectures, and obfuscations, binaries compiled from 
the same source code may vary considerably, which becomes the major obstacle for these works to obtain robust 
features. In this paper, we propose a solution, named UPPC (Unleashing the Power of Pseudo-code), which leverages 
the pseudo-code of binary function as input, to address the binary code similarity analysis challenge, since pseudo-
code has higher abstraction and is platform-independent compared to binary instructions. UPPC selectively inlines 
the functions to capture the full function semantics across different compiler optimization levels and uses a deep 
pyramidal convolutional neural network to obtain the semantic embedding of the function. We evaluated UPPC on a 
data set containing vulnerabilities and a data set including different architectures (X86, ARM), different optimization 
options (O0-O3), different compilers (GCC, Clang), and four obfuscation strategies. The experimental results show that 
the accuracy of UPPC in function search is 33.2% higher than that of existing methods.

Keywords: Binary code similarity, Machine learning, Software security, Pseudo-code

© The Author(s) 2022. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which 
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the 
original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or 
other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line 
to the material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory 
regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this 
licence, visit http:// creat iveco mmons. org/ licen ses/ by/4. 0/.

Introduction
Open source libraries are widely adopted in software 
development cycles, which improves the development 
efficiency and reduces the costs (Laguë et  al. 1997). 
They also result in a large number of code duplicates 
and clones in different software (Alrabaee et  al. 2020). 
Source code level code auditing and clone detection tools 
(Fang et al. 2020; Zhang et al. 2019) are developed to find 
the usage of open source components in the software. 
However, in the real world, the source code of the soft-
ware is often difficult to obtain, which makes these tools 
impractical to search clones in off-the-shelf software. To 

analysis, the program in binary format, closed-source 
binary code similarity analysis (BSCA) has been pro-
posed. It becomes the key technique to address secu-
rity-related issues in open source components at binary 
level, such as patch analysis (Xiao et  al. 2021; Dullien 
and Rolles 2005; Gao et al. 2008), vulnerability searching 
(Xu et al. 2017b; Eschweiler et al. 2016), code plagiarism 
detection (Wang et  al. 2009; Luo et  al. 2014; Liu et  al. 
2006), and etc.

In retrospect, the applications and challenges of BSCA 
have led to the proposal of a variety of BSCA tools based 
on different types of code representation, including text-
based (David et  al. 2017), program logic-based (Chan-
dramohan et  al. 2016; David et  al. 2016), CFG-based 
(Lindorfer et al. 2012; Luo et al. 2014), etc. Recently, the 
latest machine learning (ML) methods have significantly 

Open Access

Cybersecurity

*Correspondence:  yxxue@ustc.edu.cn

1 School of Computer Science and Engineering, University of Science 
and Technology of China, Hefei, China
Full list of author information is available at the end of the article

http://orcid.org/0000-0002-2979-7151
http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s42400-022-00121-0&domain=pdf


Page 2 of 18Zhang et al. Cybersecurity            (2022) 5:23 

enhanced the capabilities of BSCA (Peng et al. 2021; Ding 
et al. 2019; Massarelli et al. 2019; Yu et al. 2020b).

However, performing binary semantic analysis directly 
on assembly code features or control flow graph (CFG) 
features is challenging because different architectures 
have different assembly codes and obfuscation changes 
the CFG of functions. It hinders the understanding 
of program semantics by deep learning models (Haq 
and Caballero 2021). Therefore, to eliminate differ-
ences in assembly code between architectures, existing 
approaches (Peng et  al. 2021; Luo et  al. 2019) use deep 
learning techniques to learn function semantics from 
intermediate representation (IR) features, which are 
platform-independent and more abstract than assembly 
code. Furthermore, Singh (2021) found that combining 
a compiler with specific optimization options to compile 
the source code into a binary file and then extracting the 
corresponding binary pseudo-code was more beneficial 
for code classification and code clone detection. The rea-
son is that deep learning-based approaches are known to 
have impressive success in source code clone detection 
(Fang et al. 2020; Zhang et al. 2019; Alon et al. 2019) and 
the pseudo-code is similar to source code, which can be 
extracted from a binary executable by decompiler tools. 
However, as far as we have reviewed, there is no BCSA 
work using pseudo-code to extract features and match 
functions.

To this end, we propose a deep learning-based binary 
code similarity measurement tool, named UPPC 
(Unleashing Power of Pseudo-code), which leverages 
pseudo-code to extract the semantic representation of 
functions. Inspired by existing work (Chandramohan 
et al. 2016; Peng et al. 2021; Ding et al. 2019; Luo et al. 
2019; Singh 2021), UPPC selectively inlines key functions 
(Chandramohan et al. 2016; Ding et al. 2019) to recover 
the full semantics of functions. Then, it extracts code 
features and string features from the pseudo-code and 
combines them with existing deep pyramid convolutional 
neural networks (Johnson and Zhang 2017) (DPCNN) to 
capture the full function semantics and compute seman-
tic embedding vectors. This semantic embedding vector 
can then be used to efficiently match semantically simi-
lar functions for tasks such as vulnerability detection and 
function search.

Compared to previous binary-level analysis meth-
ods our approach has the following advantages. (1) 
Pseudo-code is platform-independent: Binary instruc-
tions or assembly code have different architectures 
(e.g. X86 and ARM architectures), while pseudo-
code is generated with higher abstraction to unify the 
instructions. Therefore, by converting programs to 
pseudo-code, differences between architectures can be 
eliminated, enabling more accurate cross-architecture 

code analysis. (2) Pseudo-code contains richer syntac-
tic information: Pseudo-code is similar to source code 
in that it contains semantic features such as variable 
definitions, data structure definitions, strings, etc. (3) 
Pseudo-code contains richer semantic information: by 
converting binary to pseudo-code, more information 
about the logical structure of the code can be recov-
ered, and pseudo-code is closer to natural human 
language, allowing the function of the program to be 
easily expressed.

To evaluate the effectiveness of our approach, we evalu-
ated UPPC on an open-source data set (Kim et  al. 2020) 
containing different architectures (X86, ARM), different 
optimization options (O0-O3), different compilers (GCC, 
Clang), and four obfuscation strategies. The experiments 
show that UPPC outperforms existing tools in identifying 
semantically similar functions across all the aspects. More-
over, to explore the applications of UPPC, we conducted 
vulnerability search experiments on a publicly available 
data set (David et al. 2016). UPPC correctly found 95.1% of 
vulnerabilities compared to existing tools SAFE (Massarelli 
et al. 2019) and Gemini (Xu et al. 2017b), which could only 
find 68.9% and 59.0% of vulnerabilities. Finally, we con-
duct the ablation experiments to show that the accuracy of 
semantic similarity function matching can be significantly 
improved by selectively inlining key functions and using 
pseudo-code and string features.

Overall, we have made the following contributions:

• We present a new approach to matching semanti-
cally similar functions in closed-source software: we 
learn binary function feature representations from 
pseudo-code using deep learning. Pseudo-code is 
more abstract than intermediate representation (IR) 
and assembly code, which is similar to source code and 
contains more semantic features.

• We develop a semantic learning model UPPC for func-
tion pseudo-code. UPPC first captures the complete 
function semantics through function inlining, learns 
key semantic information about the function from the 
pseudo-code and string features, and obtains a seman-
tic embedding vector for the function.

• We demonstrate that UPPC is more resilient than 
existing deep learning-based BCSA methods. In BCSA 
tasks, such as function similarity matching, function 
search, and vulnerability detection, UPPC has better 
accuracy than existing methods.

Preliminaries
In this section, we first introduce background knowledge 
about function semantic similarity. Then, we explain the 
problems that existing methods for function similarity 
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detection may encounter with a simple example. Finally, 
we describe the method we use and its benefits.

Code similarity
Code similarity detection can be divided into source code 
similarity detection and binary code similarity detection, 
which fall into two main categories: syntactic similarity 
and semantic similarity (Haq and Caballero 2021; Walker 
et  al. 2020; Bellon et  al. 2007). The syntactic similar-
ity in source code refers to code fragments with similar 
text, while in binary code it refers to sequences of simi-
lar instructions. Semantic similarity in source and binary 
code refers to code that is functionally similar. In general, 
semantic similarity refers to whether the code being com-
pared has a similar effect, while syntactic similarity refers 
to the similarity of the code representation. However, 
in most cases, the source code of the software is often 
difficult to obtain and therefore binary code similar-
ity detection techniques are more widely used in a wide 
range of scenarios. Traditional binary similarity detec-
tion methods can be broadly analysed to include dynamic 
(Zhang et al. 2006; Newsome and Song 2005; King 1976; 
Pei et al. 2020). and static (Xiao et al. 2021; David et al. 
2017; Chandramohan et  al. 2016) analysis, and are now 
more often combined with deep learning (Peng et  al. 
2021; Ding et al. 2019; Pei et al. 2020; Duan et al. 2020) 
for binary similarity analysis.

Technical challenges
In contrast to source code similarity detection, differ-
ent binary codes compiled from the same source code 
can differ significantly due to differences in architec-
ture, compile, compilation options, security compilation 
options, etc. Therefore, while the high-level idea seems 
simple enough, the following challenges are required to 
implement binary similarity detection: 

(1) Key information loss When we compile source code 
into binary, information such as function names, 
variable names, data structure definitions, variable 
type definitions, comments, and other information 
that helps to understand the intent of the code is 
lost.

(2) Cross-compiler The binaries compiled with different 
compilers are different because different compilers 
use different optimization algorithms when compil-
ing, and the same compiler continues to optimize 
and improve the compilation algorithm during iter-
ations.

(3) Cross-compilation optimization The compiler can 
produce completely different binaries depending on 
the optimization technique used, for example, GCC 

offers almost a hundred optimization options, any 
level of optimization will result in changes to the 
structure of the code such as merging and eliminat-
ing branches, eliminating common sub-expressions, 
etc.

(4) Cross-architecture Instructions are different 
between different architectures. Different architec-
tures have their own recognizable instruction sets, 
and different instruction sets correspond to differ-
ent assembly codes.

(5) Code protection Code protection techniques, such 
as code obfuscation, compression pack, encryption 
pack, etc., can lead to complex code structures and 
unrecognizable execution sequences.

Research motivation
We use motivating examples to illustrate the problems 
encountered with existing assembly code and CFG based 
approaches, and the advantages of our pseudo-code-
based approach.

Figure  1 gives the CFG for the function elf_obf in 
Binutils, compiled into a 32-bit program and a 64-bit 
program using the same compiler, GCC, but with dif-
ferent compilation options, O0 and O2, under the same 
architecture.   Although it is clear from Fig.  8a, b that 
the function uses a loop structure, there are differences 
in the number of basic blocks (6 and 7 respectively) and 
the amount of assembly code in each basic block in the 
two CFG graphs. Gemini (Xu et  al. 2017b) was created 
by extracting basic block attributes (numerical constants, 
number of transfer instructions, number of calls, etc.) to 
construct an attribute control flow graph (ACFG), which 
poses a challenge for Gemini in terms of code similarity 
detection. SAFE (Massarelli et al. 2019) directly considers 
sequences of instructions in binary functions and models 
them as a natural language. As shown in Fig. 8a, b, 64-bit 
and 32-bit assembly instructions, in the number of basic 
registers (64-bit has 16 basic registers, and 32-bit only 8), 
the naming of registers (32-bit registers start with e, and 
64-bit registers use r), function transfer, etc. are different, 
so directly using assembly instructions as text sequences 
will also affect the accuracy of the model.

In contrast, we can use the decompiler tool to obtain 
binary pseudo-code, which is very similar to the source 
code, pseudo-code snippets #2 and #3 correspond to 
Fig.  8a, b respectively. As shown in Fig.  2 the pseudo-
code has a more uniform style than the binary code, 
and the pseudo-code for both 64 and 32-bit programs 
is similar to the source code (#1 in Fig.  2). In addition, 
the pseudo-code retains more semantic features and 
is more syntactically uniform. Thus, if we had access to 
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the corresponding pseudo-code, we would not need 
to consider the challenges posed by different compil-
ers, compilation optimization options, and instruction 

architectures. This observation led us to explore the fea-
sibility of extracting binary pseudo-code for binary code 
similarity analysis.

Fig. 1 Motivating example: the control flow graph and assemble code for the elf_osabi. The code block 0x4016a0 in a and the code block 
0x40280e in b give the different assembly code blocks. The code blocks 2, 3, 4, 5, 6 and 7 in a and b represent the different code blocks respectively. 
Note that 2, 3, 4, 5, 6 in a and 2, 3, 4, 5, 6 in b are not the same block

Fig. 2 Motivating example: the elf_osabi source code and pseudo-code
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To answer this question, we propose and implement a 
pseudo-code encoding model, which enables encoding of 
pseudo-code and its application to binary code similarity 
analysis tasks.

Methodology
In this section, we present the workflow and implemen-
tation details of our proposed pseudo-code-based binary 
similarity detection tool, UPPC, which uses deep neural 
networks to convert pseudo-codes into vectors and apply 
them to binary code similarity analysis.

System overview
The goal of UPPC is to obtain embedding vectors of 
binary functions and to perform binary code similarity 
analysis. Figure  3 shows the overview of UPPC, which 
contains two main steps. The Feature Extraction step 
takes binary as an input and uses a decompilation tool to 
extract the pseudo-code and function call graph. Based 
on extraction result, UPPC extracts function features 
(i.e., the pseudo-code Text feature and string Token fea-
ture) from the pseudo-code with selective inlining. The 
Feature Encoding step feeds the extracted features into 
a deep neural network to obtain the function’s semantic 
embedding vector. The vector can be used for tasks such 
as function similarity detection, function search, and 
vulnerability matching, which will be discussed in detail 
later.

Feature extraction
We extract the function’s feature in five steps as explained 
in the next five subsections respectively.

Decompiling
Like most existing approaches (Eschweiler et  al. 2016; 
Hu et al. 2013; Jang et al. 2013; Egele et al. 2014; Pewny 
et al. 2015), we apply a powerful binary analysis tool IDA 
Pro 7.5 to process binary files, use plugin IDA Python 
to extract features, and analyze binary files automati-
cally. With the programming interface provided by IDA 
Python, we can easily extract the function pseudo-code as 

well as the function call graph (CG) from the binary file. 
The most important point is that the analysis of binary 
files can be done offline as a preprocessing process.

Pseudo‑code extraction
As we have previously described, pseudo-code is similar 
to source code and has rich semantic and syntactic fea-
tures. As shown in Fig. 2, pseudo-code is more abstract 
than assembly code and intermediate code and is plat-
form-independent. Using IDA Pro, we can easily extract 
the pseudo-code corresponding to the functions in the 
binary file.

Call graph generation
A call graph (CG) is a graph representing the invocation 
relationships between methods (functions) throughout a 
program. The nodes in the graph are methods, the edges 
represent invocation relationships, the starting node of 
an edge is called the caller, and the destination point rep-
resents the callee. The use of function call graphs allows 
inter-procedural analysis of a program, which helps to 
understand the complete logic of the program and to 
understand the complete semantics of the function.

Selective function inlining
Function inlining is a compiler optimization technique 
that replaces function call instructions with the body 
of the calling function and is generally used for func-
tions that can be executed quickly (Chandramohan et al. 
2016). Function inlining improves the speed of the pro-
gram by avoiding the overhead associated with function 
calls (e.g. parameter passing, return value passing), but 
function inlining modifies the CFG structure of the pro-
gram, so function inlining is also one of the challenges of 
binary code similarity search. Most existing approaches 
consider information about individual functions in iso-
lation, and the called function is not considered part of 
the semantics of the calling function, which can result in 
some semantic information being lost when executing 
binary code similarity analysis.

Fig. 3 An overview of our system



Page 6 of 18Zhang et al. Cybersecurity            (2022) 5:23 

Existing solutions inline all user-defined functions, 
which can lead to an explosion in function code size 
(Chang et  al. 1992; Wang et  al. 2015). However, not all 
functions are closely related to the function calling them. 
BinGo (Chandramohan et  al. 2016) proposes a selec-
tive inlining technique in binary similarity comparisons 
that captures the full function semantics by inlining 
related libraries and user-defined functions. FCDetector 
(Fang et al. 2020) uses a similar technique in source code 
similarity detection, extracting function caller-callee 
graphs to analyze the caller-callee relationships between 
methods. Asm2vec (Ding et  al. 2019) uses the PV-DM 
algorithm in the NLP field to represent semantic and 
structured information in binary and uses the function 
inlining method proposed by Bingo to analyze functions.

We use function inlining methods similar to BinGo, 
Asm2vec, and FCDetector for static analysis. Bingo uses 
function call patterns to guide function inlining, it inlines 
all library functions, and we do not consider library func-
tions when inlining functions. Bingo makes recursive 
inline calls when inlining functions, and here we do the 
same as Asm2vec, we only consider first-order inlining, 

which makes the caller’s functions more statically simi-
lar. The in-degree of a node in the CG indicates the 
number of times the function has been called. Further-
more, we only inline functions whose in-degree is equal 
to 1 ( indegree(f ) = 1 ), disregard inline library functions, 
functions with an in-degree of 1 are more likely to be 
inlined at compile time.

As shown in the Fig.  4, the same source code (#1 in 
Fig.  4) compiled with different compilation optimisa-
tion options will result in pseudo-code with different CG 
structures (#2 and #3 in Fig. 4), the higher optimisation 
option O3 will inline the func1 function called in the 
main function when compiled (red box in Fig. 4 #3), the 
optimization option O0 does not. The main function in 
code snippet #2 in Fig. 4 calls four functions (__readfsq-
word, scanf, func1, printf), but only func1 is not a library 
function, and func1 is called only once in the entire 
binary, so we will inline func1 into the main function. 
Furthermore, we will only consider first-order inlining 
and will not consider continuing to recursively inline the 
other functions called in func1. With function inlining, 

Fig. 4 The function inline example
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the main function in code snippet #2 will be more similar 
to the main function in #3.

Feature extraction
As shown in the Fig.  3, For the pseudo-code extracted 
by the decompiler, we use Txl1 to parse it and extract the 
corresponding pseudo-code Text information and string 
information from it. Since pseudo-code has natural lan-
guage properties like source code (Hindle et  al. 2016), 
we treated the pseudo-code as a Text sequence without 
considering the structural features in the code, and our 
experiments showed that the overall structural features of 
the code could be learned by a global deep convolutional 
network. We also did not normalize the pseudo-code 
because previous work (Singh 2021) has shown that some 
features in the source code have been smoothed out after 
the source code has been compiled, and features such as 

variable names and variable definitions have also been 
normalized by the decompilation tool processing. Finally, 
we found that string features in the decompiled code are 
also important for understanding function semantics, 
so we extracted the string features separately, converted 
them into Token sequences, and used a deep learning 
network to determine the similarity between two strings.

Feature encoding
The general framework of our proposed deep learning 
model for decompiling function encoding is shown in 
Fig. 5, which takes as input a sequence of pseudo-codes 
Text and a sequence of strings Token. We use the DPCNN 
network to extract the semantic features of the string 
Token and the pseudo-code Text. It is important to note 
that the parameters of the DPCNN differ in different net-
works. Finally, we concatenate together the semantic fea-
ture vectors of the string and the pseudo-code to obtain 
the semantic embedding vector of the whole function.

We used the Siamese network architecture to train a 
deep learning model for pseudo-code similarity detec-
tion. The Siamese network is commonly used to measure 

Fig. 5 The Siamese framework for function encoding

1 Txl: Txl is a unique programming language specifically designed to support 
computer software analysis and source transformation tasks. https:// www. txl. 
ca/.

https://www.txl.ca/
https://www.txl.ca/
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the similarity of two inputs, and the Siamese network has 
the same configuration between the two networks, i.e. 
the same parameters and weights, and the parameters are 
updated simultaneously on both subnets during training. 
It is well known that Siamese networks are widely used in 
existing work (Fang et al. 2020; Xu et al. 2017b; Massarelli 
et al. 2019) on code similarity detection.

We use similar and dissimilar code pairs as input to our 
model to train the Siamese network. In the construction 
of the code pairs, we consider codes compiled from the 
same source code to be similar and codes compiled from 
different source codes to be dissimilar. Since the final 
output of our model has only two cases, similar and dis-
similar, we choose cross-entropy as our loss function. For 
each pair of inputs, we predict similarity with probabil-
ity p and dissimilarity with probability 1− p , so the loss 
function is:

yi : denotes the label of sample i, positive class is 1, nega-
tive class is 0, and pi denotes the probability that sample i 
is predicted to be in a positive class.

Our encoding model for code Text sequences and string 
Token sequences is shown in Fig.  6. We use the Deep 
Pyramid Convolutional Neural Networks (Johnson and 
Zhang 2017) (DPCNN) network to embed the feature. 
DPCNN is the first word-level, a widely effective convo-
lutional neural network for the semantic classification of 

L =
1

N

∑

i

Li

=
1

N

∑

i

−
[

yi · log (pi)+
(

1− yi
)

· log (1− pi)
]

text. Compared to other deep learning models, DPCNN 
is a low-complexity word-level deep convolutional neu-
ral network (CNN) that can effectively model long-term 
dependencies in text and is suitable for capturing seman-
tic dependencies in pseudo-code sequences.

For the input pseudo-code text embedding vector 
features, we first input the sequence to a region embed-
ding layer. The result of a convolution layer containing 
a multi-size convolution filter is called a region embed-
ding, meaning an embedding resulting from a set of 
convolution operations on a text region/fragment (e.g. 
3gram). As different from the original model, we use a 
model that preserves word order, i.e. we set up a set of 
two-dimensional convolution kernels of size = 3 ∗ D to 
convolve 3-grams (D is the word embedding size). After 
two equal-length convolutional layers, the embedding 
vectors were used as input to several iterative DPCNN 
blocks, each with one downsampling pooling layer and 
two equal-length convolutional layers, and one down-
sampling pooling layer. Finally, we use a global average 
pooling layer to generate the final semantic representa-
tion of the function.

Similarity matching
In practice, we use the trained DPCNN network to 
encode the pseudo-code of the function to obtain the 
semantic embedding vector of the function, and use 
this vector for the task of function similarity detection. 
In more detail, when comparing the similarity of two 
functions f1, f2 , the vectors 

−→
f1 ,

−→
f2  of the two functions 

are obtained by using the same function embedding 
network DPCNN and these vectors are then compared 
using the cosine similarity as a distance metric with the 
following equation:

where 
−→
f 1[i] indicates the i-th component of the vector 

−→
f1

Evaluation
In this section, we demonstrate experimentally the 
effectiveness of our method UPPC and prove that our 
tool has better accuracy than existing tools. Our pur-
pose is to investigate the following four research ques-
tions (RQs) through experimental evaluation:

(1)

similarity
(−→
f 1,

−→
f 2

)

=

∑n
i=1

(−→
f 1[i] ·

−→
f 2[i]

)

√

∑n
i=1

−→
f 1[i] ·

√

∑n
i=1

−→
f 2[i]

Fig. 6 The DPCNN model for extracting code and string semantics
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• RQ1 How accurate is UPPC in matching semanti-
cally similar functions in different architectures and 
optimizations?

• RQ2 How accurate is UPPC in performing function 
searches with different architectures, optimization 
options, compilers, and obfuscations?

• RQ3 How accurate is UPPC in vulnerability search 
tasks?

• RQ4 How can string features and function inlining 
help improve the accuracy of UPPC semantically 
similar function matching?

Implementation and setup

Baseline
There have been many previous works using deep learn-
ing for binary code similarity analysis including Gemini 
(Xu et  al. 2017b), Genius (Feng et  al. 2016), Asm2Vec 
(Ding et  al. 2019), TREX (Pei et  al. 2020), Codee (Yang 
et  al. 2021), Order Matter (Yu et  al. 2020b), CodeCMR 
(Yu et  al. 2020a), SAFE (Massarelli et  al. 2019), OSCA 
(Peng et  al. 2021), etc. However, many of the tools are 
not open source and we do not have access to the source 
code of these tools. The results of experiments with 
deep learning-based tools are highly data-dependent, 
so we used three tools with access to source code, Asm-
2Vec (Ding et  al. 2019), Gemini (Xu et  al. 2017b) and 
SAFE (Massarelli et  al. 2019), as the baseline for our 
experiments.

Metrics
We choose precision (P), Recall (R) and F1 measure (F1) 
as the evaluation of function matching, where TP pre-
dict positive class as positive, FN predict positive class 
as negative, FP predict negative class as positive, and TN 
predict negative class as negative, we calculate P, R and F1 
as follows:

In the similarity function match task, we use cosine 
similarity to measure the similarity between two func-
tion embedding vectors, the cosine similarity takes any 
real number between −1 and 1, and we use the receiver 
operation characteristic curve (ROC) to measure the 
false positives/true positives of the model under different 
thresholds. the area under the ROC curve (AUC) is used 
to measure the accuracy of the model embedding vec-
tor, the larger the AUC, the better the model accuracy. In 
function search tasks, we use Top-K accuracy to measure 
model accuracy, Top-K is also known as emphRecall@K. 
Top-K accuracy is used to calculate the proportion of 

P =
TP

TP + FP
R =

TP

TP + FN
F1 =

2PR

P + R

correct results among the top K results with the highest 
probability among the predicted results.

Training details
We construct our dataset in a similar way to Gemini and 
SAFE, where our data contains two types: similar and 
dissimilar, where binary functions compiled from the 
same source code are similar and otherwise considered 
dissimilar so that during data pre-processing we consider 
all functions with the same name to be similar (except for 
the main function) and otherwise not. We extracted all 
functions from the binary and partitioned the data set by 
function name at a rate of 80% and 20% so that there was 
no intersection between the training and test data sets 
during the partitioning process. For training, we trained 
10 epochs, set the small batch size to 128, used the Adam 
(Kingma and Ba 2014) optimization algorithm, and set 
the learning rate to 0.001.

Experimental settings
We conduct all the experiments on an AMAX computing 
server. It has two 2.1GHz 24-core CPUs, four NVIDIA 
GeForce RTX 2080ti GPUs, and 384G memory.

Function semantic classification
In this section, we attempt to answer RQ1 with experi-
mental results. We generate the dataset in a similar way 
to Gemini. Compile OpenSSL-1.0.1f and OpenSSL-1.0.1u 
to different architectures (x86, ARM, MIPS) using GCC-
7.5 combined with different optimization options (O0-
O3). We use P, R, F1 as measures for model training and 
the same ROC as Gemini to measure UPPC semantic 
classification accuracy.

Table  1 summarises the total number of functions we 
have used for training in OpenSSL. We keep the function 
name information at compile-time, so we can sort them 
by the function name, with the same function names 
belonging to the same type. We extracted a total of 4056 
functions from OpenSSL, each with approximately 24 
functions (a combination of 2 binary version, 3 architec-
tures and 4 optimization options), which may be less than 
24 due to optimizations such as function inlining. We 
split the data into training and testing datasets by func-
tion name, which ensures that the same function does 
not appear in both training and testing datasets. When 
constructing data pairs, functions with the same name 

Table 1 The total number of functions in the OpenSSL dataset 
and the decompile time

Total 
functions

Train 
function

Test 
function

Train pair Test pair Decompile 
time

4056 3244 812 119258 29620 320 (min)
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are similar and functions with different names are dis-
similar. As shown in the Table 1, it takes about 320 min to 
extract and decompile the pseudocode for 24 OpenSSL 
binaries, which are about 68.2 MB in size, and about 13 
min for a single Binary file.

UPPC mainly contains pseudo-code Text embedding 
models and string Token embedding models, and here 
we consider the results of DPCNN (Johnson and Zhang 
2017) , Transformer (Vaswani et  al. 2017) and LSTM 
(Hochreiter and Schmidhuber 1997) and their combina-
tions. Table  2 shows the semantic classification results 
for different deep learning models and their combina-
tions, where the pseudo-code generates an embedding 
vector size of 128 and the string embedding vector size 
is 64. As can be seen from Table  2, the best results for 
function semantic classification (F1:0.953) are obtained 
when the DPCNN model is used on both pseudo-code 
and string, so we use this model in all subsequent experi-
ments. Transformer-based accuracy is low (F1:0.846) 
because our limited resources make it difficult for us to 
train Transformer models with large parameters. In addi-
tion, training the DPCNN-based model is the fastest, and 
it takes about 154 min to train 10 Epochs.

PAs Fig.  7 shows the ROC of different models, our 
model achieves better results than Gemini , in the best 
case, the UPPC-DPCNN-DPCNN model achieves an 
AUC of 0.978, compared to 0.967 for Gemini. It should 
be noted that the AUC of Gemini is obtained after we 
re-divided the data set according to the ratio of 80% and 
20% and trained 100 epochs, which took about 486 min 
to retrain the model. The experimental results show that 
UPPC outperforms Gemini in terms of code similarity 
detection across architectures and optimization options.

Now, we answer RQ1 UPPC matches similar func-
tions in different architectures and optimizations more 
accurately than the existing tools, UPPC has better sense 
classification performance and can distinguish between 
similar and dissimilar binary functions.

Function search
In this section, we will answer RQ2, the function search 
accuracy of UPPC in real-world software. We evalu-
ate the function search accuracy of UPPC under differ-
ent architectures, compilers, compilation options, and 
code obfuscation, using Recall@1 as a measure of search 
accuracy.

We evaluated UPPC by extracting seven common 
items with a high number of functions from the binary 
code similarity analysis benchmark provided by Kim 
et al. (2020). We cleaned up the dataset we used to avoid 
incorrect or biased results, filtered short functions with 
less than 10 lines of assembly code and pseudo-code, 
and selected only functions in the code (.text) segment, 
as functions in other segments may not contain valid 
binary code. Finally, we obtained the number of functions 
per item as shown in Table  3, we trained a new model 
with this function search dataset. We use Asm2Vec as 
the baseline for our experiments. The authors have inte-
grated Asm2Vec into Kam1n02 and there is no need to 
consider the training of the Asm2Vec model during func-
tion search, as Asm2Vec is an unsupervised self-learning 
model. For our experiments we configured Asm2Vec 
according to the suggested parameters.

Cross‑compile search
In this experiment, we tested the similarity code search 
function of UPPC between different compilers Clang-
7.0 and GCC7.3.0, and between different versions of the 
same compiler Clang7.0 and Clang4.0. In our experi-
ments, we generated X86-64 bit binaries with the same 
optimization options (O0) with different compilers. The 
data we used are shown in Table 3, the total number of 

Table 2 UPPC uses semantic classification results from different 
deep learning models and their combinations

Dataset‑pseudo‑codeModel‑
StringModel

P R F1 Training 
time 
(min)

OpenSSL-DPCNN-DPCNN 0.953 0.953 0.953 154
OpenSSL-LSTM-DPCNN 0.943 0.943 0.943 267

Openssl-Transformer-DPCNN 0.865 0.848 0.846 279

OpenSSL-DPCNN-LSTM 0.950 0.950 0.950 237

Fig. 7 ROC curves for UPPC, Gemini on the test set

2 Kam1n0 is a scalable assembly management and analysis platform: https:// 
github. com/ McGill- DMaS/ Kam1n0- Commu nity.

https://github.com/McGill-DMaS/Kam1n0-Community
https://github.com/McGill-DMaS/Kam1n0-Community


Page 11 of 18Zhang et al. Cybersecurity            (2022) 5:23  

functions obtained by Clang-7.0_X86-64_O0, Clang-4.0_
X86-64_O0, and GCC-7.3.0 _X86-64_O0 are 6599, 6618, 
and 6517 respectively, the total number of functions 
makes little difference.

As shown in the Compiler column in Table 4, the aver-
age result of UPPC on different compilers (0.795) is 
significantly better than Asm2Vec (0.535) , and UPPC 
achieve better results on different versions of the same 
compiler (Clang 7.0, Clang 4.0) with 0.982. The experi-
mental results show that UPPC is more robust in binary 
similarity search across compilers, achieving a Recall of 
0.795 even on different compilers.

In addition, it is clear from the experimental results 
that the binary codes obtained from different compilers 
are more different and harder to identify. the code Recall 
for both tools on different compilers is lower than the 
Recall on different versions of the same compiler.

Cross‑optimization search
In this experiment, we use Clang 7.0 on the same archi-
tecture (X86-64) with different compilation optimization 
strategies (O0, O2, O3) to explore UPPC’s ability to func-
tion section in different compilation options.

Table 3 Number of functions per project after filtering

libgmp tar gawk libunistring gcal binutils xorriso Total functions

GCC-7.3.0 X86-64 O0 110 867 833 487 478 1669 2073 6517

Clang-4.0 X86-64 O0 110 765 913 483 476 1688 2183 6618

Clang-7.0 ARM-64 O0 116 954 887 496 484 1905 2179 7021

X86-32 O0 99 855 847 498 475 1529 2124 6427

X86-64 O0 110 764 913 483 476 1687 2166 6599
O2 52 548 590 418 461 1156 1850 5075

O3 53 543 586 417 461 1158 1846 5064

BCF 136 944 1059 558 493 1996 2522 7708

SUB 112 766 928 483 476 1711 2199 6675

FLA 133 886 1047 507 485 1905 2406 7369

ALL 143 970 1097 562 485 2049 2586 7892

Table 4 Function search results, using the Recall@1 metric

Software Tools Compile Optimization Arch Obfuscation

Clang&Gcc Clang& 7.0&4.0 O0&O3 O2&O3 X86&ARM X86 32&64 BCF SUB CFF ALL

libgmp -6.1.2 UPPC 0.944 1.000 0.968 1.000 0.936 0.990 0.804 1.000 0.873 0.836
Asm2Vec 0.550 0.667 0.448 0.816 – 0.504 0.580 0.797 0.779 0.568

tar-1.30 UPPC 0.948 0.993 0.865 0.989 0.736 0.956 0.808 0.990 0.93 0.876
Asm2Vec 0.850 0.585 0.258 0.726 – 0.496 0.476 0.557 0.501 0.355

gawk -4.2.1 UPPC 0.902 0.987 0.654 0.979 0.828 0.939 0.736 0.978 0.897 0.797
Asm2Vec 0.506 0.561 0.305 0.499 – 0.478 0.507 0.552 0.523 0.402

libunistring -0.9.10 UPPC 0.693 0.930 0.749 0.983 0.623 0.834 0.538 0.899 0.649 0.536
Asm2Vec 0.233 0.302 0.137 0.335 – 0.250 0.228 0.302 0.229 0.177

gcal-4.1 UPPC 0.356 0.969 0.557 0.963 0.566 0.820 0.708 0.962 0.881 0.697
Asm2Vec 0.198 0.550 0.204 0.624 – 0.251 0.488 0.533 0.447 0.357

binutils -2.30 UPPC 0.893 0.999 0.739 0.975 0.768 0.927 0.679 0.983 0.879 0.788
Asm2Vec 0.710 0.756 0.369 0.683 – 0.651 0.665 0.735 0.669 0.465

xorriso -1.4.8 UPPC 0.828 0.993 0.682 0.963 0.808 0.914 0.641 0.957 0.797 0.690
Asm2Vec 0.696 0.768 0.505 0.515 – 0.680 0.680 0.764 0.681 0.484

Average UPPC 0.795 0.982 0.745 0.979 0.752 0.911 0.702 0.967 0.844 0.746
Asm2Vec 0.535 0.598 0.318 0.600 – 0.473 0.518 0.607 0.547 0.401

Total Average UPPC:0.842 Asm2Vec:0.510
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The data generated by the different compilation options 
are shown in Table 3. For the same compiler and archi-
tecture (Clang-7.0_X86_64), the different compilation 
options yield different numbers of functions (O0:6599, 
O2:5075, O3:5064). Higher optimization levels will result 
in fewer functions, in addition higher optimization lev-
els contain all optimization strategies of lower levels, as 
more optimization techniques are applied, more func-
tions are inlined, so higher optimizations levels get fewer 
functions. Therefore, when the optimization strategies 
are quite different (such as O0, O3), the detection of the 
similarity function is more difficult.

The results are shown in the Optimization column of 
Table  4. We searched O3 with O0 and O2, and UPPC 
achieved a better Recall@1 in both cases. When search-
ing for O0 with O3, UPPC’s Recall@1 is significantly 
better than Asm2Vec, with Recall 0.427 higher than 
Asm2Vec. Asm2Vec has difficulty detecting code frag-
ments with large differences due to compilation opti-
mization, and they only have good Recall in the case of 
small differences like O2&O3 with a Recall of 0.600.

Furthermore, we retrained our UPCC model with the 
X86_64 dataset in Table 3 and OpenSSL-1.1.1-pre8 com-
piled with GCC-5.4 (same as SAFE). Then, we use SAFE 
and UPPC to conduct code search experiments on the 
OpenSSL-1.1.1-pre8 cross-compile option dataset (the 
number of functions is O0:4471, O2:4002, O3:3933), and 
the experimental results are shown in Fig.  8. As shown 
in Fig. 8, on the O0 O3 search dataset with large differ-
ences, the similar code searchability of UPPC is signifi-
cantly higher than that of SAFE. The Top-1 of UPCC and 
SAFE are 0.673 and 0.220, respectively, and the Top-50 
are 0.868 and 0.758, respectively. However, on the O2 
O3 search dataset with less variance, the similar code 

searchability of UPPC is only slightly higher than SAFE 
on Top-1, and the Top-1 of UPCC and SAFE are 0.886 
and 0.874, respectively.

The experimental results show that it is more difficult 
to detect when there are large differences in the optimi-
zation strategies. Furthermore, as can be seen from the 
average rows of Table  4, apart from code obfuscation, 
compilation optimization (O0&O3) has the greatest 
impact on function search in UPPC, with a low Recall@1 
of 0.745.

Cross‑architecture search
In this experiment, we used Clang 7.0 with the O0 opti-
mization option to compile and generate binaries for 
different architectures (X86-64, ARM-64) and differ-
ent bits of the same architecture (X86-64, X86-32) to 
explore UPPC’s ability to search for similar functions 
in different architectures. As shown in Table  3, the dif-
ference between the number of functions of the same 
architecture (Clang-7.0_X86-64_O0:6599, Clang-7.0_
X86-32_O0:6427) is smaller than the number of functions 
of different architectures (Clang-7.0_ARM-64_O0:7021).

The search results on different architectures are shown 
in the Architecture column of Table  4. UPPC achieves 
better results on different architectures and different 
bits of the same architecture, with mean Recal@1 values 
of 0.752 and 0.911 respectively. Asm2Vec does not sup-
port cross-architecture code search, so we only tested the 
results of Asm2Vec on different bits of the same architec-
ture, the Recal@1 of SAFE is lower in these case (0.473).

The experimental results in Table  4 show that similar 
code searches between different architectures are more 
difficult and UPPC achieves better accuracy in the more 
difficult cross-architecture similar code searches.

(a) O0 Search O3 (b) O2 Search O3
Fig. 8 Precision of openssl-1.1.1-pre8 search for Top-K, K ≤ 50
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Code obfuscation search
To search for obfuscated code, we extracted obfuscated 
X86-64 bit binaries compiled with Clang 7.0 and Obfus-
cator-LLVM (O-LLVM) from the dataset. O-LLVM uses 
three different obfuscation techniques and their combi-
nations: Bogus Control Flow (BCF), Control Flow Flat-
tening (CFF), and Instruction Substitution (SUB). In 
addition, ALL (BCF+CFF+SUB) means that all of the 
above obfuscation options are used. The number of func-
tions obtained after obfuscation is shown in Table  3. 
Compared to the O0 (6599) optimization option, obfus-
cation increases the number of functions, with the largest 
increase in functions after all obfuscation operations are 
applied (BCF:7709, SUB:6675, FLA:7369, ALL:7892). The 
reason is that obfuscation changes the control structure 
of assembly instructions, one function may be split into 
several, so functions become numerous.

Obfuscation can severely modify the structure of a 
program and code searches can be more difficult. We 
evaluated the performance of UPPC on the obfuscated 
binaries and the results are shown in the Obfuse column 
of Table 4. UPPC achieves the best Recall@1 (0.967) on 
SUB and decompiling with equivalent instruction substi-
tution yields a similar pseudo-code, so SUB has the least 
impact on UPPC. BCF changes the logic of the program, 
the subgraph structure of the program, and the structure 
of the disassembled code, so of the three obfuscations, 
BCF has the greatest impact on UPPC (0.702). Of course, 
when a combination of all three obfuscations is used 
together, it also changes the control structure of the pro-
gram, CFG features, etc., making the program more dif-
ferent, so all obfuscations used together have the impact 
on UPPC, with Recall@1 0.746

As can be seen from the Obfuse column of Table  4, 
Among the three obfuscation methods, BCF has the 
greatest impact on Asm2Vec, and the function search 

Recall@1 is the lowest (0.518). Asm2Vec extracts the 
assembly instruction sequence in the CFG by random 
walk, and adding garbage code will have a greater impact 
on the extracted sequence. Interestingly, like the results 
in OSCA (Peng et al. 2021), we found in our experiments 
that the test results of Asm2Vec are lower than those in 
the paper. Since the author does not disclose its source 
code, but only provides an integrated testing tool, we 
cannot conduct a detailed analysis.

Now, we answer  RQ2 Overall, UPPC (0.842) outper-
formed the existing tools Asm2Vec (0.510) in terms of 
function search, with code search regarding obfuscation 
being more difficult, followed by cross-compiler options, 
then cross-architecture, and cross-compiler code similar-
ity search being the least difficult.

Vulnerability search
In this section we experimentally evaluate the ability of 
UPPC to find vulnerable functions on a real-world data-
set, answering RQ3.

In this experiment, we use the vulnerability dataset 
provided by David et  al. (2016), which contains eight 
CVE vulnerability functions and some normal functions. 
The data is compiled with the compilers GCC, Clang, and 
ICC in combination with different compilation options, 
resulting in different function variants. We evaluate the 
accuracy of the model using Top-K, where K equals the 
total number of relevant vulnerabilities, e.g. Heartbleed 
has 15 variants and we calculate the percentage of true 
positives in Top-15. We test the accuracy of the model 
on the pretrained model as in the experimental setup of 
SAFE and Gemini.

The details of each vulnerability and the results of 
our experiments are shown in Table  5. We filtered out 
functions with less than 10 lines of assembly code and 
pseudo-code and ended up with 2769 usable functions, 

Table 5 Real-world vulnerability analysis results (Top-k)

CVE Vulnerable function Total UPPC/true 
positives (k)

Asm2Vec/true 
positives (k)

SAFE/true 
positives (k)

Gemini/true 
positives (k)

2014-0160 dtls1_proc- ess_heartbeat 15 14 15 12 7

2014-6271 initialize_sh- ell_variables 9 9 7 6 4

2015-3456 fdctrl_handle_drive_s- pecification_command 6 6 6 4 2

2014-9259 configure 7 7 7 2 4

2014-7169 parse_and_execute 3 3 3 1 3

2014-4877 snmp_usm_pass- word_to_key_sha1 7 7 7 5 6

2014-4877 ftp_syst 7 5 5 5 3

2015-6826 ff_rv34_decod- e_init_thread_copy 7 7 7 7 7
Total 61 58 57 42 36

RecallRate 0.951 0.934 0.689 0.590

Embedding Times (s) 172 1980 2341 1652
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of which 61 were functions related to vulnerability and 
another 2708 were functions without vulnerability. In the 
experiments, vulnerable and normal functions were used 
as targets and randomly selected vulnerable functions 
were used as queries, returning the true positive Top-k of 
the query.

Both UPPC and Asm2Vec can achieve better recall 
rates on this vulnerability dataset, 95.1% and 93.4%, 
respectively, because both UPPC and Asm2Vec support 
the identification of similarity functions under differ-
ent obfuscations, different compilation optimizations, 
and different compilers. Compared with SAFE, UPPC 
achieves poor results on wget, only finding 5 vulner-
abilities, and missing one relevant vulnerability on Heart-
bleed. In addition to this, UPPC achieved an excellent 
Recall rate (100%) on the other 6 vulnerabilities. SAFE 
achieved an excellent Recall rate (100%) only on FFmpeg, 
same performance on wget as UPPC, and was worse than 
UPPC in all other cases. Gemini has the lowest accuracy, 
Gemini can only correctly recall 59.0% of the vulner-
abilities, while the recall accuracy of UPPC, Asm2Vec, 
and SAFE are 95.1%, 93.4% and 69.8%, respectively. In 
addition, as shown in the Embedding Times row of the 
Table 5, UPPC took the least total time to obtain the vec-
tor of 2769 functions, just 172 seconds.

Now, we answer RQ3 UPPC also achieves 95.1% accu-
racy when searching for vulnerabilities in real-world 
application scenarios, with a better vulnerability Recall 
than existing tools.

Ablation study
In this section, we experimentally answer RQ4 How can 
string features and function inlining help improve the 
accuracy of UPPC semantically similar function match-
ing. We explored the impact of the individual compo-
nents used in UPPC and their combinations on semantic 
classification, and we used P, R, and F1 as metrics for our 
evaluation.

The same library code may be shared between different 
binaries under the same project, as the library code may 
be statically linked to the binaries during the compilation 
process, which will affect the results of our experiments. 
We need to ensure that there is no bias in the dataset and 

that there is no overlap between the training set and the 
testing set. Therefore, we extracted the corresponding 
main functions from the different binaries under each 
project for our dataset. The main functions represent the 
main functions of the binaries and are implemented dif-
ferently in the different binaries, so we can ensure that 
there were differences between our data.

The datasets we used are shown in Table  6. We com-
piled the different projects into X86-64 bit binaries using 
the compilers GCC and Clang combined with the com-
pilation optimization options (O0-O3). We divided the 
datasets into two groups by project, and the binaries for 
each group are shown in Table 6, thus ensuring that there 
is no overlap between the training and test sets in the 
division.

The effect of string features and function inlining on 
UPPC is shown in Table  7, where all components work 
in UPPC’s favor, improving its accuracy in performing 
semantic classification tasks. When only pseudo-code 
features are used, semantic classification is not as good, 
with an F1 of only 0.732. From RQ2   we learn that as 
more optimization techniques are applied, more func-
tions are inlined and therefore fewer functions are pro-
duced, so using function inlining to capture the function 
logic can improve the accuracy of the model (F1:0.848). 
Finally, using additional string features is more helpful to 
understand the semantics of the program, and using both 
function inlining and string features can achieve the best 
classification accuracy, with the highest F1 (0.923).

Now, we answer RQ3  RQ4 All components are ben-
eficial to UPPC and improve its accuracy to perform 
semantic binary classification tasks, and we design UPPC 
to better capture the semantic features of the code.

Table 6 A dataset for evaluating the impact of each component of the UPPC on semantic classification

Train data Test data

Dataset sg3utils findutils usbutils coreutils utillinux binutils inetutils diffutils

Binary count 504 32 16 832 720 118 208 32

Total count 2104 358

Pairs 119272 19177

Table 7 The semantic classification results of UPPC using 
different features and their combinations

Features and methods P R F1

Psudocode Function Inline String

√
0.722 0.746 0.723

√ √
0.854 0.848 0.848

√ √ √
0.928 0.928 0.928
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Related work
Binary code similarity detection has always been one of 
the hot topics in the field of network security, and binary 
code similarity detection is also the basis of binary analy-
sis (Haq and Caballero 2021). The binary similarity is 
often used as a auxiliary analysis technique. It is widely 
used in tasks such as vulnerability detection (Xu et  al. 
2017b; Eschweiler et al. 2016; Chandramohan et al. 2016; 
Feng et al. 2016; Liu et al. 2018; Gao et al. 2018; Huang 
et al. 2017; David et al. 2016; David and Yahav 2014), mal-
ware identification (Hu et  al. 2013; Jang et  al. 2013; Hu 
et  al. 2009; Bruschi et  al. 2006; Cesare et  al. 2013) and 
patch analysis (Xiao et al. 2021; Dullien and Rolles 2005; 
Gao et  al. 2008; Hu et  al. 2016; Xu et  al. 2017a; Kargén 
and Shahmehri 2017) etc.

Several binary similarity detection tools have been 
proposed, and Sæbjørnsen et  al. (2009), one of the pio-
neers of binary code search, proposed a framework for 
binary code clone detection using a function modeling 
technique based on normalized grammars (i.e. normal-
ized operands). We classify binary similarity detection 
methods into machine learning-based and traditional 
methods.

Traditional methodsJiang et al. (2020) propose a binary 
optimization framework, IMPTO, to re-optimise lifted 
code to mitigate the impact of optimization. Tang et  al. 
(2020) proposed LibDX, a platform-independent and 
fully automated system for detecting reused libraries in 
binary files. Hu et  al. (2018) propose a semantic-based 
hybrid approach to detecting binary clone functions. 
The execution of the function is simulated, semantic fea-
tures are extracted during the execution, and semantic 
features are used for similarity comparison. David et  al. 
(2018) propose a static, precise, and scalable technique 
for finding CVEs (Common Vulnerabilities and Expo-
sures) is stripped firmware images. Luo et  al. (2014) 
combine strict program semantics with fuzzy matching 
based on the longest common subsequence to propose a 
binary-oriented, confusion-resistant method for compar-
ing binary code similarity. David et al. (2017) decompose 
binary into comparable fragments and use a compiler 
optimizer to convert them into a canonical, normalized 
form so that equivalent fragments can be found by sim-
ple syntactic comparison. Kargén and Shahmehri (2017) 
propose a new method based on aligned binary code 
tracking using dynamic time warping and information 
retrieval techniques for binary similarity analysis. Chan-
dramohan et  al. (2016) use selective function inlining 
techniques to capture the complete function semantics 
by inlining related libraries and user-defined functions. A 
scalable and powerful dichotomous search engine, Bingo, 
supporting various architectures and operating systems 
was implemented. David and Yahav (2014) decompose 

functions into tracelets: continuous, short, partial traces 
performed to calculate the similarity between functions. 
Pewny et al. (2015) convert binary code into intermedi-
ate representations to generate assignment formulas 
with input and output variables, sample-specific inputs 
to observe the I/O behavior of basic blocks, and thus 
grasp the function semantics and solve the problem of 
incomparable instruction sets between different CPUs. 
Structural similarity in binary code can be represented 
on different graphs [e.g. control flow graph (CFG), call 
graph (CG)]. Most structural similarity methods examine 
changes in graph isomorphism, which involve methods 
such as K-subgraph matching, path similarity, and graph 
embedding. KKMRV2005 (Kruegel et al. 2005) proposes 
to divide a graph into k subgraphs, where each subgraph 
contains only k connected nodes.

ML-based methods Gemini (Xu et al. 2017b) proposed 
the use of graph embedding as a machine learning con-
cept to do binary code similarity analysis. Inspired by the 
great success of deep learning in natural language under-
standing, there is a growing body of exploratory work 
on understanding programming languages by incorpo-
rating code structures into Deep neural networks. Yang 
et al. (2021) propose an unsupervised tensor embedding 
scheme Codee that uses an NLP-based neural network 
to generate semantic-aware token embeddings, learn-
ing semantic information about instructions and con-
trol flow structure information to generate basic block 
embeddings. All basic block embeddings are used in the 
function to obtain a variable-length function feature that 
allows efficient code search. Pei et al. (2020) learn the exe-
cution semantics explicitly and automatically from micro 
traces of binary functions and migrate the learned knowl-
edge to match semantically similar binary functions. Yu 
et al. (2020b) used the improved BERT model to convert 
the function CFG nodes into semantic embedding vec-
tors, then used the improved MPNN model to obtain the 
semantic structure embedding vectors of CFG, and then 
used the CNN model to obtain the sequential embed-
ding vectors of CFG nodes, and finally integrated the 
two as the final function embedding vectors for function 
similarity measurement. Relying on code semantic infor-
mation and program-wide control flow information to 
generate basic block embeddings, Duan et al. (2020). pro-
pose an unsupervised program-wide code representation 
learning technique to perform code similarity analysis. 
Zuo et al. (2018) used the technique of (Neural Machine 
Translation) NMT: using word embeddings to repre-
sent instructions and then LSTM to encode instruction 
embeddings and instruction dependencies, and proposed 
a new neural network-based tool for basic block similar-
ity comparison, INNEREYE. Liu et  al. (2018) proposed 
a solution to the binary cross-version search problem 
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with a deep neural network (DNN), using three semantic 
features, namely intra-functional, inter-functional, and 
inter-module features, using a DNN to extract the intra-
functional binary features. Li et  al. (2019) used graph 
neural network generation for binary function similarity 
matching, and calculated the similarity of graph embed-
dings through matching based on cross-graph attention;

Although state-of-the-art deep learning-based binary 
code similarity detection tools have shown impressive 
achievements, their effectiveness relies heavily on well-
labeled training data, and deep learning-based models act 
as a black box, and experimental results are lacking some 
degree of interpretability. Furthermore, the performance 
of BCSA trained with one dataset may not be as effective 
in detecting similarity codes from another dataset.

Singh (2021) propose a technique for clone detection 
using compiler optimization. They compiled the source 
code into a binary executable by optimizing it with the 
compiler optimization option and then converted it into 
decompiled code by a decompiler tool. They found that 
the compilation optimization smoothed out high-level 
features between different source codes, thus making 
the programs more similar in structure for the same task 
and more conducive to code classification and code clone 
detection. Our work differs from theirs in that we extract 
the binary decompiled code for binary code similarity 
detection.

Discussion
In this section, we discuss the limitations and potential 
solutions to our work, as well as ideas that can still be 
explored in the future.

A limitation of our work is that our tools are based 
on decompiled pseudo-code, benefiting from the work 
of countless researchers working on decompiling. The 
pseudo-code we use is extracted using the IDA Pro tool, 
and although IDA Pro is widely used for binary security 
research, the version of IDA Pro we are currently using 
only supports decompilation for a limited number of 
architectures (X86,ARM,MIPS, etc.), imposing a signifi-
cant limitation on our work. At present, the main pro-
cessor in PC is X86, MIPS is widely used in embedded 
devices, and ARM is widely used in mobile field, ARM, 
MIPS and X86 architecture are the three architectures 
with the highest market share. Therefore, UPPC is still 
suitable for most closed source software, UPPC is highly 
extensible, and we believe that as decompilation tools 
become more powerful, UPPC will be able to support 
more architectures.

Currently, in UPPC we only consider pseudo-code 
features of binary functions, string features, and func-
tion inlining methods, which has some limitations. 
In the future, we will further consider intermediate 

representation features, assembly code features, constant 
features, control flow graph features, etc. Although we 
have only considered some of these features so far, the 
accuracy has exceeded existing tools and a large num-
ber of function semantic embeddings can be generated 
quickly using the available features.

Conclusion
In this paper, we present an accurate and robust 
approach to binary function similarity analysis: UPPC, 
which uses function inlining to obtain semantic embed-
ding representations of functions from binary func-
tion pseudo-codes and strings and uses them for 
semantically similar function identification. The main 
innovation of our work is the use of deep pyrami-
dal convolutional neural network (DPCNN) to learn 
the semantic features of binary decompiled function 
pseudo-codes and strings, and then to obtain a seman-
tic vector of the entire function and use it for code 
matching, vulnerable searching, and other binary simi-
larity analysis tasks. Our evaluation shows that UPPC 
has better semantic classification accuracy and bet-
ter recall in searching for functions across compilers, 
architectures, optimization options, and obfuscation. 
In the future, we will explore additional binary program 
analysis tasks such as software composition analysis 
(SCA) on pseudo-code.
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