
Renganathan et al. Cybersecurity            (2022) 5:30  
https://doi.org/10.1186/s42400-022-00132-x

RESEARCH

Valet attack on privacy: a cybersecurity 
threat in automotive Bluetooth infotainment 
systems
Vishnu Renganathan*   , Ekim Yurtsever, Qadeer Ahmed and Aylin Yener 

Abstract 

Modern automobiles are equipped with connectivity features to enhance the user’s comfort. Bluetooth is one such 
communication technology that is used to pair a personal device with an automotive infotainment unit. Upon pair-
ing, the user could access the personal information on the phone through the automotive head unit with minimum 
distraction while driving. However, such connectivity introduces a possibility for privacy attacks. Hence, performing 
an in-depth analysis of the system with privacy constraints is extremely important to prevent unauthorized access 
to personal information. In this work, we perform a systematic analysis of the Bluetooth network of an automotive 
infotainment unit to exploit security and privacy-related vulnerabilities. We model the identified threat with respect 
to privacy constraints of the system, emphasize the severity of attacks through a standardized rating metric and then 
provide potential countermeasures to prevent the attack. We perform System Theoretic Process Analysis for Privacy 
as a part of the systematic analysis and use the Common Vulnerability Scoring System to derive attack severity. The 
identified vulnerabilities are due to design flaws and assumptions on Bluetooth protocol implementation on automo-
tive infotainment systems. We then elicit the vulnerability by performing a privacy attack on the Automotive system in 
an actual vehicle. We use Android Open-Source Project to report our findings and propose defense strategies.

Keywords:  Bluetooth, Privacy attack, Automotive infotainment unit, STPA-Priv, Common vulnerability scoring system, 
Android open-source project
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Introduction
The comfort of a vehicle is assessed based on the level of 
convenience they provide to the driver and the passen-
gers. The minimum level of convenience expected from 
a modern automotive is to perform certain activities like 
texting, calling, being notified about important events, 
etc., without being distracted while driving. Thus, auto-
motive manufacturers work continuously to improve 
connectivity features to achieve smart mobility. How-
ever, increasing functionalities pave the way for multiple 
security vulnerabilities and potential attacks. For exam-
ple, increased wireless connectivity increases the number 

of external devices with access to the vehicular network. 
Thus, the number of possible weak points to exploit a 
system increases, through which unsafe control actions 
leading to hazardous situations can be achieved (Darda-
nelli et  al. 2013; Onishi et  al. January 2017). Moreover, 
the gap between the attacks and the security mechanisms 
continues to widen. The standard defense techniques in 
software security, like firewalls and cryptography, fail 
in complex embedded systems at the vehicular level 
because of the heterogeneous nature of many vehicular 
variants and configurations (Cheah et al. 2018).

System Theoretic Process Analysis (STPA) is a hazard 
analysis technique based on systems theory to address 
safety and security as a control problem using functional 
control diagrams. STPA-security focuses on the meth-
ods of controlling system vulnerabilities by securing 
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those control actions that leads to vulnerabilities. In this 
work, we perform component, sub-system, and system-
level verification and validation of the network mod-
ules and their Operating System (OS) in an automotive 
through STPA-Privacy (STPA-Priv) (Kumaraguru and 
Cranor 2005; Spiekermann et al. 2015). We have chosen 
a model-based approach as we know the state machines 
(Benton et  al. 2013) and the sub-component interac-
tions with the system. By understanding the implemen-
tation of Bluetooth in the automotive unit, we derive a 
model representation to perform analysis rather than 
a black box approach (Felt et al. 2012). By performing a 
top-down approach—STPA-Priv for analyzing the system 
for privacy constraints- we efficiently identify the most 
security-critical part of the system. We propose security 
mechanisms that would potentially prevent the violation 
of privacy constraints. We also emphasize the impor-
tance of performing a structured analysis, which is intui-
tive in evaluating the privacy constraints even during the 
design process.

From the analysis of the Bluetooth components, it 
was identified that the implementation of the Bluetooth 
stack at the software level plays a vital role in security. 
This implies that updates at the firmware level could 
introduce new security vulnerabilities, and it is recom-
mended to have it re-tested for Bluetooth SIG certifi-
cation (BluetoothSIG 2019a). Our work in this paper 
focuses on system analysis, and we propose an efficient 
method for identifying vulnerable control actions in 
Bluetooth implementation apart from identifying privacy 
constraints (Barth et al. 2019) in Android-based automo-
tive head units. We use  Android Open-Source Project 
(AOSP)—Android Automotive OS 11 (Android 2021a) 
to delve deeper into the software implementation, experi-
ment with changes in the Bluetooth stack, and publish 
vulnerabilities and potential attacks. We also evaluate the 
attacks on an infotainment unit from an actual vehicle 
running Android 6.0.1 to validate our results.

In this work, we emphasize the need for privacy-
related constraints and security precautions in system 
design. The privacy referred to in this paper is per-
sonal information that unknowingly gets shared with 
the attacker, who might exploit the gathered informa-
tion (Kumaraguru and Cranor 2005). This research is 
based on the premise that the user trusts the automo-
tive infotainment system and gives permission to share 
and synchronize personal information with the system 
by agreeing to the disclosure agreement. But the user 
is unaware of the changes that might have affected the 
system’s privacy when the user is not near the vehicle. 
This premise supports the work conducted by Spieker-
mann et  al. (2015) that the users share their personal 

information only if they are aware of the information 
exchange process. Thus, the system compromised in 
their absence is completely neglected. We keep this in 
mind, along with the difficulties faced in comprehend-
ing permissions (Benton et al. 2013, Felt et al. 2012 and 
Deuker 2009) while proposing countermeasures. The 
motivation for our work is mainly from UN Regula-
tion No. 155 (UN R155), which requires the setup and 
implementation of a management system that focuses 
on vehicular cybersecurity and mandates vehicular 
requirements for complying with them. The UN R155 
recommends information breaches (personal data 
that may be breached) when car users are changed as 
a potential vulnerability that could be exploited. Also, 
the proposed mitigation to unauthorized access to the 
owner’s private information, such as personal identity, 
payment-related information, or address book infor-
mation, is through system design and access control to 
protect safety-critical personal data. Hence, we present 
a system theoretical framework for analyzing the sys-
tem for vulnerabilities and provide an access control 
solution to rectify the vulnerability rather than provid-
ing a usual tactical strategy for defending them.

The contributions of this paper are:
We present a vulnerability due to the implementation 

of Bluetooth stack in an Automotive infotainment sys-
tem and implement a privacy attack of accessing confi-
dential data from the personal device by exploiting the 
vulnerability.

1.	 We provide a systematic methodology—STPA-Priv 
to analyze the system, which we use to find the most 
vulnerable part of the system that potentially led to 
hazards.

2.	 We derived defense strategies from the attack and 
system analysis that could be implemented in the 
Bluetooth stack to prevent the attack.

The remainder of the paper is structured as fol-
lows: We summarize the work related to automotive 
Bluetooth attacks in “Related work” section. In “Back-
ground” section, we briefly overview Bluetooth con-
nectivity, Bluetooth profiles, and implementation of 
the Bluetooth stack in Android Automotive. In “Threat 
model and attack description” section, we introduce the 
threat and provide an attack description. We rate our 
proposed attack using the Common Vulnerability Scor-
ing System (CVSS) metrics and elicit the attack by per-
forming system analysis in “Attack rating and system 
analysis” section. In “Potential countermeasures” sec-
tion, we propose potential countermeasures for defend-
ing against the attack and discuss the attack results 
and effectiveness of our proposed countermeasures 
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and provide a conclusion of our work in “Conclusions” 
section.

Related work
This section discusses literature related to vulnerabilities 
in automotive Bluetooth security, systematic verification 
methodologies, and attacks. General Bluetooth security 
architecture and security issues are well defined (Dun-
ning 2010; Hassan et al. 2018; Claverie and Teves 2021) 
and privacy issues in automotive applications are dis-
cussed in Garakani et al. (2018), Kaplun and Segal 2019, 
Hussain and Koushanfar 2018, Zelle et  al. 2017, Zhang 
et al. 2018. In this paper, we document our analysis with 
respect to the automotive infotainment unit, as it is com-
pletely different from the conventional mobile and PC 
platforms (Cheah et  al. 2017). For example, authentica-
tion with manual interaction like numeric comparison 
or static/dynamic PIN increases security (Failed 2002). A 
survey by Oka et  al. (2014) explains the drawbacks and 
elucidates the attack scope of using a static PIN. Cheah 
et  al. 2017 classifies Bluetooth attacks into “Surveil-
lance, range extension, obfuscation, fuzzing, sniffing, 
denial of service, unauthorized direct data access, mal-
ware and man in the middle.” They perform a systematic 
attack tree-based security evaluation of the automotive 
Bluetooth. One of the attacks considered in the tree is 
data extraction by Object Exchange Protocol (OBEX) 
(nOBEX, "nOBEX," 2016). nOBEX is a tool built on top 
of PyOBEX (Boddie 2017; Ballmann 2021), which allows 
Bluetooth profiles (Phone Book Access Profiles-PBAP 
and Message Access Profiles-MAP) to be cloned as vir-
tual filesystems from a real phone. Readers can refer 
(Megowan et  al. 2003) for more information on OBEX. 
Then these virtual filesystems can function as a PBAP/
MAP server to the automotive head units and inject mal-
formed user data into the In-Vehicle Infotainment (IVI) 
system. The attack is stealthy as it mimics a real phone by 
providing support for Hands-Free-Profile (HPF) and AT 
command (ATtention Command) responses. The attack 
is hazardous if the automotive head unit with malformed 
packets is connected to the same CAN BUS (Control-
ler Area Network) with other safety-critical Electronic 
Control Units (ECU) like Engine Control Module (ECM) 
and Transmission Control Module (TCM). (Checko-
way et al. 2011) identified vulnerabilities in the custom-
built software of the telematics unit. They gained access 
to the telematics ECU’s OS and found around 20 unsafe 
calls to strcpy. They found that this vulnerability could 
be exploited to execute arbitrary code on the telematics 
unit. (Failed 2022) reverse engineered the IVI unit of a 
specific vehicle to find vulnerabilities and took control of 
the vehicle by injecting CAN frames. They also developed 

a module “Metasploit”, to control the IVI unit and inject 
CAN frames.

Bluesnarfer (Nasim 1206) is a privacy violation attack 
using AT commands. (Zhou 2014) states that vulner-
abilities in smart devices are easily susceptible to leak-
ing sensitive and personal information to attackers. This 
is exploited due to the requirement of trust between 
the paired Bluetooth devices (Kaur and Jain 2013). Also, 
authentication mechanisms are executed only once dur-
ing the initial pairing process. For ease of use and hands-
free application, redundant authentication is avoided. 
However, upon re-connection, the devices are completely 
unaware of the malicious changes that the other device 
has been through (Yadav et  al. April 2016). (Antonioli 
et al. 2022) perform KNOB (CVE-2019–9506) (Antonioli 
et al. 2019) and BIAS (CVE-2020-10,135) (Antonioli et al. 
2020) attacks to impersonate Bluetooth devices in a vehi-
cle. They evaluated popular infotainment units from five 
vehicle manufacturers for information disclosure attacks 
and remote code execution.

Background
This section provides a brief background of STPA system 
analysis and automotive Bluetooth. The Bluetooth back-
ground section is arranged in a hierarchical structure. 
We first introduce Bluetooth as a wireless communica-
tion medium, then the higher-level infotainment system, 
followed by the specific OS in the infotainment unit. We 
then discuss the implementation of the Bluetooth archi-
tecture in the OS, followed by low-level Bluetooth con-
trol actions such as Bluetooth profiles and connection 
mechanisms.

System theoretic process analysis (STPA)
STPA performs analysis of a system in a hierarchical man-
ner. STPA aims to identify those control actions that each 
sub-system is trying to modify the behavior of compo-
nents at their next lower level (Young and Leveson 2013). 
The control actions are the constraints that enforce safety 
and security at the system and sub-system level. Apply-
ing STPA to our case (automotive Bluetooth security for 
enhancing privacy) is a four-step procedure elaborated in 
“System analysis for privacy issues” section. In this sec-
tion, we will discuss the process of establishing the sys-
tem and identifying the most vulnerable subcomponent 
from the privacy perspective. The higher-level privacy 
goal that we consider at this point is to protect the con-
fidential user data that is shared with the infotainment 
unit through Bluetooth. With this privacy constraint, we 
analyze the system from a higher level to a lower level 
to identify what essential components must be secured 
against disruptions. Thus, the high-level system under 
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consideration is an automotive infotainment system with 
Android OS. Then comes the Bluetooth implementation 
in the OS, followed by the safety critical control actions 
pertaining to privacy in the implementation.

Bluetooth overview
Bluetooth is a wireless technology operating in the unli-
censed 2.4 GHz Industrial, Scientific, and Medical (ISM) 
band. Bluetooth uses Ultra High Frequency (UHF) with 
an effective range of operation being 10–100  m (with-
out external range extenders like amplifiers and direc-
tional antenna) (Hassan et  al. 2018). During connection 
in Bluetooth, one device is designated as the leader, and 
all other devices are followers. Bluetooth uses Frequency-
Hopping Spread-Spectrum (FHSS) to move through 
1600 frequencies per second. Thus, each channel is used 
only for 625 microseconds. Upon a successful connec-
tion, the follower synchronizes with the leader’s clock to 
get the correct frequency hopping pattern. With 79 fre-
quency channels to hop, the probability of interference 
between other Bluetooth devices is extremely low (Cope 
et al. 2017). The two main types of Bluetooth devices are 
(i) The classic Bluetooth device that operates at Basic 
Rate (BR) or Enhanced Data Rate (EDR) and (ii) Blue-
tooth Low Energy (BLE) (Antonioli et  al. 2022). These 
devices with different architectures communicate with 
each other in dual mode. Bluetooth is secured through 
authentication, encryption, and authorization. All Blue-
tooth devices have a unique 48-bit address (BD_ADDR) 
assigned by the manufacturer.

The core components of the Bluetooth architecture are 
(i) Bluetooth Controller, (ii) Host Controller Interface 
(HCI), and (iii) Bluetooth Host.

Automotive infotainment unit
Modern IVI units aid the driver with audio, video enter-
tainment, and navigation and are usually connected to 
the in-vehicle network to provide access to Heating, Ven-
tilation, and Air Conditioning (HVAC) controls and some 
critical driver assistant features like park assist. The info-
tainment unit provides connectivity features to access the 
applications from the phone while driving. By pairing the 
phone with the infotainment unit, the user could access 
the phone’s contacts and messages and perform Hands-
Free calling or texting with minimum distraction while 
driving. The user performs these operations through the 
infotainment unit’s Human–Machine Interface (HMI) 
(Bhat 2015). The intuitive and effective HMI in the front 
end is offered through an automotive OS. Recently, auto-
motive manufacturers and Original Equipment Manu-
facturers (OEMs) have been experimenting and updating 
different OS. Some OEMs already have a customized ver-
sion of Android in their production vehicles.

Android automotive operating system
In this paper, we focus on the Android automotive and 
perform system level, sub-system level, and control level 
analysis on the Bluetooth functionalities of the IVI sys-
tem. The IVI unit that runs Android OS needs Bluetooth, 
Wi-Fi, and Telematics Control Unit (TCU) in interface 
with the vehicular network—CAN. The IVI unit per-
forms different actions upon reception of data as input 
from a user. For example, with the help of HMI, the user 
could pair a mobile device with the head unit through 
Bluetooth and utilize hands-free applications like make/
attend calls. Due to the addition of low-level vehicular 
network modules like CAN, Android’s framework has 
a new addition of a Hardware Abstraction Layer (HAL) 
called Vehicle HAL (VHAL) (PK 2019). However, we 
focus on Automotive Services (GAS) and the system 
applications provided by Android (2021a) (Green boxes 
in Fig. 1).

GAS is a set of specific technical services defined by 
the Android development team (Gessler et  al. 2020). 
Maps and Navigation, Playstore, Voice Assistant, Setup-
Wizard, and Automotive Keyboard are some essential 
services from GAS. Apart from GAS, other important 
applications are (i) Media Center for the integration of 
the media player, (ii) Dialer for telephone application 
from the connected smartphone, (iii) Car Settings for the 
management of car system settings and (iv) Notification 
Center for system notifications from smartphone and the 
vehicle. The Android automotive architecture provides 
frameworks and libraries for perfect integration with 
wireless modules like Bluetooth, Wi-Fi, VHAL module, 
and other applications.

Android’s bluetooth architecture
The abstracted version of Android’s Bluetooth architec-
ture is shown in Fig.  2 (Android 2021b). android.blue-
tooth APIs in the application layer communicate with the 
Bluetooth services and Bluetooth profiles located in pack-
ages/apps/Bluetooth through Binder. The Bluetooth pro-
cess communicates to the Bluetooth stack through Java 
Native Interface (JNI). The configurations required in 
the HAL are implemented through the Bluetooth stack. 
The customizable Bluetooth stack communicates with 
the embedded Bluetooth chipset through HAL Interface 
Definition Language (HIDL). The lower-level controls on 
the Bluetooth chipset include radio controller, baseband 
controller, etc. They communicate with the host through 
HCI. The respective hosts implement the protocols in 
the middle layer (Bluetooth stack and Bluetooth Pro-
cess) and the application layer. Thus, the implementation 
of the Bluetooth stack and the requirement of Bluetooth 
profiles depend on the host, and any changes to the stack 
or the profiles can introduce new vulnerabilities. These 
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vulnerabilities are the implementation bugs introduced 
in the OS. Hence, getting the device re-tested and re-cer-
tified by Bluetooth SIG is highly recommended.

To narrow down our analysis in accordance with 
STPA, we specifically select those sub-systems that 
lead to vulnerabilities and violate our declared privacy 
constraint. Bluetooth profiles and the Bluetooth stack 
(system/bt) are two such sub-systems. This is because 
the process of storing and erasing confidential user data 
is executed in the Bluetooth stack, and permission for 
accessing the user data is obtained through the Blue-
tooth profiles.

Android’s bluetooth stack
The Android’s Bluetooth stack is called Bluedroid (shown 
in Fig.  2). The Bluetooth power control API belongs to 
the Bluetooth Kernel in the Bluetooth stack and com-
municates to the Bluetooth chipset through a function 
call. The libraries in power control API coinciding with 
our scope of analysis are CarPowerManager and CarPow-
erManagementService. Shut down and memory clear by 
Suspend-to-RAM (STR) are two significant outcomes of 
these libraries. Based on STPA, these control actions are 
shortlisted because they are responsible for the erasure of 
confidential user data. The state machine for the librar-
ies is given in Fig.  3. The Vehicle Master Control Unit 
(VMCU) triggers the state transitions, and the integrator 
is used to ensure that the shutdown process is not infi-
nitely delayed (Android 2021c).

The important transitions in the state machine are:
(i) On: The VHAL module instructs the OS to enter 

the ON state. The OS is fully functional at this level.
(ii) Shutdown Prepare: In this stage, the IVI system 

is in OFF state, but the OS is still running in the back-
ground for updates.

Fig. 1  Android automotive architecture depicting automotive services and system applications

Fig. 2  Android’s Bluetooth architecture
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(iii) Wait for VHAL: This is when the user is still inter-
acting with the vehicle. VHAL still powers the System on 
Chip (SoC).

(iv) Wait for VHAL Finish: The OS is ready for shut-
down. The SoC is in deep sleep, and the application pro-
cessor is powered off. The OS then moves to the STR 
state.

(v) STR: The SoC and the vehicle is off, and codes are 
not executed.

These transitions in the state machine are important, as 
we will see in Sect.  4 on how we could exploit them to 
perform attacks on the system.

Bluetooth profiles
Bluetooth profiles define the standard protocol of appli-
cations of the Bluetooth device. It specifically defines 
what data is being transmitted via the Bluetooth con-
nection. Depending on the profile, Bluetooth SIG has 
different physical transportation protocols. For example, 
we have OBEX for PBAP and Generic Attribute Profile 
(GATT) for BLE data transmission. With more than 30 
standardized profiles, this paper focuses on the PBAP 
and MAP as they are the privacy-related Bluetooth pro-
files that store the data in plain text in the Bluetooth logs.

Phone book access profile (PBAP)
PBAP is based on client–server interaction where the cli-
ent (Phone book Client Equipment—PCE) receives the 

phone book object from the server (Phone book Server 
Equipment—PSE) device. In our case, the user’s phone is 
PSE, and the IVI unit is PCE. For its convenience in hands 
free application in the vehicle, PBAP is one of the most 
important Bluetooth profiles in the IVI unit. With this 
being the case, the Bluetooth SIG (BluetoothSIG 2019b) 
mandates specific security requirements for PBAP: (i) 
PCE could request PSE for phone book access only after 
a successful connection. (ii) The connection initialization 
should include service discovery, security initialization 
messages, link keys, and encryption. (iii) Authentication 
procedure as described in Generic Access Profile (GAP) 
should be accomplished. (iv) The user of the PSE should 
confirm the access for sharing their phone book.

The entire phone book is usually downloaded and 
stored in the PCE device. The data transmission from 
the PSE to the PCE uses the Generic Object Exchange 
Profile. The download process for PBAP (BluetoothSIG 
2019b) is shown in Fig. 4.

(1). The Bluetooth stack requests for a Hands-Free 
Profile connection to the phone book storage man-
ager once it receives permission from the user to share 
the Phone Book. (2). The phone book manager then 
updates the HMI to show all phone book data like 
recent calls, favorite contacts, etc. (3). Upon a success-
ful connection, the phone book manager sends a suc-
cessful PBAP connection acknowledgment to the stack. 
(4). Along with the acknowledgment, it also sends 

Fig. 3  Car power state machine. The states (ellipses) are triggered through transitions
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phone book download request (5). Upon a successful 
download, the Bluetooth stack sends a download com-
plete command to the phone book manager. (6). The 
phone book manager sets the vCard (Virtual Contact 
File -VCF) parameters and parses the vCards in accord-
ance with storage requirements. An example vCard is 
shown in Fig. 5 (left) (7). The vCards are then stored in 

the phone book storage database. (8, 9, 10). Once the 
storage is successful in the database, the phone book 
manager requests the next set of phone book storage. 
Steps 4–7 are reiterated until all the contacts are stored 
in the database. (11). Upon the confirmation, the HMI 
is updated with all the contacts and phone book, and 
then the profile is disconnected in step 12.

Fig. 4  Pone book access profile download process between the infotainment system and the Bluetooth device

Fig. 5  Example vCard format (left) and message format (right)
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Message access profile (MAP)
MAP is similar to PBAP and uses similar client–server 
interaction to exchange message objects (Message Cli-
ent Equipment—MCE and Message Server Equipment—
MSE). MAP in the hands-free profile of the IVI unit 
provides the convenience of using the HMI or even voice 
commands through the audio system to easily read, send, 
notify, or browse messages. The supported MAP ver-
sions are (BluetoothSIG 2019c) SMS, MMS, email, and 
Instant Messages (IM). The IM format that we exploit in 
our case is shown in Fig. 5 (right). The security require-
ments for MAP are very similar to the PBAP—the pairing 
and encryption requirements, authentication with GAP, 
and user conformance. MAP is based on the OBEX pro-
file, and the following OBEX services are used: the mes-
sage Access service (MAS) and the Message Notification 
Service (MNS). In all services except MNS, MCE acts as 
OBEX client and MSE as OBEX server. In MNS, MSE 
acts as an OBEX Client and connects to the MCE that 
acts as an OBEX Server. In addition to the OBEX profile 
for data transmission from the client to the server, MAP 
also uses PBAP for referencing contacts.

Threat model and attack description
Bluetooth security enforces authentication, authoriza-
tion, and encryption based on the premise that the user 
trusts the device with which they are pairing their per-
sonal device (Tschirschnitz et  al. 2021). However, this 
assumption cannot always be true with IVI units in 
vehicles, especially the ones that are handled by multi-
ple users. An attacker could manipulate the IVI unit and 
stealthily compromise the user’s privacy. We have for-
mulated three attack scenarios in this paper, as shown 
in Fig. 6, which are pretty common in day-to-day vehicle 
usage.

Android being a free and open-source OS, is very 
developer friendly. One of the best ways to test a devel-
oped software or application is by physically testing it 
on a device. Hence for testing purposes, Android has 
developer options, which lets the developer access some 
device features that are usually locked. Developer options 
in Android devices are “hidden” in an easily accessible 
location. According to the Android community, it is safe 
and secure to have developer options enabled, and ena-
bling developer options would not void the device’s war-
ranty. Also, the usual working functions of the device is 
not altered in any way by enabling developer options. 
Hence it is exceedingly difficult for a typical user to know 
if the developer options are enabled or not unless they 
investigate it in the device settings. An essential feature 
of developer options is Bluetooth HCI snoop log. This 

snoop log stores PBAP and MAP in plain text. The log 
file is created upon a Bluetooth connection and captures, 
monitors, and analyzes Bluetooth packets. This data is 
stored in the device and can be retrieved through USB or 
wireless Android debugging.

In this paper, we exploit this feature to successfully 
conduct privacy attacks on the IVI unit with Android 
OS. Successful attack execution depends on devel-
oper options being enabled, which we consider an 
implementation bug and an exploitable weakness in 
Android’s Bluetooth stack. In the three attack scenarios 
we have considered, the attacker had secretly enabled 
the developer options in the IVI unit, and the infotain-
ment system users are entirely unaware of this. When 
the user pairs their phone with the IVI system using 
Bluetooth for hands-free applications like calling, tex-
ting, and entertainment, their personal information 
gets synchronized with the IVI unit according to the 
Bluetooth profiles. The attacker can retrieve this stored 
information either through a wired connection with the 
vehicle (USB—In our case/CAN) or a wireless connec-
tion (common Wi-Fi network—in our case). The data 
(personal contacts, messages, and call logs) retrieved 
by the attacker through the developer options are not 
encrypted. After analyzing the IVI system—car power 
state machine in Fig.  3, we also found that the mem-
ory clear (suspend to RAM) function is triggered by 
the vehicle’s shutdown and not on the Bluetooth con-
nection status. Thus, the data stored in the IVI system 
stays in the system until the vehicle ignition is turned 
off, increasing the time window for attack. We tested 
our proposed attacks on an actual production vehi-
cle with Android OS-Version 6.0.1 in their infotain-
ment system. For publication purposes, we report our 
attacks on the Android Open Source (AOS) platform 
(Android 2021d). Also, the attack is consistent with IVI 
units with Android OS and an option to enable devel-
oper options (Android versions 4.2 and higher) (Failed 
2022). The experimental setup is shown in Fig.  7. The 
Android Automotive OS 11 was set up on Raspberry 
Pi-4B (Sutton 2021).

The procedure for the attack is as follows:

1.	 Enable developer options in the Android IVI unit.

a.	 In some systems, this could be a similar operation 
to the Android mobile phone. In devices with 
Android 9 or higher, by tapping Build Number 7 
times in—Settings > About Phone > Build Num-
ber (Android 2021e)
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b.	 In some vehicles, this feature could be hidden 
by the manufacturer, which can be unlocked by 
selecting a combination of buttons in the IVI 
unit. However, deciphering the combination of 
the buttons is not complicated; for the popular 
units, they are available on online forums.

2.	 Enable Bluetooth HCI snoop log under the developer 
options Settings > Developer options > Enable Blue-
tooth HCI snoop log.

3.	 Retrieve the data from the IVI unit after the user has 
connected their personal device

a.	 The log file is usually stored in memory stor-
age. This can be transferred to a memory device 

through the USB port. We can also use the 
Android debugging bridge and pull the log file 
through ADB pull command with a Linux ter-
minal (when the Linux computer and the IVI 
system are connected over the same network).

4.	 Analyze the log captured in Wireshark. The Blue-
tooth OBEX packets captured in the log reveal the 
phone contacts, call logs, and messages in plain text, 
as shown in Fig. 8.

The analyzed Bluetooth packets revealed all the con-
tacts and text messages till the last moment from access-
ing the stored information in the paired IVI device. 
This implies that the attacker would have access to all 

Fig. 6  High-level attack overview—attack scenarios in which the stealthy attacker compromises the victim’s personal information
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the contacts and the previous and current text mes-
sages, which might include security-critical messages 
from banks, password reset messages, or even One-
Time Passwords (OTPs), which could lead to adverse 
privacy violations. For example, Fig.  8 reveals the mes-
sages received by the victim from their banks and a sign-
in attempt from an e-commerce website to the attacker 
in plain text. With the steps in performing the attack as 
mentioned, not being technically complicated and not 
requiring expensive computational tools like most cyber-

security breaches, the attacker could easily use the pro-
posed attack to exploit the privacy of a targeted victim.

Attack rating and system analysis
In addition to identifying a privacy-related issue in the 
system, we provide a methodology to model the pri-
vacy threat. By modeling the threat with respect to the 
system, we emphasize the severity of the attack, elicit 
privacy requirements, and suggest potential counter-
measures for the attack. We have modeled the system in 
accordance with (Shapiro 2016) STPA-Priv. Other data 

flow techniques for privacy analysis like “conditional 
flow identification and joint flow tracking” (Lu et  al. 
2015), data exchanging, and data observing techniques 
(Egele et al. 2011; Enck et al. 2014) mainly focus on the 
analysis of the data origin device and not on the data that 
has been shared with consent to other known devices. 
Another comprehensive data flow analysis is LINDDUN 
(linkability, identifiability, non-repudiation, detectability, 
information disclosure, unawareness, and noncompli-
ance), proposed by Wuyts et al. (2014). LINDDUN uses a 
bottom-up approach in analyzing the privacy constraints 
in the data flow, unlike the STPA-Priv, which uses a top-
down approach. Intuitively, tracking data flow in a bot-
tom-up approach becomes much more complex when 
human interaction through a user interface is involved 
(Mindermann et al. 2017).

As the first step, we analyze the severity of the attack 
using the CVSS (Mell et al. 2006)—a score ranging from 
0.0–10.0 (Qualitative Severity Rating Scale). Based on the 
CVSS score, a rating of None: 0.0, Low: 0.1–3.9, Medium: 
4.0–6.9, High: 7.0–8.9 and Critical: 9.0–10.0 is assigned. 
The CVSS consists of three metric groups: Base, Tem-
poral, and Environmental. The base score implies the 
severity of the vulnerability, the temporal score implies 
the factors that change over time, and the environmental 
score implies the changes due to the computing environ-
ment. We focus on the base score, as the other two can 
be highly volatile. The numerical values are derived in 
accordance with the CVSS metric, as shown in Table 1. 
The exploitability metrics define the characteristics of the 
vulnerability, and the impact metrics define the effect of 
the exploited vulnerability on the component that suffers 
the worst outcome due to the attack (Mell et al. 2006).

The impact and the base score for unchanged scope is 
6.42× ISS = 3.5952

Thus, from the qualitative CVSS rating scale, the attack 
proposed has a medium severity. However, the attack has 
an even better scope as more vehicle manufacturers are 
moving towards Android Automotive OS in their IVI 
units. By 2023, it is expected to have more than 40 cars 

Exploitability = 8.22× AttackVector × AttackComplexity× PrevilegesRequired ×UserInteraction

= 8.22× 0.55× 0.77× 0.27× 0.62 = 0.5827

Impact SubScore(ISS) = 1− 1− confidentiality × 1− integrity × 1− availability

= 1− [(1− 0.56)× (1− 0)× (1− 0)] = 0.56

BaseScore

= Roundup
(

Minimum
[(

Impact + Exploitability
)

, 10
])

= 4.2

Fig. 7  Experimental Setup mimicking the Android IVI unit on a 
raspberry Pi4 and three tested mobile devices for privacy attack
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Fig. 8  Attack results in Wireshark revealing phone contacts and confidential user information to the attacker in plain text
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from around 15 manufacturers have a version of Android 
Automotive in their infotainment systems, which could 
potentially be affected by the proposed attack (Popa 
2021) (Honda, "Hondanews," 2021).

System analysis for privacy issues
The system analysis with STPA-Priv is a four-step process 
(Shapiro 2016), and the control actions are analyzed in 
accordance with the state machine diagram in Fig. 3.

1.	 Identify Adverse privacy consequences—These 
adverse privacy consequences can result from one 
or more vulnerable system states. In our case, the 
adverse privacy consequence is the loss of confiden-
tial user information to the attacker. This is because 
PBAP and MAP contain confidential user informa-
tion and are stored in plain text in the Bluetooth log, 
which is accessible to the attacker through developer 
options.

2.	 Identify vulnerabilities that lead to adverse privacy 
consequences—We now identify the sub-system 

states or the environment states that lead to the 
adverse privacy consequences. Here, the identified 
vulnerability is that the memory clear is synchronized 
with the shutdown prepare state in the power control 
API. The libraries responsible for the power control 
are CarPowerManager and CarPowerManagement-
Service, as mentioned in “Automotive infotainment 
unit” section. Also, this vulnerability increases the 
scope of the attack by providing a long duration of 
memory retention until the car ignition is off.

3.	 Identify system privacy constraints and functional 
control structure—In this step, we can assign some 
constraints that the system must enforce to mitigate 
identified vulnerabilities.

a.	 One such constraint is that the user can be noti-
fied that the developer options is switched on 
with Bluetooth snoop logging enabled while pair-
ing their device.

b.	 Another constraint is that the memory clear must 
not be triggered upon the car ignition shutdown 
state.

	 As discussed by Mindermann et  al. (2017), Sha-
piro (2016), the control structure is not in our 
scope of analysis.

4.	 Identify privacy-compromising control actions—The 
control action analysis is again a two-step process

a.	 Identifying erroneous control action for each pri-
vacy constraint as shown in Table 2

b.	 Identify causal factors to the control actions, i.e., 
suggest mitigation strategies that would reduce 
the impact of the vulnerability. The proposed 
mitigation strategies are discussed in detail in 
“Potential countermeasures” section.

Table 1  Vulnerability rating using CVSS metrics

Metrics defined by CVSS Value Numerical 
value

Exploitability matrix Attack Vector (AV) L 0.55

Attack Complexity (AC) L 0.77

Privileges Required (PR) H 0.27

User Interaction (UI) R 0.62

Scope (S) U

Impact Metrics Confidentiality (C) H 0.56

Integrity (I) N 0

Availability N 0

Table 2  STPA-Priv analysis of the automotive infotainment unit

Privacy constraint Incorrect control action No control action Control action provided too soon 
or too late

Control action 
applied too 
long or not long 
enough

The user must be notified that the 
developer options with Bluetooth 
snoop logging enabled while pair-
ing their device

Unauthorized capture of 
data from the infotain-
ment unit

Notification on the 
developer options with 
Bluetooth snoop logging 
enabled

Privacy disclosure information 
not provided prior to connection 
establishment

System memory clear Memory clear (STR) is 
triggered upon car igni-
tion shutdown state

Memory clear (STR) trig-
gered upon Bluetooth 
disconnection status

Memory is not 
cleared until car 
ignition is in the 
off state
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Potential countermeasures
This section proposes potential countermeasures based 
on the system analysis results. Even though encryption 
of the phone book storage manager is a viable option, it 
is not sufficient in our case. Some HMI of the infotain-
ment system requires decrypted data for certain services. 
Hence, we formulate countermeasures for the specific 
attack to make sure the system is trustworthy with per-
sonal information (Tanaka et al. 2017).

	 i.	 Check if the developer options is enabled in the IVI 
unit. If the developer options are enabled, notify 
the user and request additional consent from the 
user. This would make the user aware of the poten-
tial attack situation or privacy risks. They might be 
prepared to turn off the ignition before handing 
over the vehicle to an attacker or be cautious when 
connecting their device to unknown cars.

	 ii.	 Check the Bluetooth status frequently, and if the 
check status is preparing for a disconnection, call 
the Wait for VHAL Finish state and proceed to the 
Suspend to RAM (STR) state. The STR state clears 
the memory and all the saved personal data on the 
IVI unit upon disconnection. Thus, the STR state 
automatically clears the memory when the user 
walks away after leaving the car to the attacker and 
goes beyond the Bluetooth operating range. Hence, 
to a great extent narrows down the time to attack. 
The updated state machine for the proposed coun-
termeasure is shown in Fig. 9.

The pseudo-code for the proposed mitigations in 
AOSP—bluetoothdeviceconnectionpolicy.java—a device 
connection policy management to decide the Bluetooth 
connection and disconnection is given by Algorithm 1.

Fig. 9  Proposed state machine to mitigate the attack—clear the stored memory upon Bluetooth disconnection. The Suspend to RAM (STR) and 
Bluetooth Disconnection, shown by the dotted line, is a synchronized process, not an edge transition
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premise that the attacker has access to the vehicle and 
can alter the original status of the infotainment sys-
tem. That is, the attacker can enable developer options 
and enable Bluetooth HCI snoop log. The attacker can 
access confidential and private information from the 
victim’s device only when the infotainment unit is in 
the same network as the attacker or the attacker again 
has physical access to the vehicle. The attack is not 
possible if the vehicle ignition is turned off before the 
attacker can access the vehicle.

In this work, by coming up with an attack and coun-
termeasures, we intend to show OEMs and vehicle users 
that their private and confidential information is suscep-
tible. We strictly followed Engineering Ethics and did not 
conduct the attack on devices other than the designated 
testing ones. We do not disclose the vehicle’s manu-
facturer and do not encourage trying out the attacks 
and accessing confidential information from unknown 
devices.

Responsible disclosure
We had responsibly reported the bug to the Android 
automotive team. We hope they will acknowledge the 
problem and work towards a feasible solution. We assure 

The importance of developer options in Android OS 
is highlighted in “Threat model and attack description” 
section. Hence, we made sure that the proposed coun-
termeasure does not affect the working of developer 
options. By notifying the user about the potential haz-
ard, the user could turn off the developer mode manu-
ally and get cautioned about a potential attacker in their 
vicinity. Bluetooth logs are not stored in the device and 
cannot be accessible to the attacker when the device 
is not in developer mode. The second countermeasure 
proposed clears the Bluetooth logs upon disconnection. 
Thus, when the user is not near the vehicle (within the 
Bluetooth range), the Bluetooth logs get cleared and 
become inaccessible to the attacker. Hence, in both 
cases, the user is protected from being a victim as the 
attacker does not have access to the Bluetooth logs. 
However, an actual developer could still have access 
to these logs during the testing phase of application 
development.

Limitations and scope of our work
The valet attack identifies two potential vulnerabili-
ties and proposes a method to exploit the vulnerabil-
ity. However, it is evident that the attack has a narrow 
scope in practical execution. The attack is based on the 
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to work further and collaborate with them to develop 
defense mechanisms and countermeasures if needed.

Conclusions
Bluetooth is an essential wireless communication tech-
nology in automotive infotainment units. The HMI of the 
infotainment unit aids the driver with Hands-Free calling 
and texting features without being distracted while driv-
ing. With crucial applications in the automotive domain, 
the security of Bluetooth plays a vital role in protect-
ing the user’s personal information and privacy. In this 
paper, we briefly introduced the application of Bluetooth 
technology in the automotive infotainment unit and 
proposed an attack by exploiting a privacy vulnerability. 
We also described the systematic approach (STPA-Priv) 
we followed in eliciting and exploiting the vulnerability. 
Besides, we also proposed a potential defense solution 
to prevent the attack. We note that the cause for these 
attacks is based on assumptions about trusted devices 
and could be rectified through software updates on the 
Android Bluetooth stack.
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