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Abstract 

With the advancement of communication technology, a large number of data are constantly transmitted through 
the internet for various purposes, which are prone to be illegally accessed by third parties. Therefore, securing such 
data is crucial to protect the transmitted information from falling into the wrong hands. Among data protection 
schemes, Secret Image Sharing is one of the most popular methods. It protects critical messages or data by embed-
ding them in an image and sharing it with some users. Furthermore, it combines the security concepts in that private 
data are embedded into a cover image and then secured using the secret-sharing method. Despite its advantages, 
this method may produce noise, making the resulting stego file much different from its cover. Moreover, the size of 
private data that can be embedded is limited. This research works on these problems by utilizing prediction-error 
expansion and histogram-based approaches to embed the data. To recover the cover image, the SS method based on 
the Chinese remainder theorem is used. The experimental results indicate that this proposed method performs better 
than similar methods in several cover images and scenarios.

Keywords Data hiding, Secret image sharing, Prediction error expansion, Histogram-based embedding, Network 
infrastructure

Introduction
The vast integration of the Internet of Things (IoT) in 
recent years has resulted in many aspects of people’s 
activities being recorded and transmitted on the inter-
net (Shambour and Gutub 2022). This technology is use-
ful for people’s daily lives, business, and health and helps 
create opportunities to solve problems that were previ-
ously impossible to overcome (Namasudra et  al. 2020). 
Despite its positive impact, this technology is also accom-
panied by one weakness; it can invite potential disrup-
tion to the transmitted data and communications. That 
is why proper information security must be implemented 
to prevent any possibility of the data being accessed, sto-
len, or edited by illegal parties. Generally, there are two 

approaches to information security: cryptography and 
steganography. Both serve the same purpose but have 
different manners of achieving it. In cryptography, the 
main idea is to change the data into an incomprehensi-
ble and unreadable form (Kumar et  al. 2021; Pavithran 
et  al. 2022). Protecting data using this method typically 
indicates the importance of the encrypted data, creat-
ing a risk of disruption. However, this risk is minimal-
ized in the latter method. In steganography, also known 
as data hiding, the confidential data are embedded into 
cover media (Kadhim et  al. 2019); it does not change 
the data’s format but keeps the data’s presence secret 
(Ardiansyah et al. 2017). The nature of this approach can 
reduce the risk of attempts to disrupt the data because 
only the sender and the receiver know the significance 
of the transmitted data. A suitable data hiding method 
must prevent undesirable parties from realizing the data’s 
presence. To that end, there are several essential aspects 
of suitable data hiding: imperceptibility, security, data 
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capacity, and robustness, which must be kept at an opti-
mum level.

In data hiding, the protected data can be any binary 
file, while the cover is either a digital image, audio, video, 
or text file. Digital images are a popular medium for cov-
ering confidential data (Kamal and Islam 2019; Yao et al. 
2020; Hassan and Gutub 2022) because of their rela-
tively small size. For this reason, however, the maximum 
amount of embedded data is quite limited compared to 
audio and video. The payload size stored in the cover 
image affects the number of changes in the pixels of this 
cover. It reduces the quality of the produced stego image. 
While some degradation types are inevitable, they should 
be kept to a minimum and not be easily identified, espe-
cially by the human eye (Suresh and Sam 2022). Research 
may focus on different aspects of data hiding, like 
improving the payload capacity of the stego images and 
maintaining their imperceptibility (Kumar and Agrawal 
2016; Chang et al. 2015) or increasing the quality of the 
stego images while still having a decent payload size 
(Islamy and Ahmad 2019). In some circumstances, the 
embedding method only focuses on improving the capac-
ity of the embedded data (Yu et al. 2022a). This approach 
is gaining popularity because of the widespread use of 
cloud storage (Yu et al. 2022b). Generally, these methods 
are applied alongside cryptography, where the payload is 
embedded in the encrypted image.

The embedded data must be fully extractable from the 
cover image, which can be disposed of without returning 
it to its original state. However, in some conditions, we 
may need to restore the cover image after reconstructing 
the embedded data; this scheme is called Reversible Data 
Hiding (RDH) (Cheddad et al. 2010; Kar et al. 2018). The 
RDH method is established around the expansion of pixel 
values. It can be divided into three major types: Differen-
tial Extension (DE), Histogram Shifting (HS), and Predic-
tion-Error (PE) (Rad et al. 2016).

The DE method (Tian 2003) employs the difference 
and the integer average in a pixel block of an image 
to embed the data. This scheme is further improved 
by Dragoi and Coltuc (2014) by adding a local predic-
tion-based DE. In that scheme, PE values are gener-
ated by calculating the least-squares predicted value of 
the pixel block, and then DE extends the PE value and 
embeds the data. The applications of the DE method 
can be observed further in (Al Huti et  al. 2016; Niu 
et  al. 2017; Prabowo and Ahmad 2018). On the other 
hand, the PE focuses on finding the predicted error 
value of the pixels. It is then utilized as the space for 
the payload (Thodi and Rodríguez 2007). This method 
is paired with the HS-based method to improve the 
quality of the stego images (Hong et al. 2009). In recent 
years, much research has used the prediction function 

to calculate the prediction error values, from which a 
histogram can be generated to embed the secret data 
(Hong et  al. 2009; Rad et  al. 2014; Luo et  al. 2015; 
Kumar and Agrawal 2016; Yao et  al. 2017; Kamal 
and Islam 2019). PE can also be implemented on the 
encrypted image (Tang et  al. 2021), where the secret 
data are embedded using PE after the image has been 
encrypted.

Despite all signs of progress in information secu-
rity methods, cryptography and steganography have 
a potential flaw in which only one party can access 
the secured data. This disadvantage can lead to mis-
use of the information or loss of the key in the case 
of encrypted data (Al-Shaarani and Gutub 2021). In 
order to minimize those problems, the Shamir’s Secret 
Sharing method (1979) can be implemented to share 
secured data into parts and allocate them to different 
participants. In the case of image-based data hiding, 
it produces several shadows or shared images, known 
as Secret Image Sharing (SIS), which the correspond-
ing participants retrieve. It is applicable in numerous 
cases and is responsible for securing the distribution 
and storage of digital images in a cloud environment. 
However, previous research shows (Islamy and Ahmad 
2022) that those generated stego images have dropped 
in quality, affecting their imperceptibility.

Based on their robustness, data-hiding approaches 
can be categorized into two groups. The first is robust, 
which can withstand modifications, such as compres-
sion. The second one is non-robust that the stego image 
is damaged (un-recoverable) if there is a change. Both 
methods have advantages and disadvantages, all of 
which can be applied depending on the purpose. The 
non-robust is typically used in the spatial approach. 
This is intended to maintain the integrity of the stego 
image (Kadhim et al. 2019). That is, if the receiver can 
extract the payload and cover back to its origin, then 
the stego image is certainly not to experience an active 
attack. Meanwhile, to deal with passive attacks, like 
other research, is done by making the stego as similar 
as possible to the cover. This is also one of the objec-
tives to be achieved in this research.

Considering those issues, this research aims to tackle 
the imperceptibility problem affecting the stego image 
by investigating both PE and HS methods, and utiliz-
ing the SIS technique. The remaining sections of this 
study are described as follows. "Related works" sec-
tion discusses related research around data hiding and 
secret sharing. "Proposed method" section explains the 
proposed method, whose experimental results are ana-
lyzed in "Results and discussion" section. Finally, "Con-
clusion" section is presented to conclude the proposed 
method.
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Related works
Secret sharing
The secret sharing technique divides data into n shares 
and circulates them among participants (Shamir 1979). 
In order to recover those original data, the dealer must at 
least retrieve k of them, where k ≤ n . With that in mind, 
the original data can be restored if k or more shares are 
collected. However, it is not feasible to retrieve the original 
data if the collected shares are less than k since that col-
lected information is not enough to recover the original 
data. This process can be calculated using the polynomial 
function in Eq. (1). In this function, h is the original data, 
while c is the random coefficient. When implemented on 
an image, h can be substituted for a pixel of the image or I.

The Lagrange function is utilized to restore the original 
data ( h ) and c1 , …, ck−1 of F(x) , after k or more shares are 
collected.

Histogram‑based method
As the name suggests, this method is developed based on 
the utilization of image histograms (Ni et al. 2006). This 
histogram contains information that can help embed 
private data. Overall, there are three steps required 
to embed those data. The first step is searching for the 
most and least frequent pixels on the cover image, data 
that are easily obtainable from the histogram. The his-
togram’s most frequent pixel can be recognized as the 
peak point, while the least frequent pixel is the lowest or 
the zero point. Then, all pixels positioned between the 
lowest and the peak points are ‘shifted’ to a new position 
leaving one pixel empty. It means that the shifted pixel’s 
value is changed according to the location of the peak 
and lowest point pixels. Next, the empty pixel is utilized 
where the embedding process takes place. To embed the 
data, the empty pixel is gradually filled by the neighbor-
ing pixels, which indicates the total amount of private 
data in the number of bits. To fully understand these 
processes, let us define them in Eqs. (2) and (3), where 
the former is the pixel-shifting process, and the latter is 
the embedding process. In both equations, P and L are 
the peak and the lowest pixel points, respectively; I and 
I ′ are the pixel of the cover image before and after being 
shifted. The i and j notations indicate the pixel’s position 
in a block; and lastly, b(n) denotes the secret bits with n 
as the index.

(1)F(x) = h+ c1x + c2x
2 + . . .+ ck−1x

k−1

(2)I
′

i,j =

Ii,j + 1 if P + 1 ≤ Ii,j ≤ L− 1
and P < L

Ii,j − 1 if L+ 1 ≤ Ii,j ≤ P − 1
and P > L

From those equations, notice that the embedding pro-
cess can only occur as much as the number of peak pix-
els. It shows that the capacity of the data is tied to peak 
pixel frequencies. This is a weak aspect of this method 
compared to others like the LSB and DE. For that reason, 
cover images with a high peak pixel frequency, such as 
medical images, are preferable when using this method.

Still related to this method, an improvement is pro-
posed by Islamy and Ahmad (2021) to increase the quality 
of the stego image and also enhance the payload capac-
ity. They use PE to expand the embedding capacity of HS, 
and the histogram is generated after the image pixels are 
transformed into an error value. The error value is cat-
egorized according to the corresponding histogram parti-
tions, each with the peak and lowest error values. They 
also implement the payload distribution to increase the 
embedding capacity, increasing the embedded bits in an 
error value. Their experimental results show better image 
quality and capacity performance than previous research.

The combination of data hiding and secret image sharing
Wu et al. (2018) presented a combination of data hiding 
and SIS to protect data in the cloud computing environ-
ment. First, they use SS to encode the cover image and 
HS and DE to embed it. This method can significantly 
increase the embedded data size but decrease the stego 
images’ quality. The SIS method is also utilized by Ahmad 
et  al. (2014) to protect medical data inside medical 
images. In that algorithm, the cover image is separated 
using SS; then, the medical data are embedded into the 
share images using 1-bit LSB and 2-bit LSBs. Based on 
the experimental results, implementing 1-bit LSB yields 
better image quality, but the drawback is that it has lower 
data capacity. It needs a more extensive cover image to 
match the capacity of 2-bit LSBs, but a more extensive 
cover image size requires more bandwidth and storage.

In (2016), Yuan et al. proposed adjusting the threshold 
( k ), which is beneficial if the security policy is changed or 
it is impossible to retrieve the required k . For instance, 
the remaining shares are useless if some participants are 
lost. To alleviate this problem, the proposed scheme has 
N  probability of the potential thresholds t1 , t2,…, tN . Then 
they use the two-variable one-way function to create the 
identification value. The experimental results indicate 

(3)I
′′

i,j =






I
′

i,j + 1 if I
′

ij = P and

b(n) = 1, P < L

I
′

i,j − 1 if I
′

ij = P and

b(n) = 1, P > L

I
′

i,j if I
′

i,j = P and b(n) = 0
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that the quality of the stego images is reasonable, and the 
threshold can be safely changed.

Another SIS-based method has been proposed by Yan 
et  al. (2020). Instead of hiding information by apply-
ing Visual Secret Sharing (VSS) to polynomial-based 
SIS using screening operations, they implement an SIS 
scheme with different shadow authentication capabilities. 
That proposed scheme is less complex in generation and 
recovery (authentication) and does not have pixel exten-
sions with different shadow authentication capabilities. 
In addition, lossless recovery is achieved without addi-
tional encryption.

Later, Meng et  al. (2021) introduced a reversible 
extended secret image sharing (RESIS) scheme to secure 
data. That scheme is designed based on the implementa-
tion of the secret-sharing method by employing the Chi-
nese Remainder Theorem (CRT) for a polynomial ring to 
turn confidential data into pieces of information. First, 
they define m0(x) , which can be described in Eq. (4). The 
dealer picks four pixels in a block of 4 × 4 pixels and then 
utilizes 2-bits LSBs in those pixels to construct a polyno-
mial C(x) in Eq.  (5). A pixel value of I is used in Eq.  (6) 
to construct D(x) . A sharing function F(x) is calculated 
in Eq.  (7) to obtain the share values. The quality of the 
generated shared image, measured by the Peak Signal-to-
Noise Ratio (PSNR), is over 40 dB.

Here, ai,1 and  ai,2 are the least and the second least LSB 
of one of the pixels in a block.

In this case, bj is the j-th LSB of I started from 8.

Proposed method
The proposed embedding phase is generally shown in 
Fig.  1, consisting of three phases: initialization, embed-
ding, and extraction. It also describes the complete flow 
of the proposed scheme to obtain the stego data from the 
initialization of the SS implementation.

Initialization
This initialization phase aims to prepare the cover image 
for embedding and set the parameter for the Secret 

(4)m0(x) = x8

(5)C(x) = ai,1x
0 + ai,2x

1 + . . .+ ai,2x
7

(6)D(x) = bjx
0 + bj−1x

1 + · · · + bj−8x
7

(7)F(x) = C(x)+ D(x)m0(x)

Sharing method, which can be described in the following 
steps:

1. First, transform the pixel values of the cover image 
into PE values by using a predictor. Prediction error 
refers to the difference between a specific pixel and 
the value that was estimated based on its surround-
ings. For this purpose, the median edge detector 
(MED) is utilized as the predictor to calculate the 
prediction value specified in Eq. (8). In that formula, 
Îi,j    represents the prediction value of a pixel.

2. Calculate the difference between the original pixel 
and the generated prediction value using Eq.  (9) to 
obtain the PE value ( Ei,j).

3. The dealer must set the total number of participants 
( n ) and the minimum number required to restore the 
image ( k).

4. The n predicted images are generated based on the 
total number of participants, which is set in step 3. 

(8)

Îi,j =






min
�
Ii,j−1, Ii−1,j

�
if Ii−1,j−1 ≥ max

�
Ii,j−1, Ii−1,j

�

max
�
Ii,j−1, Ii−1,j

�
if Ii−1,j−1 ≤ min

�
Ii,j−1, Ii−1,j

�

Ii,j−1 + Ii−1,j − Ii−1,j−1 otherwise

(9)Ei,j = Ii,j − Îi,j

Fig. 1 The flow of the proposed method
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Furthermore, these images contain the SS pixels from 
the embedding phase.

Embedding phase
In the embedding phase, the secret bits are categorized 
into groups containing several bits, and each group has 
a different embedding position. In general, this phase 
scans the four leftmost secret bits and compares them 
with other groups, looks for a group having the same bit 
values, and then embeds the data by changing the value 
of the previously determined PE value. The embedding 
phase can be depicted in Fig. 2.

In detail, the steps proposed in the embedding phase 
are as follows:

 1. First, search for the peak ( P ) of the PE or the most 
frequent PE value.

 2. The secret bits are categorized into 16 groups, 
each consisting of four bits. The groups are formed 
based on all the possible combinations of those 
four bits. Each group has its embedding position, 

Fig. 2 The embedding phase illustration

Table 1 Secret bits group and its embedding position

Secret bits ( b1, b2, b3 and b4) Embedding 
position ( ep)

1, 1, 1, 1 P + 1

1, 1, 1, 0 P + 3

1, 1, 0, 0 P + 5

1, 0, 0, 0 P + 7

0, 0, 0, 0 P + 9

0, 0, 0, 1 P + 11

0, 0, 1, 1 P + 13

0, 1, 1, 1 P + 15

1, 0, 1, 0 P − 1

1, 0, 0, 1 P − 3

1, 0, 1, 1 P − 5

1, 1, 0, 1 P − 7

0, 0, 1, 0 P − 9

0, 1, 0, 0 P − 11

0, 1, 1, 0 P − 13

0, 1, 0, 1 P − 15
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explained in step 5. The list of the group and its 
corresponding position can be seen in Table 1.

 3. Scan the secret bits ( bn ) and pick the four leftmost: 
b1, b2, b3 , and b4.

 4. The number of embedding positions Pep can be 
calculated using Eq. (10), where d is the number of 
bits in each secret bit group, as already described in 
step 2; so d = 4.

 5. Check the scan results in step 3 and compare them 
to the conditions presented in Eq.  (11), then pick 
the embedding position or ep . The ep is the neigh-
bouring PE value of P , and it corresponds to the 
secret bit groups. For example, if the scan results 
are b1 = 1 , b2 = 1 , b3 = 1 , b4 = 1 , then search the 
PE value of P + 1.

 6. After the ep has been found, the secret bit can be 
embedded. Compare ep with P , if it is higher than 
P , increase it by 1 ; if it is lower than P , then reduce 
it by 1. Here, we take the same instance as the pre-
vious step and use P + 1 , so add 1, and it becomes 
P + 1+ 1 . Another example is, if the embed-
ding position is lower than P , for instance P−3 . 
To embed the secret bits, decrease it by 1, having 
P − 3− 1 . These steps can also be described in 
Eq. (12).

(10)Pep=2
d

(11)

ep =






P + 1 if b1 = 1 and b2 = 1 and b3 = 1 and b4 = 1

P + 3 if b1 = 1 and b2 = 1 and b3 = 1 and b4 = 0

P + 5 if b1 = 1 and b2 = 1 and b3 = 0 and b4 = 0

P + 7 if b1 = 1 and b2 = 0 and b3 = 0 and b4 = 0

P + 9 if b1 = 0 and b2 = 0 and b3 = 0 and b4 = 0

P + 11 if b1 = 0 and b2 = 0 and b3 = 0 and b4 = 1

P + 13 if b1 = 0 and b2 = 0 and b3 = 1 and b4 = 1

P + 15 if b1 = 0 and b2 = 1 and b3 = 1 and b4 = 1

P − 1 if b1 = 1 and b2 = 0 and b3 = 1 and b4 = 0

P − 3 if b1 = 1 and b2 = 0 and b3 = 0 and b4 = 1

P − 5 if b1 = 1 and b2 = 0 and b3 = 1 and b4 = 1

P − 7 if b1 = 1 and b2 = 1 and b3 = 0 and b4 = 1

P − 9 if b1 = 0 and b2 = 0 and b3 = 1 and b4 = 0

P − 11 if b1 = 0 and b2 = 1 and b3 = 0 and b4 = 0

P − 13 if b1 = 0 and b2 = 1 and b3 = 1 and b4 = 0

P − 15 if b1 = 0 and b2 = 1 and b3 = 0 and b4 = 1

(12)ep
′

=






ep+ 1if (ep = P + 1)or(ep = P + 3)or(ep = P + 5)or(ep = P + 7)or
(ep = P + 9)or(ep = P + 11)or(ep = P + 13)or(ep = P + 15)

ep− 1if (ep = P − 1)or(ep = P − 3)or(ep = P − 5)or(ep = P − 7)or
(ep = P − 9)or(ep = P − 11)or(ep = P − 13)or(ep = P − 15)

 7. Scan the next four leftmost bits, and repeat steps 5 
and 6 until all bits have been embedded.

 8. The location map is used to save the location of ep′ 
and it can be presented as LMi , where i is the index 
of the LMi . Each ep location is saved and used in 
the data retrieval process later.

 9. The SS is implemented on the embedding position 
on ep′ by using polynomials in Eqs. (4), (5), (6), and 
(7). Polynomial D(x) stores the 8 bits of the ep′ , 
while 2 bits of LSB of the surrounding PE value of 
ep′ are stored in C(x) . Finally, sharing polynomial 
F(x) in Eq. (7) generates n share PE values.

 10. Let the output of Eq.  (12) be ep′′i  , where i is the 
PE value of the i-th participant. The difference 
between ep′′i  and ep′ is often quite large, and it 
can cause major distortion to the stego image if 
we substitute the value of ep with ep′′i  . To mitigate 
this problem, ep′′i  is embedded by utilizing 2 bits 

of LSB and changing the PE values to binary bits. 
Then, split those binaries into four groups, each 
consisting of 2 bits. For instance, if the binaries are 
11,101,011; the groups are (1, 1), (1, 0), (1, 0), and 
(1, 1).

 11. Those binaries are embedded into the neighbour of 
the ep′ of each predicted image and are located on 
the top, left, bottom and right of the p′ . The posi-
tion is formulated as

(
i − 1, j

)
 , 
(
i, j − 1

)
 , 
(
i + 1, j

)
 , 
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and
(
i, j + 1

)
 . The four pixels are calculated using 

Eq. (13), with bi as the i-th bit of theep′.

 12. Repeat steps 8–9 until all of the ep′ are embedded 
into Ei−1,j, Ei,j−1, Ei+1,j,Ei,j+1

 13. Next, return the PE values of each predicted image 
to pixel form by using Eq. (14), where I ′i,j is the pixel 
value of the stego image, and E ′

i,j is the PE value 
after the embedding and sharing process.

Extraction phase
The extraction phase restores the embedded secret data 
from the share images. To extract the secret data and 
restore the original cover image, at least k shared images 
are needed. In general, this process is the reverse step 
of the embedding process. This process is described in 
detail in the following step:

1. First, transform the image to PE values using Eq. (15) 
and identify P.

2. With the help of LMi obtained earlier, scan the PE 
value and compare it to LMi . If the location of the 
scanned PE values matches LMi , then identify the 
neighbour PE values.

3. To obtain ep′′

i  extract the share PE values of the stego 
image by employing the surrounding PE values using 
Eq. (16).

4. Determine the value of F(x1) , F(x2), F(x3) , …, F(k) 
by collecting at least k share images.

5. Next, Eq.  (7) is implemented to retrieve ep′ and its 
surrounding 2 bits of the LSB of the PE value.

6. To obtain the embedded bits, check their position 
related to P . For this purpose, use Eq.  (11) to help 
understand the extracted bits.

7. Steps 2–5 are repeated until all secret bits are taken 
completely.

(13)

E
′

i−1,j = Ei−1,j −
�
Ei−1,jmod2t

�
+ b0 + b1 × 2

E
′

i,j−1 = Ei,j−1 −
�
Ei,j−1mod2t

�
+ b2 + b3 × 2

E
′

i+1,j = Ei+1,j −
�
Ei+1,jmod2t

�
+ b4 + b5 × 2

E
′

i,j+1 = Ei,j+1 −
�
Ei,j+1mod2t

�
+ b6 + b7 × 2






(14)I
′

i,j = Îi,j − E
′

i,j

(15)E
′

i,j = Îi,j − I
′

i,j

(16)

ep
′′

i =
(
Ei−1,j mod4

)
× 2

0 +
(
Ei,j−1 mod4

)
× 2

2

+
(
Ei+1,j mod4

)
× 2

4 +
(
Ei,j+1 mod4

)
× 2

6

8. After the data extraction and the PE value recovery 
processes have finished, the cover image is obtained 
using Eq. (17).

Results and discussion
Experimental environment
In the experiment, ten general images and ten medical 
images are used as the test images. They are acquired 
from (USC-SIPI 2021) and (National Library of Medicine 
2022), respectively, and have a resolution of 512 × 512 
pixels. The experiments are applied using MATLAB 
2017a on AMD Ryzen 5 3600 CPU with 16 GB memory.

In analyzing the quality of the stego images, the Peak 
Signal-to-Noise Ratio (PSNR) is used as a measurement. 
It works by calculating the noise level of an image; in 
this case, the noise is the difference between the origi-
nal image and the stego image. The calculation of PSNR 
is carried out using Eqs. (18) and (19), where IMAX is the 
image’s highest pixel value, MSE is the mean square error, 

(17)Ii,j = Îi,j + Ei,j

Table 2 The average PSNR (dB) of each k .  on the general images

Image k = 3 k = 4 k = 5 k = 6

Aerial 48.97 49.01 49.12 48.86

Airplane 51.90 49.02 49.06 48.95

Pepper 49.05 49.04 49.02 49.01

Male 49.07 49.03 49.05 49.06

Truck 51.28 50.99 51.19 51.04

Couple 50.45 50.16 50.08 50.14

Airport 49.20 49.19 49.15 49.21

Tank 47.67 47.56 47.48

APC 48.16 48.15 48.13

Fishing boat 49.06 48.99 49.01 48.89

Table 3 The average PSNR (dB) of each k on the medical images

Image k = 3 . k = 4 k = 5 k = 6

Hand 53.36 53.56 53.26 53.24

Chest 53.55 53.63 53.53 53.64

Head 51.54 51.35 51.56 51.52

Leg 52.65 52.70 52.56 52.23

Abdominal 54.21 51.92 51.76 51.89

Left Lower Leg 53.25 53.19 53.16 53,.05

Lateral Neck 51.28 51.18 51.23 51.17

Right Knee 52.77 52.56 52.18 52.66

Left Wrist 53.15 53.18 53.09 53.05

Pelvis 54.32 54.16 54.17 54.11
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and W  and H are the width and height of the image in 
pixels, respectively.

Result analysis
The first experiment scenario tests the impact of the 
different k on the stego images, in which there are four 
tested k : 3, 4, 5, and 6, while the number of participants 
is 6. It is essential to notice that in all scenarios, we divide 
the results based on the type of cover images, general 
and medical; either one has different characteristics and 
can impact the results. For the secret data, we generate 
131,072 bits, which is the maximum number of payload 
size can be held by (Yuan et al. 2016; Meng et al. 2021). 
It matches the number of bits of 128 × 128 pixels of a 
greyscale image (Islamy 2022). Table 2 shows the average 
PSNR value of stego images of each k tested in general 
cover images, while Table  3 provides it for the medical 
images. Data presented in these tables reflect that the 
average PSNR values of the stego images higher than 
30  dB, render the images not visually distinguishable as 
they could be if the values are below 30 dB (Kyriakopou-
los and Parish 2007). It shows that the threshold (k) does 
not significantly impact the quality of the resulting stego 
images. Then, a one-way analysis of variance (ANOVA) is 
performed to prove whether or not k affects the quality of 
the resulting stego image. We pick the probability value 
or p-value and compare it to the significance level ( α ). 
The primary interpretation of the p-value is whether or 
not there is enough evidence to reject the null hypothe-
sis, which, in this case, is that k has no significant impact. 

(18)MSE =

(
1

WH

) W∑

i=1

H∑

j=1

(
Ii,j − I

′

i,j

)2

(19)PSNR = 10log10
(IMAX)

2

MSE

This test’s significance level is 0.05 because it is consid-
ered conventional and the most commonly used. From 
the statistical test, the p-value of results in Tables 1 and 
2 is 0.9999 and 0.9994, respectively. Both have more p-
value than the α ; this means the null hypothesis is proven 
to be correct, and statistically, there is no significant dif-
ference between different groups of k . There is no signifi-
cant impact on the results because of the utilization of 
2-bit LSB. So, the level of change in the PE value caused 
by the sharing process can be reduced. It can also be 
observed that the general image has a lower PSNR value 
than the medical images. It is found that medical images 
have more black pixels and a smaller overall variety of 
pixel colours; all these traits have helped them become 
more tolerant of change.

For the second scenario, the experiment was performed 
on a different number of participants ( n ), and then the 
average PSNR of each n was measured. In this scenario, 
the utilized k is 4, tested on n of 7, 8, 9, and 10 using the 
same secret bits as the previous scenario. It is performed 
in order to understand the effect of utilizing various n 
values. The result is presented in Figs. 3 and 4, where the 
former represents the general images while the latter is 
for medical images. It is found that the use of different n 
has minimal impact on the quality of the stego images. 
Again, to prove this statement, those results are calcu-
lated using one-way ANOVA. The p-value of Figs. 3 and 
4 are 0.9999; both are more than the α . These results are 
identical to the previous scenario and show that there are 
not enough differences. Similar to the previous scenario, 
2-bit LSBs help reduce the sharing process’s impact.

Given the results from those two scenarios, one thing 
that should be noticed is how to decide the optimal 
combination of k and n . From the image quality stand-
point, the dealer can use as many participants as possible 
and choose higher thresholds, as there is no noticeable 
impact on quality as provided in the previous analysis. 
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Furthermore, the more k and n means that it is harder 
for third parties to obtain the original data. Neverthe-
less, both values affect the complexity of the algorithm. 
A higher participant number involved in the sharing 
process increases the computation, representing lin-
ear growth complexity ( O(n) ). Therefore, theoretically, 
despite the PSNR results of n = 4 and n = 20 being simi-
lar, the lower number of n can produce a faster execution 
time.

In the third scenario, the proposed method is tested 
with various secret data sizes. There are eleven sizes of the 
secret data: 1 Kb, 10 Kb, 20 Kb, 30 Kb, 40 Kb, 50 Kb, 60 Kb, 
70 Kb, 80 Kb, 90 Kb, and 100 Kb, obtained from (Islamy 

2022). This scenario aims to understand the relationship 
between the embedding capacity and the quality of the 
stego images. In this scenario, n is 10 and k is 4. The aver-
age PSNR is measured for each data size, whose results can 
be found in Figs. 5 and 6 for general and medical images, 
respectively. Based on the results, it is found that the more 
data embedded in the cover image, the more the quality of 
the stego image decreases. Nevertheless, the quality reduc-
tion is getting smaller along with the rising payload size. 
For example, the PSNR of the general and medical images 
started to degrade less when embedded with more than 
60  Kb of data. This means that the proposed method is 
suitable for embedding large amounts of data.
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The stego image quality of the proposed method is 
compared with earlier work (Yuan et  al. 2016; Meng 
et  al. 2021) and is shown in Tables  4 and 5. The secret 
data used in this fourth scenario is the same as in the 
first and second scenarios. The results indicate that the 
proposed method has a better PSNR value than existing 
methods with the same amount of payload. It is worth 
noting that in the proposed method, we calculate the PE 

value first and then embed the data. The sharing process 
is implemented within the embedded PE value. It has 
been found that instead of the actual image pixels, the 
sharing process occurs within the PE value of the cover 
image. Afterwards, the value generated from the shar-
ing process is embedded into its neighbour through 2-bit 
LSBs. Because of that, the embedding space of the pro-
posed method does not depend on the cover image size. 

Table 4 The comparison of PSNR (dB) of the general images between the proposed method and previous works

Image k = 4 k = 5 k = 6

Proposed 
scheme

Meng et al. 
(2021)

Yuan et al. 
(2016)

Proposed 
scheme

Meng et al. 
(2021)

Yuan et al. 
(2016)

Proposed 
scheme

Meng et al. 
(2021)

Yuan 
et al. 
(2016)

Aerial 49.01 44.17 40.12 49.12 44.14 40.10 48.86 44.13 40.02

Airplane 49.02 44.18 40.20 49.06 44.13 40.16 48.95 44.14 40.09

Pepper 49.04 44.15 41.01 49.02 44.16 40.90 49.01 44.15 40.87

Male 49.03 44.16 40.13 49.05 44.15 40.08 49.06 44.16 40.05

Truck 49.05 44.17 40.12 49.07 44.13 40.16 49.01 44.15 40.87

Couple 49.02 44.18 40.20 49.06 44.13 40.16 48.95 44.14 40.09

Airport 49.04 44.15 41.01 49.02 44.16 40.90 49.01 44.15 40.87

Tank 49.03 44.16 40.13 49.01 44.15 40.87 49.06 44.16 40.05

APC 49.02 44.18 40.20 49.02 44.16 40.90 49.01 44.15 40.87

Fishing Boat 49.06 44.15 40.01 49.05 44.17 40.08 48.86 44.13 40.02

Table 5 The comparison of PSNR (dB) of the medical images between the proposed method and previous works

Image k = 4 k = 5 k = 6

Proposed 
scheme

Meng et al. 
(2021)

Yuan et al. 
(2016)

Proposed 
scheme

Meng et al. 
(2021)

Yuan et al. 
(2016)

Proposed 
scheme

Meng et al. 
(2021)

Yuan 
et al. 
(2016)

Hand 53.56 47.12 43.10 53.26 46.13 42.63 53.24 45.65 42.11

Chest 53.63 47.16 44.21 53.53 47.14 43.07 53.64 46.48 42.91

Head 51.35 49.02 44.52 51.56 46.15 43.89 51.52 47.17 42.73

Leg 52.70 48.38 43.05 52.56 47.16 44.05 52.23 47.13 42.67

Abdominal 53.63 47.16 44.21 51.56 46.15 43.89 53.63 47.16 44.21

Left Lower Leg 51.23 49.02 44.52 51.35 49.02 44.52 51.35 49.02 44.52

Lateral Neck 52.50 48.38 43.05 53.64 46.48 42.91 53.53 47.14 43.07

Right Knee 51.55 46.14 43.89 51.52 46.17 42.73 51.56 46.15 43.89

Left Wrist 52.56 49.06 44.05 51.35 49.02 44.52 51.35 49.05 44.52

Pelvis 52.64 46.48 42.91 52.70 46.38 43.01 52.70 46.44 43.05

Table 6 Comparison of functionality between the proposed method and previous works

Functionality The proposed method Meng et al. (2021) Yuan et al. (2016)

Lossless secret data Yes Yes Yes

Lossless cover image Yes Yes No

Meaningful stego image Yes Yes Yes

Sharing method CRT-SS CRT-SS SS with adjustable Threshold

Embedding Payload distribution using PE Histogram 
and 2-bit LSB

2-bit LSB 2-bit LSB
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Fig. 7 The histograms of the original Airport image and the stego images: a original, b stego 1, c stego 2 d stego 3, e stego 4, f stego 5, g stego 6 h 
stego 7, i stego 8
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In contrast, the cover image size plays a significant role 
in dictating the embedding space of the related methods 
(Yuan et al. 2016; Meng et al. 2021). The larger the size, 
the more embedding space is provided, which can cause a 
bandwidth issue if the cover image has a high resolution.

Table  6 compares the proposed scheme with (Yuan 
et al. 2016; Meng et al. 2021) from the functionality per-
spectives. It indicates that this proposed scheme main-
tains essential functionality, such as secret data and 
original cover images that can be recovered losslessly. 
Also, in the embedding phase of the proposed scheme, 
the payloads are divided into different categories, so each 
PE value used for embedding can contain more than one 
bit. It means that the number of secret bits that can be 
embedded increases. This scheme reduces the number of 
PE value that needs to be changed. For this reason, the 
stego image quality is improving than only embedding 
one bit per PE value. The proposed method utilizes LSB, 
and it is generally difficult to recover the original pixel of 
the cover image. Implementing CRT-based SIS helps to 
eliminate side information needed to recover the origi-
nal cover image. The method includes the original cover 
PE value in the design’s sharing polynomial (x) calcula-
tions. Thus, when (x) is recovered by k stego images—the 
minimum number—both the secret image and the cover 
image can be losslessly restored.

Validity and security analysis
To validate the proposed method, we implement the 
threshold k = 1 without 2-bits LSBs, checking whether 
the scheme is valid. This threshold value has to be the 
same as the normal process without dividing (sharing) 
the stego image. The generated stego image is precisely 

the same as the stego image generated without sharing 
process; it is shown by its PSNR value, which is ∞.

An apparent concern in the proposed method is the 
access to confidential information by a third party or the 
possibility of destroying the stego images because of the 
weak LSB substitution. The issue is addressed while imple-
menting SS after the embedding phase, leaving the only 
way the third party accessing or modifying the protected 
data by collecting at least k images. The unwanted party 
has to destroy or modify at least  k + 1 share images to 
remove the possibility of recovering the secret data com-
pletely, where k + 1 > n/2 . To put it simply, the higher the 
number of participants and the thresholds, the harder the 
unwanted parties to obtain the protected data. Therefore, 
both of them directly influence the method’s security.

The histogram is the distribution of pixels of an image 
and can be used as the indication of a visually secure 
stego image (Al-Shaarani and Gutub 2021). In an image 
histogram, the x-axis is the pixel value of the image while 
the y-axis is the number of the respective pixels. Gener-
ally, the stego image histogram has to be similar to the 
original cover image. Figure  7 compares the six share 
stego images of ’Airport’ with the original image. The 
embedded data are 50 Kb, and the n and k are 8 and 4, 
respectively. The result shows that all the histogram is 
quite similar to each other; this characteristic is also pre-
sented in other test images. So the proposed method can 
produce a secure stego image in terms of the histogram. 
This is also emphasized in Fig. 8, where the histogram of 
the stego images are presented in a chart and compared 
to each other. Based on that figure, it is found that the 
difference of each stego image histogram is very minimal 
and appears identical.

Another metric to measure security is by comparing the 
PSNR of the stego images with the original (Kadhim et al. 
2019), which is discussed in the previous section because 
the PSNR value of the stego image represents its similar-
ity with the original image. The higher the PSNR value, 
the harder to distinguish the stego image and the original 
image. Therefore, lowering the chance of an attack.

Conclusion
This research is motivated by hiding private data into a 
cover medium to secure them. We consider SS based on 
CRT and use it alongside the HS-based scheme. Before 
dividing the image using CRT-SS, the embedding pro-
cess is done on the PE value. We implement 2-bit LSBs 
to minimize the distortion of the stego image. Several 
thresholds and participants are evaluated in the experi-
ment, showing minimum changes to the stego images. 
The implementation of LSB causes the cover image to be 
lost after the extraction process, but using CRT-SS helps 
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prevent this. The experimental results depict that the 
proposed method provides better results than the previ-
ous ones.

In the future, this research can be extended to include 
some possibilities, for instance, how the dealer selects 
the cover image and ensures that it is safe and free from 
malicious software. Although it is out of the data hiding 
research scope, that selection can improve the security of 
the whole system.
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