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Abstract 

The computational complexity of privacy information retrieval protocols is often linearly related to database size. 
When the database size is large, the efficiency of privacy information retrieval protocols is relatively low. This paper 
designs an effective privacy information retrieval model based on hybrid fully homomorphic encryption. The assign‑
ment method is cleverly used to replace a large number of homomorphic encryption operations. At the same time, 
the multiplicative homomorphic encryption scheme is first used to deal with the large‑scale serialization in the 
search, and then the fully homomorphic encryption scheme is used to deal with the remaining simple operations. 
The depth of operations supported by the fully homomorphic scheme no longer depends on the size of the data‑
base, but only needs to support the single homomorphic encryption scheme to decrypt the circuit depth. Based on 
this hybrid homomorphic encryption retrieval model, the efficiency of homomorphic privacy information retrieval 
model can be greatly improved.
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Introduction
Fully homomorphic encryption (FHE) comes from the 
concept "privacy homomorphism", It was first pro-
posed by Rivest et  al. (1978). FHE refers to the ability 
of the operator to perform various operations on dense 
data without decrypting it, and the result is the same as 
that of corresponding operations on the plaintext after 
decryption, which really fundamentally solves the secu-
rity problem when the data and operations are entrusted 
to the third party. So that people can not only make 
full use of the powerful computing/storage capacity of 

cloud computing to provide users with mass ciphertext 
processing services, but also manage their own keys to 
ensure data security, implementing "secure computing 
of data in untrusted environment (service)" (Rout et  al. 
2022; Akbar et  al. 2023). At the same time, most FHE 
schemes are based on lattice difficult problems, and lat-
tice cryptography is an important part of anti-quantum 
cryptography, so FHE is also one of the components of 
post-quantum cryptography (PQC) (Mosca 2014). There-
fore, FHE password has gradually become a "strategic 
commanding point" in the field of cryptography con-
tested by European and American countries, which can 
play an important role in the new service modes such as 
big data and cloud computing. (Sinha et al. 2023; Gautam 
and Shivhare 2022).

The concept of "private information retrieval (PIR)" was 
first proposed by Chor et al. (1995). The concept was pro-
posed to solve this problem: the user can complete the 
query application to the database server on the premise 
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that the query information is not leaked, that is, dur-
ing the whole query process, the database server cannot 
obtain the relevant information of the user query state-
ment and the specific information of the retrieval project. 
Among them, the communication complexity and com-
putational complexity are two important indicators to 
evaluate the performance of the PIR protocol.

Privacy information retrieval plays a very important 
role in privacy outsourcing storage and computing. 
It means that when users retrieve information on the 
database, they should use certain methods to prevent 
database server managers from knowing the relevant 
information of query statements and the specific infor-
mation of items to be retrieved, so as to protect users’ 
query privacy. In real life, such as patent database, medi-
cal database, online census, real-time stock quotes and 
address location services, which have high requirements 
for search privacy, have a large application space. How-
ever, with the increase of the amount of data in the cloud, 
how to quickly and accurately retrieve the data needed by 
users from the massive ciphertext data in the cloud with-
out disclosing users’ privacy will be an urgent problem to 
be solved.

Chor et al. (1995) proved that when a database is used 
to realize the retrieval of absolute privacy information, 
the communication complexity is very high, reaching 
�(n) , where n is the data scale of the database. This cost 
is far higher than the actual application requirements. 
At the same time, they also give a communication cost 
optimization scheme based on multi-server. The pri-
vacy query is completed through the common protocol 
of k(k > 2) non-communicating database copy, which 
reduces the communication complexity to O(n1/ log k) . In 
1997, Ambainis constructed a multi-server PIR protocol 
with communication complexity of O(n1/(2 k−1))(k > 2) 
(Ambainis 1997). Since then, there have been various 
improvement schemes (Beimel and Ishai 2001; Itoh 1999; 
Ishai and Kushilevitz 1999). But they have little improve-
ment on the communication complexity.

The above PIR research method implemented through 
multiple non-communicating database copies is referred 
to as information theory-based privacy information 
retrieval (IPIR). In 1997, Chor and Gilboa (1997) first 
proposed PIR (CPIR) model under computational secu-
rity. In this model, the privacy requirements for users are 
relaxed, and the server is required to be unable to know 
the privacy of users’ queries in polynomial time, and a 
specific CPIR protocol scheme is given, and the commu-
nication complexity is O(nε) ( ε is an arbitrary constant 
greater than 0). But the solution requires two copies of 
the database. Subsequently, Kushilevitz et  al. (1997) 
pointed out that database copy is not necessary. Based 

on the quadratic residual hypothesis problem, they con-
structed a single-server CPIR protocol with the commu-
nication complexity of O(nε) ( ε is an arbitrary constant 
greater than 0). Since then, CPIR protocol schemes based 
on hiding hypothesis, discrete logarithm and single trap 
gate permutation have appeared but most of their com-
munication complexity is O(nε) ( ε is an arbitrary constant 
greater than 0), but the difference is the computational 
complexity (Cachin et  al. 1999; Kushilevitz and Ostro-
vsky 2000; Wang et al. 2010).

The emergence of FHE scheme provides a new method 
to construct CPIR protocol, and through FHE scheme, the 
communication complexity can be reduced to O(log n) , 
which is a great improvement. Specifically, in 2009, Gen-
try proposed the first FHE scheme, and based on the FHE 
scheme, roughly proposed a sublinear communication 
complexity CPIR scheme (Gentry 2009). In 2011, Brak-
erdski and Vaikuntanathan (2011a) proposed the LWE-
based FHE scheme for the first time. Compared with 
Gentry’s scheme, the ciphertext scale is smaller. Taking 
advantage of this feature, they constructed a CPIR scheme 
with communication complexity of � · poly log(�)+ log n , 
in which � is the security parameter (Brakerski and Vai-
kuntanathan 2011b). In 2013, Xun et al. proposed a gen-
eral, simple and efficient CPIR construction scheme based 
on FHE in literature (Yi et al. 2013). The CPIR example of 
FHE scheme based on integer AGCD problem is given, 
and the communication complexity of the scheme is 
O(log n) . Up to now, most of the existing FHE-based CPIR 
schemes follow the construction framework of Xun et al., 
who focus on the optimization of the FHE scheme itself, 
and then obtain a CPIR scheme with good performance 
by selecting appropriate parameter settings based on the 
optimized FHE scheme (Ichibane et al. 2015; Eltarjaman 
and Annadata 2016). For example, Doroz constructed a 
CPIR scheme with low communication complexity based 
on NTRU’s SWHE scheme in 2014, but the computational 
complexity of their scheme is particularly high (Doröz 
et al. 2014). In 2016, Melchor et al. further optimized the 
efficiency of CPIR scheme by using fast FFT transforma-
tion and batch processing technology based on the FHE of 
ring LWE (Aguilar-Melchor et al. 2016). In 2017, Li et al. 
further optimized the efficiency of CPIR scheme by using 
the GSW batch processing method proposed by HAO15 
scheme (Li et al. 2017). In 2018, Angel used plaintext mul-
tiplication to avoid complex ciphertext multiplication, but 
caused a larger amount of downloaded data (Angel et al. 
2018). In 2019, Gentry et al. proposed the CPIR scheme 
based on the FHE scheme whose compressed plain-
ciphertext expansion rate is close to 1 (Gentry and Halevi 
2019). In 2021, Mughees et al. gave a variant of Xun et al.’s 
scheme by using the method of linear growth of external 
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homomorphic multiplicative noise (Mughees et al. 2021); 
In 2022, Menon et al. optimized Mughees et al.’s scheme 
using a homomorphic matrix version with high compres-
sion rates (Menon and Wu 2022).

In summary, when the size of the database is relatively 
large, a high-dimensional database storage structure is 
required. Fully homomorphic ciphertext multiplication 
takes up a lot of overhead on the server. Based on the 
advantages of multiplicative homomorphic encryption 
scheme in dealing with ciphertext multiplication, this 
paper studies an efficient hybrid homomorphic encryp-
tion privacy information retrieval mode.

Contributions

• The assignment method is cleverly used to replace 
a large number of homomorphic encryption opera-
tions. In the generation stage of YKPB-PIR protocol 
model response algorithm, database indexes need to 
be traversed, and FHE encryption algorithm is run 
on each index for bit-by-bit encryption. In fact, the 
encryption operation link is not necessary, can be 
based on the customer query message through the 
assignment to replace, which greatly reduces the 
number of homomorphic encryption and homomor-
phic addition number of operations.

• An effective privacy information retrieval model for 
large-scale database based on hybrid fully homomor-
phic encryption is given. The multiplicative homo-
morphic encryption scheme is first used to deal with 
the large-scale serialization in the search, and then 
the fully homomorphic encryption scheme is used to 
deal with the remaining simple operations. The depth 
of operations supported by the fully homomorphic 
scheme no longer depends on the size of the data-
base, but only needs to support the single homomor-
phic encryption scheme to decrypt the circuit depth. 
By this way, the efficiency of homomorphic privacy 
information retrieval model can be greatly improved.

Preliminaries
Fully homomorphic encryption
A fully homomorphic encryption scheme can be 
described as a 4-tuple of algorithms FHE = (FHE.Keygen, 
FHE.Enc, FHE.Dec, FHE.Eval) as follows.

• FHE.Keygen(1�) : Input security parameter� , com-
pute and output (sk , pk , evk) ← FHE.Keygen(1�) , 
where sk is the private key, pk is the public key, and 
evk is the homomorphic evaluation key.

• FHE.Enc(µ, pk) : Input plaintext µ and public key pk, 
compute and output ciphertext c ← FHE.Enc(µ, pk)

.
• FHE.Dec(c, sk):Input private key sk and ciphertext c , 

compute and output plaintext µ ← FHE.Dec(c, sk).
• FHE.Eval(f , evk , c1, . . . cℓ) : Enter the homomorphic 

arithmetic key evk , a set of ciphertext c1, . . . , cℓ and 
homomorphic operation function f  , computes and 
outputs a ciphertext cf .

Definition 1 (IND-CPA Secure (Gentry 2009)). Let HE 
be any homomorphic encryption scheme, the plaintext 
space of HE is Zp , µ1 and µ2 are any two distinct plain-
texts on Zp , if for any polynomial time adversary A , there 
is

, where (pk , evk , sk) ← HE.Keygen(1�) , then the scheme 
HE is IND-CPA secure.

Definition 2 (C-Homomorphism (Gentry 2009)). Sup-
pose FHE is an arbitrary fully homomorphic encryp-
tion scheme, C = {C �}�∈N is a collection of arithmetic 
circuits. FHE is called C-Homomorphic, if you take any 
sequence of circuits f� ∈ C� and input µ1, . . . ,µℓ ∈ {0, 1} 
with ℓ = ℓ(�) , such that

where (pk , evk , sk) ← FHE.Keygen(1�) , ci ← FHE.Encpk (µi) , 
i ∈ [ℓ].

PIR model
The server-side database is often abstracted as an n-bit 
binary string x, namely x ∈ {0, 1}n . The client owns a 
query index i ∈ [n] . The goal of the PIR protocol is that 
the client wants to query the server for di , which has 
index i ∈ [n] , without revealing the "i" to the server. To 
further increase the practicality of PIR, the retrieval 
data corresponding to the index in the database of 
server S is usually generalized to the multi-bit case, that 
is, the database is formalized as n records d1d2 · · · dn , 
where di is ℓ bit, i ∈ [n] . For the former, the database 
index corresponds to the single-bit case and is abbre-
viated as bPIR, while for the latter, the database index 
corresponds to the multi-bit case and is abbreviated as 
BPIR.

AdvCPA[A] � Pr [A(pk , evk , HE.Encpk(µ1)) = µ1]

−Pr [A(pk , evk , HE.Encpk(µ2)) = µ1]

= negl(�)

Pr[FHE.Decsk(FHE.Evalevk(f , c1, . . . , cℓ)) �= f (µ1, . . . ,µℓ)]

= negl(�),
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A PIR agreement usually consists of three parts: 
P = (Q,A,C),Where Q refers to the query generation 
algorithm, A refers to the query response algorithm, and 
C refers to the query result reconstruction algorithm. The 
specific protocol process is as follows:

• Step 1 The user determines the query index i ∈ [n] , 
runs the query generation algorithm Q , and generates 
k query results (q1, q2, . . . , qk) = Q(i) , where qj can 
be expressed as Q(i, j) , j ∈ [k] , and k is the number 
of server copies (usually k > 1 for information-theo-
retic PIR and k = 1 for computational PIR). It should 
be emphasized here that the query generation algo-
rithm Q is a probabilistic generation algorithm, that 
is, the output of the same i is different each time. This 
is often achieved by introducing random private fac-
tors or probabilistic encryption algorithms (such as 
fully homomorphic encryption algorithms).

• Step 2 The user sends query request qj to server Sj , 
j = 1, 2, . . . k respectively.

• Step 3 After receiving query request qj , server Sj runs 
query response algorithm to generate query response 
aj = A(qj , x) based on local database and sends it to 
user.

• Step 4 The user runs the query reformulation algo-
rithm C to compute xi , namely xi = C(i, a1, . . . , ak).

The definitions of correctness and privacy for PIR pro-
tocols are given below.

Definition 3 (Correctness (Chor and Gilboa 1997)). 
Suppose that the size of the database is n , and the pro-
tocol participants are client C and k semi-honest servers 
S1, . . . , Sk,k ≥ 1 . A PIR protocol P = (Q,A,C) is correct 
if and only if C(i, a1, . . . , ak) = xi for any query index i 
of client C , where aj is the response result generated by 
server Sj running protocol response algorithm A on client 
C ’s query.

And for privacy, it is divided into information theory 
based PIR(IPIR) and computing power based PIR(CPIR). 
The former mainly means that under any circumstances, 
even if the server has unlimited computing power, it can-
not get any information about the client’s query, which 
guarantees the complete privacy of the user’s query. The 
latter means that the server cannot get any information 
about the client’s query in polynomial time, which guar-
antees the computational privacy of the user’s query. The 
relevant formal definition is as follows:
Definition 4 (Complete privacy of user queries (Chor 
and Gilboa 1997)). Suppose the size of the database 
is n , and the protocol participants are client C and k 

semi-honest servers S1, . . . , Sk , k ≥ 1 . A PIR protocol 
P = (Q,A,C) satisfies complete privacy of user queries 
if and only if for any two query indexes i1, i2 ∈ [n] of cli-
ent C , and any possible k query requests (q1, q2, . . . , qk) , 
server Sj cannot distinguish whether query request qj is 
generated by client query index i1 or i2 , which is formally 
denoted as.

In addition, the complete privacy of user queries should 
be based on the assumption that servers do not collusive 
and communicate with each other.
Definition 5 (Computational privacy of user queries 
(Chor and Gilboa 1997)). Suppose the size of the data-
base is n, and the protocol participants are a client C and 
a semi-honest server S . A PIR protocol P = (Q,A,C) sat-
isfies complete privacy of user queries if and only if for 
any two query indices i1, i2 ∈ [n] of client C , with any 
possible query request q , server S cannot distinguish in 
polynomial time whether query request q is generated by 
client query index i1 or i1 , formally denoted as.

Although IPIR protocol can provide absolute privacy 
protection, it is not necessary in many cases. At the same 
time, another key problem is that IPIR requires multiple 
servers to participate in the protocol and assumes that 
they do not collusive communication with each other, 
which is too high to be true in reality. This outstanding 
problem has stimulated research enthusiasm for CPIR. 
At present, the design of the existing CPIR protocol is 
mostly based on hard problems, such as quadratic resi-
due, discrete logarithm and lattice problems, etc. This 
paper also mainly studies the CPIR protocol, and uses the 
FHE scheme to construct the PIR protocol that satisfies 
the computational privacy. Unless otherwise emphasized, 
all PIR protocols presented below are those satisfying 
computational privacy.

Analysis of homomorphic PIR protocol 
model‑YKPB‑PIR
In 2013, Yi et al. proposed a simple FHE-based PIR proto-
col construction model, referred to as YKPB-PIR proto-
col model (Yi et al. 2013). Most of the existing FHE-based 
PIR schemes follow the YKPB-PIR protocol model, and 
focus on the optimization of the FHE scheme itself. Then 
based on the optimized FHE scheme, the CPIR scheme 
with better performance is obtained by selecting appro-
priate parameter Settings. The following article will spe-
cifically introduce the YKPB-PIR protocol model.

Pr
[

∀j∈[k]Q(i1, j) = qj
]

− Pr
[

∀j∈[k]Q(i2, j) = qj
]

= negl(n).

|Pr [Q(i1) = q]− Pr [Q(i2) = q]| = negl(n).
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Suppose that FHE = (FHE.Keygen, FHE.Enc, FHE.Dec, 
FHE.Eval), the plaintext space is Z2 , and the maximum 
supported circuit depth is L . ⊞ and ⊠ denote homomor-
phic addition and multiplication operations, respectively. 
The server-side database t is a binary string x of bits, and 
the client wants to retrieve the kbit of information,k ∈ [t] , 
whose binary can be expressed as k = (kℓ−1kℓ−2 · · · k0)2 , 
where ℓ =

⌈

log k
⌉

 , ki ∈ {0, 1} , or k =
∑

0≤i≤ℓ

ki2
i . The 

YKPB-PIR protocol model can be based on any FHE 
scheme and consists of the following four algorithms:

• YKPB−PIR.Keygen(1�, 1L) : � is a security param-
eter. In the phase of client parameter generation, 
user A generates the query public and private key 
pair (pk , sk) ← FHE.KeyGen(1�, 1L) based on FHE 
encryption algorithm and sends the query public key 
pk to the server.

• YKPB−PIR.Query(pk , k) : In the client query gen-
eration phase, client A first encrypts the secret 
index k = (kℓ−1kℓ−2 · · · k0)2 : Ci = FHE.Enc(pk ,ki) , 
0 ≤ i ≤ ℓ− 1 bit by bit based on the FHE encryp-
tion algorithm, generates the query message 
Q = (C0, . . . ,Cℓ−1) , and sends it to the server S.

• YKPB−PIR.Response(DB, pk ,Q) : In the server-side 
query response phase, when the server S receives the 
query message Q from the client A , the S generates 
the query response message R according to Algo-
rithm 1.

• YKPB−PIR.Decode(sk ,R) : in the last stage of cli-
ent decoding, when a customer A server S received 
was sent after the query response of R news, to 
decrypt the message R FHE operation algorithm, 
and then obtained the information retrieval by 
ak = FHE.Dec(sk ,R).

By analyzing YKPB-PIR protocol model, this paper 
finds the following two main problems:

• In the generation stage of YKPB-PIR protocol model 
response algorithm, database indexes need to be tra-
versed, and FHE encryption algorithm is run on each 
index for bit-by-bit encryption. In fact, the encryp-
tion operation link is not necessary, can be based 
on the customer query message Q = (C0, . . . ,Cℓ−1) 
through the assignment to replace, which greatly 
reduces the number of homomorphic encryption 
and homomorphic addition number of operations.

• YKPB-PIR protocol response algorithm uses a large 
number of homomorphic ciphertext concatenation 
operations, the number of concatenation is the bit 
length of database scale, and the number of concat-
enation is positively correlated with homomorphic 
circuit depth. In order to ensure the correct decryp-
tion after homomorphic calculation of these con-
junction operations in FHE scheme, it is necessary to 
sacrifice the parameter size of FHE scheme or intro-
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duce a large number of extra computations to reduce 
noise, resulting in a high computational complexity 
of YKPB-PIR protocol model.

PIR protocol model based on mixed homomorphic 
encryption
This paper optimizes YKPB-PIR protocol model and 
proposes a PIR protocol model based on mixed homo-
morphic encryption. Firstly, the main construction idea 
of PIR protocol model based on mixed homomorphic 
encryption is given, and then the existing protocol model 
is given, and the correctness and security are analyzed.

The main idea
In view of the first problem of YKPB-PIR protocol model 
proposed in the previous section, YKPB-PIR protocol 
uses a lot of homomorphic encryption operations, which 
can be replaced by simple assignment operations. The 
details are as follows: Set r as any index of the database, 
and the following assignment operation is performed 
on it in this paper. For any bit of ri , 0 ≤ i ≤ ℓ− 1 , if 
ri = 1 , it is denoted as Cr,i = Ci ; otherwise, it is denoted 
as Cr,i = Ci + 1 , where 1 is FHE ciphertext of 1. So, if 
r = k , then

otherwise

The ψ̂r obtained by the assignment method is exactly 
the same as the ψ̂r generated by the original YKPB-PIR 
protocol model after traversing the database index and 
encrypting it bit-by-bit. The assignment method not only 
avoids the batch homomorphic encryption operation, 
but also simplifies the ciphertext homomorphic opera-
tion when generating ψ̂r.

Aiming at the second problem of YKPB-PIR proto-
col model proposed in the previous section: YKPB-PIR 
protocol uses batch serialization operation, this paper 
proposes an efficiency optimization method based on 
hybrid FHE encryption scheme. First, the privacy query 
user generates the privacy query index based on the 
single multiplication homomorphic encryption scheme 
(MHE) and sends it to the server. Then the server pro-
cesses the conjunction operation based on the sin-
gle multiplication homomorphic encryption scheme 
(MHE), and then transforms it into the FHE scheme to 
process the remaining simple operations. The advan-
tage of this method is that the multiplicative operation 

ψ̂r =
ℓ−1
⊠
i=0

Cr,i = 1,

ψ̂r =
ℓ−1
⊠
i=0

Cr,i = 0.

circuit depth of FHE scheme is independent of the 
database size and only related to the decryption circuit 
depth of the single multiplicative homomorphic encryp-
tion scheme, so a single multiplicative homomorphic 
encryption scheme with low decryption circuit com-
plexity can be selected to improve the efficiency of the 
model.

But the MHE scheme cannot perform homomor-
phic addition operations. Therefore, the follow-
ing homomorphic assignment operation cannot be 
performed

In order to solve this problem, this paper changes 
the client query generation algorithm in the YKPB-PIR 
protocol model, and generates the privacy query index 
k = (km−1km−2 · · · k0)2 as follows:

• Traversal i = 0, 1, . . .m− 1 , calculation
• Ci = MHE.Enc(pk ,ki) , C ′

i = MHE.Enc(pk , (ki ⊕ 1));
• Generated privacy query index
• Q = (C0,C

′
0, . . . ,Cm−1,C

′
m−1).

In this way, r is set as any index of the database. For any 
bit ri , the server can perform the following assignment 
operation: if ri = 1 , it is called Cr,i = Ci ; otherwise, it is 
called Cr,i = C ′

i.
The above are the main construction ideas of the pri-

vacy information retrieval technology model based on 
mixed homomorphic encryption. It can be seen from 
the above introduction that this model is more suitable 
for large-scale databases, and the larger the database size, 
the more obvious the efficiency advantage. The following 
first gives the bPIR protocol model of the database sin-
gle bit corresponding to the index, and then extends it to 
the BPIR protocol model of the database multi-bit cor-
responding to the index to enhance the practical model.

bPIR protocol model based on mixed homomorphic 
encryption
Let MHE = (MHE.Keygen, MHE.Enc, MHE.Dec, MHE.
Mult), is a single multiplication homomorphic encryp-
tion scheme whose decryption circuit depth on Z2 is 
d in plaintext space. The decryption function of MHE 
scheme is denoted as fDec , and the ciphertext homo-
morphic multiplication operation is denoted as ⊙ . 
FHE = (FHE.Keygen, FHE.Enc, FHE.Dec, FHE.Eval) is 
a FHE scheme on the plaintext space Z2 , which sup-
ports the ciphertext homomorphism operation with the 
maximum depth of the circuit L , ⊞ and ⊠ represents 
the homomorphism addition and multiplication of FHE 
ciphertext respectively. The server-side database DB is 
the binary string x of t bit. Meanwhile, the client wants 

Cr,i = Ci + 1.
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to retrieve the information of k bit, k ∈ [t] , whose 
binary can be expressed as k = (kℓ−1kℓ−2 · · · k0)2 , where 
ℓ =

⌈

log k
⌉

 , ki ∈ {0, 1} , 0 ≤ i ≤ ℓ− 1 . The bPIR protocol 
model based on mixed homomorphic encryption, Hyb-
FHE-bPIR protocol model for short, is composed of the 
following four algorithms:

• HybFHE−bPIR.Keygen(1�, 1L) : � for safety param-
eters, on the client side parameter generation phase, 
user A run (skMHE , pkMHE) ← MHE.KeyGen(1�) 
and (skFHE , pkFHE) ← FHE.KeyGen(1�, 1L) , 
query generation public and private key 
(pkHyb, skHyb) = ({pkFHE , skMHE , fDec}, skFHE)  , 
skMHE ← SWHE.Enc(pkFHE , sk

(i)
MHE) indicates that 

the skFHE key is encrypted bit-by-bit. The query pub-
lic key pkHyb = {pkMHE , pkFHE , skMHE , fDec} is sent to 
server S.

• HybFHE−bPIR.Query(pkHyb, k) : the client query 
generation phase, the first customer A index based 
on single MHE homomorphic encryption algo-
rithm based on secret k = (kℓ−1kℓ−2 · · · k0)2 
by bits encryption: Ci = MHE.Enc(pkMHE , ki) , 
C ′
i = MHE.Enc(pkMHE , (ki ⊕ 1)) , 0 ≤ i ≤ ℓ− 1 , query 

generation Q = (C0,C
′
0, . . . ,Cℓ−1,C

′
ℓ−1) news, and 

sent to the server S.
• HybFHE−bPIR.Response(DB, pkHyb,Q) : on 

the server side query response phase, when the 
server receives the S customer A query message: 
Q , S according to the algorithm 2 to generate query 
response message R.

• HybFHE−bPIR.Decode(skHyb,R) : In the final client 
decoding stage, when the client A receives the query 
response message R sent by the server S , it runs the 
FHE decryption algorithm on the message R and gets 
the retrieved information bk = FHE.Dec(skFHE , R).

Note that, MHE plaintext space does not have to be Z2 , 
it can also be Zp.

Theorem  1 (correctness) Let MHE and FHE be sin-
gle multiplication homomorphic encryption scheme 
and fully homomorphic encryption scheme on Z2 , MHE 
scheme supports homomorphic multiplication opera-
tion of any number of times, the circuit depth of decryp-
tion function fDec is d , FHE maximum supports cipher-
text homomorphic operation with circuit depth of L , 
(pkHyb, skHyb) ← HybFHE−bPIR.Keygen(1�, 1L) , For 
any t bit size database DB = b1b2 · · · bt , any query 
index k ∈ [t] , let Q ← HybFHE−bPIR.Query(pkHyb, k) , 
R ← HybFHE−bPIR.Response(DB, pkHyb,Q) , if L ≥ d , 
then

Proof According to the HybFHE-bPIR protocol model, 
for any r ∈ [t] , when r = k , there is MHE.Dec(skMHE ,ψ̂r) = 1 , 
otherwise MHE.Dec(skMHE ,ψ̂r) = 0 . Because of L ≥ d , then 
for any r ∈ [t] , when r = k has FHE.Dec(skFHE ,ψ̂

′
r) = 1 , 

otherwise FHE.Dec(skFHE ,ψ̂
′
r) = 0 . And because of 

bk ∈ {0, 1} , the following cases to discuss it. When bk = 1 , 
then

HybFHE−bPIR.Decode(skHyb,R) = bk .
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where 1 indicates FHE.Dec(skFHE ,1) = 1.

When ak = 0 , then.

where 0 indicates FHE.Dec(skFHE ,0) = 0.

Theorem  2 (Security). Assuming that both MHE and 
FHE schemes based on HybFHE-bPIR protocol model 
meet IND-CPA security, HybFHE-bPIR protocol model 
also meets IND-CPA security.

Proof Let single homomorphic encryption scheme 
MHE = (MHE.Keygen, MHE.Enc, MHE.Dec, MHE.
Mult) and partial homomorphic encryption scheme 
FHE = (FHE.Keygen, FHE.Enc, FHE.Dec, FHE.Eval) 
is the basic encryption scheme used in the construc-
tion of HybFHE-bPIR protocol model. If FHE scheme 
meets IND-CPA security, Next, it is proved that for the 
HybFHE-bPIR protocol model proposed in this section, 
if there is a probability polynomial adversary A that ε 
attacks successfully with non-negligible advantage, then 
there must be a probability polynomial adversary A′ 
based on adversary A that can successfully attack MHE 
encryption scheme with non-negligible advantage.

First, the opponent A′ and a challenger C′ instanti-
ate the semantic security game of the MHE encryp-
tion scheme as follows: The challenger C′ sends to the 
opponent A′ to query the public key pkMHE . For mes-
sage items m0 and m1 , say m0 = 0 , m1 = 1 , send m0 and 
m1 to challenger C′ . Challenger C′ randomly selected 
b ∈ {0, 1} , generated eb = MHE.Enc(pkMHE ,mb) , and 
sent to the opponent A′.

Then, adversary A′ plays the semantic security game 
of the Challenger and adversary A instantiating the 
HybFHE-bPIR protocol model: Adversary A sends to 
A′ two different database indexes, 1 ≤ i, j ≤ t . Let’s say 
x0 = i , x1 = j . A′ then randomly select q ∈ {0, 1} , and 
generate the query Qq as follows: Let xq binary expres-
sion as (αq,ℓ−1αq,ℓ−2 · · ·αq,0)2 , ℓ =

⌈

log t
⌉

 , xq bit-by-bit 
encryption: Traversing i ∈ [ℓ] , if αq,i = 0 , let Cq,i = 0̂ , 
C ′
q,i = eb , and vice versa, let Cq,i = eb , C ′

q,i = 0̂ , i.e. 
Qq = (Cq,0,C

′
q,0, . . . ,Cq,ℓ−1,C

′
q,ℓ−1) , where 0̂ and 1̂ stand 

for MHE.Dec(skMHE , 0̂) = 0 , MHE.Dec(skMHE , 1̂) = 1 

R = ⊞
r∈[n],br=1

ψ ′
r = ψ ′

k = 1,

R = ⊞
r∈[n],br=1

ψ ′
r = 0,

respectively, then A′ sends Qq to the adversary A , and 
then the adversary A returns a guess q′.

Because the probability that eb is 0̂ or 1̂ is 1/2. When 
eb = 0̂ is used, the elements in Qq are all 0̂ , According to 
the HybFHE-bPIR protocol model query response algo-
rithm, For all r ∈ [t] , there is ψ̂r =

ℓ−1
⊙
i=0

Cr,i = 0̂ , thus 
ψ ′
r = fDec(skMHE , ψ̂r) = 0 , where 0 and 1 stand for 

FHE.Dec(skFHE ,0) = 0 and FHE.Dec(skFHE ,1) = 1 
respectively, and finally there is R = ⊞

r∈[n],br=1
ψ ′
r = 0 . In 

this case, since the FHE scheme meets IND-CPA secu-
rity, the guess of the adversary A is independent of q , 
that is, the probability of the adversary A guessing 
q′ = q is 1/2.

When eb = 1̂ , Qq is the privacy query of xq , namely 
Qq ← HybFHE−bPIR.Query(pkHyb, xq) . As in this 
event, A′ behaved no differently from the actual chal-
lenger C . So let’s say that A has a success rate of 1/2+ ǫ.
A′ guesses b′ according to the following scheme, if the 

opponent A guesses q′ = q correctly, A′ will order b′ = 1 , 
otherwise, b′ = 0 . In summary, the probability of A′ 
guessing correctly can be calculated as.

Therefore, A′ can attack successful MHE encryption 
schemes with non-negligible advantage, which contra-
dicts the conditions assumed by the theorem. There-
fore, HybFHE-bPIR query response algorithm based 
on mixed homorphic encryption satisfies IND-CPA 
security.

In order to further enhance the practicability of Hyb-
FHE-bPIR protocol model, this paper extends it to the 
case of multi-bit index corresponding database, which is 
called HybFHE-BPIR protocol model.

BPIR protocol model based on mixed homomorphic 
encryption
MHE = (MHE.Keygen, MHE.Enc, MHE.Dec, MHE.
Mult) be a single multiplicative homomorphic encryp-
tion scheme whose plaintext space is Z2 and the decryp-
tion circuit depth on Z2 is d . The decryption function 
of MHE scheme is denoted as fDec , and the ciphertext 
homomorphic multiplication operation is denoted as ⊙ . 
FHE = (FHE. Keygen, FHE. Enc, FHE. Dec, FHE. Eval) is 
a partial homomorphic encryption scheme on Z2 , which 
supports a maximum ciphertext homomorphic operation 

Pr(b′ = b) =
1

2

(

1

2

)

+
1

2

(

1

2
+ ǫ

)

=
1

2
+

ǫ

2
.
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with circuit depth of L , and represents homomorphic 
addition and multiplication respectively.

The size of the server database is t bits, which is evenly 
divided into m 1-bit data blocks:DB = B1|B2 · · · |Bm , 
t = m · ℓ , Bi = (bi,1, bi,2, . . . , bi,ℓ) . The customer wants to 
retrieve the k th data block Bk , k ∈ [m] , whose binary can 
be expressed as k = (kl−1kl−2 · · · k0)2 , where ki ∈ {0, 1} , 
0 ≤ i ≤ ℓ− 1 . Then, BPIR privacy information retrieval 
technology model based on mixed homomorphic 
encryption, which is referred to as HybFHE-BPIR pro-
tocol model for short in this chapter, is composed of the 
following four algorithms:

• HybFHE−BPIR.Keygen(1�, 1L) : In the client 
parameter generation phase, user A runs and 
generates the query public and private key pair 
(pkHyb = {pkMHE , pkFHE , skMHE , fDec}, skHyb) ←

HybFHE−bPIR.Keygen(1�, 1L) , and sends the 
query public key pkHyb to the server.

• HybFHE−BPIR.Query(sk , k) : In the client query 
generation phase, user A selects the query index 
k ∈ [1, n] , generates a query message k ∈ [1, n] , and 
sends it to the server S.

• HybFHE−BPIR.Response(DB, pk ,Q) : In the 
server-side query response phase, when server S 
receives the query message Q from client A , server Q 
generates the query response message R according to 
Algorithm 3.

• HybFHE−BPIR.Decode(sk ,R) : In the final cli-
ent decoding phase, when client A receives the 
query response message R sent by server S , it 
runs the FHE decryption algorithm on the mes-
sage R , and gets the retrieved message block 
B′ = (FHE.Dec(skFSWHE , R1),FHE.Dec(skFHE ,R2),

. . . ,FHE.Dec(skFHE , Rℓ).

In essence, the HybFHE-BPIR protocol model can 
be regarded as the parallel operation of one HybFHE-
bPIR protocol: the query user DB = B1|B2 . . . |B2m 
extracts one bit of data from the same position in 
each data block to form the following m - bit database 
DBi = (b1,i, b2,i, . . . , bm,i) , 1 ≤ i ≤ ℓ . Then the user only 
needs to retrieve the k - bit data from each DBi . There-
fore, the proof of correctness and security of the Hyb-
FHE-BPIR protocol model is similar to the above section, 
and the details will not be repeated.

Conclusions
This paper focuses on the research of PIR protocol model 
based on homomorphism, especially for large-scale 
database retrieval. The proposed mixed homomorphic 
encryption is beneficial to the noiseless single multi-
plicative single homomorphic encryption scheme to 
deal with large-scale serialization operations. Then, the 
homomorphic scheme is used to process the remain-
ing simple operations. The homomorphic operation of 
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the homomorphic scheme only needs to support the 
decryption circuit of the single homomorphic encryption 
scheme, which no longer depends on the size of the data-
base, and can greatly improve the efficiency of the homo-
morphic privacy information retrieval model. Note that, 
for small-scale database retrieval, our model will lose its 
advantages due to the need for homomorphic transfor-
mation from MHE scheme to FHE Scheme, which is rela-
tively expensive in this situation. Next, in order to further 
improve the practicality of the model, we will provide 
effective implementation examples.
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