Yan et al. Cybersecurity (2023) 6:46
https://doi.org/10.1186/542400-023-00180-x

Cybersecurity

Aparecium: understanding and detecting

Check for
updates

scam behaviors on Ethereum via biased random

walk

ChuyiYan'? Chen Zhang'?, Meng Shen?, Ning Li'?, Jinhao Liu'?, Yinhao Qi'?, Zhigang Lu'? and Yuling Liu'*"

Abstract

Ethereum’s high attention, rich business, certain anonymity, and untraceability have attracted a group of attackers.
Cybercrime on it has become increasingly rampant, among which scam behavior is convenient, cryptic, antagonistic
and resulting in large economic losses. So we consider the scam behavior on Ethereum and investigate it at the node
interaction level. Based on the life cycle and risk identification points we found, we propose an automatic detection
model named Aparecium. First, a graph generation method which focus on the scam life cycle is adopted to mitigate
the sparsity of the scam behaviors. Second, the life cycle patterns are delicate modeled because of the crypticity

and antagonism of Ethereum scam behaviors. Conducting experiments in the wild Ethereum datasets, we prove
Aparecium is effective which the precision, recall and F1-score achieve at 0.977,0.957 and 0.967 respectively.
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Introduction

Ethereum is the most popular public chain in the block-
chain 2.0 era (Etherscan). Relying on smart contracts,
Ethereum has an extremely rich business scope (Badari
and Chaudhury 2021). It is precisely because of Ethere-
um’s convenient characteristics that the huge interest
temptation has attracted a large number of attackers.
The blockchain is experiencing an increasing number
of significant security incidents (BCSEC), with the busi-
ness layer being the most affected, accounting for 51.31%
of the overall economic loss. Scam behavior emerges as
the primary factor behind these losses. The second is
phishing, and the third is fakeICO (Initial Coin Offering)
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(Etherscan). Among them, phishing and fakeICO are
part of the scam. According to the “2022 Crypto Crime
Report” (Chainanalysis), scams caused losses of 14 billion
in 2021, double the 7.8 billion in 2020. It can be seen that
the malicious behavior of scams on the chain needs to be
paid attention to.

Cryptocurrency scams are investment fraud (Ethereum),
involving a crime of funds embezzling from participants
who want to profit from digital currency. Cryptocurrency
scam behavior can generally be divided into two types
(MURPHY). The first is a series of actions to gain access or
authentication rights to the target digital wallet and evade
tracking, i.e. activities to obtain private information such
as private keys, which may include access to secure hard-
ware, etc. The second stage involves exploiting the victim’s
psychological factors through deceptive financial tactics,
such as fake investment schemes using blockchain char-
acteristics to persuade them to avoid detection and track-
ing. We mainly study the life cycle and risk identification
points of the second type of scam behavior, a high-level
behavior, to understand and detect this behavior.
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There is less investigation and understanding work
on the blockchain. Su et al. (Su et al. 2021) conducted
a investigation on Dapp’s malicious behavior, and the
rest of the work focused on the overall understanding of
Ethereum, including normal transaction behavior analy-
sis (Chen et al. 2020c; Ao et al. 2021; Ron and Shamir
2013), while the investigation of the scam behavior chain
and the mining of intermediate gray nodes need more
work. The records of transactions on the chain can be
modeled as graphs naturally. The current construction
methods are roughly divided into random time period
based (Sayadi et al. 2019), random address based (Lin
et al. 2020a) and policy-based selective address based
method (Ao et al. 2021; Wu et al. 2020), but the graph
construction strategy for sample sparsity processing
needs to be studied urgently. In the field of on-chain
behavior detection, unsupervised learning was adopted
in the early stage (Pham and Lee 2016), and after the
accumulation of intelligence, the supervised machine
learning algorithm was used for detection (Chen et al.
2018). However, the early feature extraction generally
directly uses the attributes recorded on the chain with
some simple statistical features (Monamo et al. 2016;
Sayadi et al. 2019), which have low accuracy. Graph
representation learning (Perozzi et al. 2014; Grover
and Leskovec 2016; Weber et al. 2019) and deep learn-
ing (Kipf and Welling 2016; Hamilton et al. 2017) may
extract more complex feature at a high level to improve
the detection effectiveness. Although the above method
achieved a certain degree of success, the Ethereum scam
behavior study is still need more exploration. For more
related research, see Section Background and Related
Work.

The challenge for the detection of scam behavior gener-
alized as follow:

+ Crypticity Scams on Ethereum mostly exploit the
information asymmetry between the victim and the
fraudster and the anonymity of Ethereum itself. It is
difficult for the victim to aware the scam for a short
period of time, and to achieve entity penetration to
recover the loss afterwards. However, it is challeng-
ing to understand Ethereum scam behavior by ana-
lyzing the addresses behavior over time to stop losses
beforehand.

o Sparsity In Ethereum with more than 500 million
addresses, there are less than 2,000 scam behavior
markers(Etherscan). It can be seen that detecting
scam behavior on the chain is like looking for a nee-
dle in a haystack.
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o Antagonism Scam gangs will conduct sophisticated
transfers to counter existing detection mechanisms.
For example, using waterhouse mules and currency
mixing services to conduct long path transfers to
cover up criminal facts. Therefore, it is urgent to
develop detection methods that can capture the
criminal processes.

In response to the above challenges, the structure of
our study shows as Fig. 1.

o We attempt at investigation and understanding
Ethereum scam behavior at the node interaction
level. Our research uncovers a common and unique
Ethereum scam malicious behavior life cycle, and
gives a comparison of scam identification points for
different types of addresses. This transparent analysis
method can help remedy being cheated beforehand.

+ We model this detection problem as node classifi-
cation. To further fit the scam identification points
and realize automatic detection, we propose a novel
detection method named Aparecium to solve it.
Aparecium comes from the spell in Harry Potter,
which means manifesting. We generate the Ethereum
transactions graph using a method which retains as
much scam behavior scene data as possible. It also
retains the complete scam chain without losing the
intermediate crime process to mitigate the sparsity.
On this graph, we capture the network structure,
pure semantics, and time mixed features by our
biased sampling method with adjustable weight and
classify the node by the random forest model.
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+ We conduct experiments in the wild Ethereum world
and prove Aparecium is effective. Experimental
results show that, the precision, recall and F1-score
achieve at 0.977, 0.957 and 0.967 respectively, which
is outperform than the other compared method.

Background and related work

Blockchain Scam Behavior Investigation and Understand-
ing During this year, more and more methods to extract
high-order features of events have been put into the field
of abnormal behavior detection (Alsulami 2022; Manoj
and Bhaskari 2016; Chhabra et al. 2020). They use deep
learning-based method (Do Xuan and Dao 2021; Yu et al.
2021a) or graph-based method (Irshad et al. 2021) to
make advanced persistent threat (APT) detection. How-
ever, there are relatively few abnormal behavior investi-
gations and understanding works on the blockchain. Su
et al (Su et al. 2021). proposed to use long short-term
memory (LSTM) to extract time-series features from the
Ethereum dynamic contract call graph to detect anom-
aly behavior in contract interaction and the stage of the
attack. The rest of the work focuses on the analysis of
various behaviors (not limited to abnormal behaviors) on
Ethereum, like (Chen et al. 2020c¢),(Ao et al. 2021), (Ron
and Shamir 2013).

Blockchain  Transaction Graph Construction In
Ethereum, not limited to the transfer behaviors, calls
between smart contracts are also recorded on the chain
in the form of transactions. To analyze anomalies and
behaviors on the blockchain, a suitable approach is to
model the data as a graph structure. However, the mas-
sive amount of data in the blockchain is not easier
analysis and detection. So it is necessary to construct
transaction subgraphs by pruning irrelevant information
without losing valuable data. Current construction meth-
ods can be divided into random time period based (Say-
adi et al. 2019), random address based (Lin et al. 2020a)
and policy-based selective address based (Ao et al. 2021;
Wu et al. 2020) method. Due to the sparseness of abnor-
mal samples in a period of time, the pruning effect is not
ideal. In order to improve the efficiency of model train-
ing, the graph construction strategy for abnormal behav-
ior of Ethereum needs to be studied urgently.

Blockchain Abnormal Behavior Detection In the early
stage of blockchain development, unsupervised machine
learning methods were often used. These methods usu-
ally combine with attack data constructed by researchers
and extract features of potential malicious behaviors on
the chain for detection. It generally uses raw data (such
as amount, transaction fee, etc.) and network character-
istics (in-degree, out-degree, etc.) directly available from
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the chain as algorithm input (Pham and Lee 2016; Mon-
amo et al. 2016; Sayadi et al. 2019). With the deepening of
on-chain behavior research, supervised machine learning
algorithms were used commonly, cooperating with the
accumulated labeled datasets to extract features accord-
ing to the importance of features in the process of algo-
rithm classification (Chen et al. 2018; Ostapowicz and
Zbikowski 2019a). After the graph representation algo-
rithms developing, structure-based graph representation
learning algorithms (Perozzi et al. 2014; Grover and Lesk-
ovec 2016; Tang et al. 2015) and graph representation
learning algorithms that combine attributes (Hu et al.
2019; Wu et al. 2020; Lin et al. 2020a; Weber et al. 2019)
are used commonly. Although there have been achieve
some success, the adaptation of the method to the abnor-
mal behavior on the chain needs to be improved. Mean-
while, the feature extraction work that is highly adapted
to the scam behavior on the Ethereum chain still needs to
be further studied.

Behavior investigation and understanding

We manually investigated and analyzed the behavior
chains and features of malicious addresses using the
Ethereum visualization tool (breadcrumbs) and the
Ethereum token browser (Etherscan; Ethplorer). We
found the Ethereum transactions scam abnormal behav-
ior process and its corresponding typical suspicious
features.

Ethereum transactions scam abnormal behavior process
After manual investigation and analysis of malicious
addresses, we try to restore the attack site and study the
chain of abnormal behavior in-depth. We found that
the scam behavior on Ethereum usually goes through 4
stages. The overview is shown in Fig. 2, and more spe-
cific examples will be analyzed later in Section Case
Study.

After thorough examination and analysis of malicious
addresses, reconstructing the attack site, and studying
the sequence of anomalous activities, we have identified
a clear four-stage progression in the deceptive practices
observed on Ethereum. A comprehensive overview of
these stages is presented in Fig. 2, while detailed illustra-
tions and analyses of specific instances will be provided
subsequently in Section Case Study..

The first stage is the Bait Collection stage, and the main
goal of which is to collect preliminary information. In
this stage, bait collectors mainly collect source data such
as vulnerability information, target financial interest
information, etc., and make the bait with the assistance
of bait packers, so as to prepare for further accurate bait
placement.
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Fig. 2 The overview of the Ethereum scam behavior process

The second stage is the Trap Exploitation stage, the
main goal of which is to attract funds. Attackers through
hiding contract code, using false advertisements, delib-
erately releasing exploitation as bait to lure other greedy
attackers, making fakeICO, and directly using exploi-
tation (such as contract reentrancy attacks) methods,
transfer funds from victims to the waterhouse manager.

The third stage is the Lateral Transfer stage, the main
goal of which is to quickly wash out the suspects after
the first two stages of exposure, so as to prepare for cash
out. Because of the immutability and public visibility of
the blockchain, the exposure of the first two stages will be
inevitable. So the waterhouse manager will pass the funds
to waterhouse mules composed of multiple unmarked
addresses or the currency mixing service (Seres et al.
2019) before it is about to be tracked, in order to com-
plete the transformation from pseudo-anonymity to
true anonymity. The backhand of multiple unmarked
addresses still has a certain potential for traceability, but
once the currency mixing service is used, the currency
flow will no longer be clear, and the difficulty of tracking
and detection will be greatly increased.

The fourth stage is the Actions for Profit stage, the main
goal of which is to cash out, that is, change from virtual
currency to real fiat currency. In this stage, the attacker
completes the cash out in different addresses of different
exchanges by using decentralized exchange addresses,
ending the entire attack chain.

According to our findings, between the third stage and
the fourth stage, no matter what method is adopted in
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the third stage, the lateral transfer will eventually form
a closed loop with the exchange or currency mixing ser-
vice . After the closed loop with the exchange is formed,
it is convenient to cash out. While after forming a closed
loop with the currency mixing service, we could not find
out whether the funds eventually flowed to the exchange
because the subsequent addresses were difficult to trace.
But according to our speculation, if the attacker wants
to make a profit, she will eventually need to enter the
exchange to cash out.

From the analysis of the four stages, we can infer that
to detect and prevent malicious behavior in advance or to
perform on-site restoration and tracking afterward, it is
best to take action before the malicious chain has entered
the mixing service or the exchange to cash out. It can
reduce the difficulty of tracing and stopping losses.

Ethereum transactions scam behavior feature analysis
Through the analysis of normal addresses and abnormal
addresses in the Ethereum token browser, according to
their corresponding risk identification points, normal
addresses can be divided into four categories, and abnor-
mal addresses can be divided into two categories.

By comparing normal addresses and abnormal
addresses with existing intelligence, the risk identification
points that need to be investigated are active time span,
day maximum balance, day transfers number, final bal-
ance, and the maximum daily balance minus minimum
daily balances(in a time period with frequent transac-
tions) divided by the number of the total transfers which
representing average transaction volume in a period of
time with frequent transactions. The comparison of risk
identification points of various addresses is shown in
Table 1, where BMax represents the maximum balance,
BMin represents the minimum balance, and NT rep-
resents the total transfer number, in the period of time,
respectively.

Normal addresses are divided into 4 categories
according to risk identification points. The first cat-
egory is large institutions, such as wallets, mining
pools, and exchanges. Their active time span is usually
very active, and transactions are being executed every
day; although their daily maximum balance fluctuates,
they are stable around a certain average value, and the
amount of funds held is in M units. Although the num-
ber of daily transfers fluctuates, it is relatively stable, and
there is no rise or disappearance in a short period of
time, and the number of times is in units of thousands;
(BMax — BMin)/NT is also low, which means that the
income and expenditure are basically balanced. It can
reflect its characteristics as a trading platform, as shown
in Fig. 10a.
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Table 1 Comparison of risk identification points for different types of addresses

Page 5 of 16

Active Time Span Day Maximum Day Transfers Final Balance BMax-BMin/NT
Balance Number
Normal Large institutions Very active. Transfers Relatively stable Relatively stable High. Low.
occur in every day. with a little fluc- with a little fluctua-
tuations. Held funds tions.
amount in M dollars.
Ethereum tryer Across the entire Change occur ifthere  Discontinuous. Under — Low. Slightly higher
address life cycle is a transaction. Held 100 trans/day. than larger institutions.
with 3-4 months. funds amount in K
dollars.
Ethereum specula- Across the entire Fluctuated with- Discontinuous. Under  Low. Slightly higher
tors with financial address in long life out intensive volatility. 100 trans/day. than larger institutions.
knowledge cycle with more
transfers.
Ethereum shortterm Across the entire Change occur if there  Discontinuous. Under  Low. Slightly higher
holders address in life cycle is a transaction. Held 10 trans/day. than larger institutions.
with only 1-2 days. small funds.
Scam  Theif Across the entire Wild fluctuations. Maintain in single dig-  Tend to 0. High.
address in life cycle its with long term.
with short time.
Bandit Very active in a short Wild fluctuations. High but much smaller Tend to 0. Very High.

term.

than large institutions.

The second is Ethereum tryers, such as those who have
no prior financial knowledge but try to play coins. Their
active time span usually spans the entire address life
cycle, but the life cycle is usually only 3-4 months; their
daily maximum balance is performed in units of thou-
sands, and the amount of funds is relatively small. The
number of daily transfers is not continuous, generally no
more than 100 transactions per day; the amount of funds
held in the balance is small, and it tends to transfer cur-
rencies only with a game mentality. (BMax — BMin)/NT
is slightly higher than that of stable large institutions, but
it conforms to the discipline of normal transactions, as
shown in Fig. 10b.

The third is people who are trying to make a profit with
ether with some prior knowledge of finance and adopting
financial activities. Its active time span is large, spanning
the entire address life cycle. The life cycle is long, but
generally shows great interest in the initial market entry
stage and conducts multiple transactions, which only
maintains occasional transactions as interest weakens in
the later stage. The maximum daily balance is calculated
in units of 10 thousand, but the fluctuation is large gen-
erally without intensive fluctuation. The number of daily
transfers is not continuous and generally does not exceed
100 transactions per day. The balance shows that the
amount of funds held is small so it also belongs to cur-
rency players. (BMax — BMin)/NT conforms to the dis-
cipline of normal currency trading, as shown in Fig. 10c.

The fourth is Ethereum short-term holders. This type
of address behaves differently from the second category.
Although its active time span spans the entire address life
cycle, its life cycle is very short, only 1-2 days. The daily
highest balance is dominated by small amounts of funds,
and the number of daily transfers is also dominated by
single digits. The amount of the final balance is small.
However, although this type of address is not marked as a
malicious address, its behavior also conforms to the char-
acteristics of the intermediate address used in the Lateral
Transfer phase. So this type of address can also be classi-
fied as a suspicious address, as shown in Fig. 10d.

The abnormal addresses are divided into two catego-
ries according to risk identification points. The first is
small malicious addresses (similar to thieves) that need
to deal with a small amount of stolen money. Its active
time span is similar to the second to fourth categories of
normal addresses, but its daily maximum balance fluctu-
ates greatly. After a period of time, continue to transfer
funds, that is, the Lateral Transfer stage lasts for a long
time so the amount of transferred assets is low. The num-
ber of daily transfers is small, in order to simulate nor-
mal address behavior to avoid detection. Its balance is
generally cleared, which means all stolen funds have been
cashed out. (BMax — BMin)/NT is extremely high, and
the balance generally decreases significantly within a few
hours. The purpose is to quickly cash out and make a
profit, as shown in Fig. 9a.
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The second is large malicious addresses that need to
deal with a large amount of stolen money (similar to the
bandit). Its active time span and life cycle spanning the
entire address are continuous and intensive. The daily
maximum balance fluctuates greatly, showing a sudden
increase in a short period and then a rapid and intensive
decrease; the number of daily transfers occurs multiple
times within a few hours but it is much smaller than the
scale of the exchange, and there are intensive transfers
for a period of time to complete large-scale cash out in
a short period of time. Similarly, the balance is generally
cleared to complete the cash out of all stolen funds, as
shown in Fig. 9b.

Our investigation provides a fresh perspective on scam
cybercrime research. In order to preserve a substantial
amount of on-site data and intermediate chains related to
malicious behavior, and leverage identified risk points for
automatic detection of large-scale Ethereum scams, we
propose a new solution. This solution involves designing
an Ethereum transaction graph generation process based
on the scam behavior, and utilizing a feature extraction
algorithm. These approaches aim to retain malicious
behavior data and detect abnormal behavior effectively
on the Ethereum.

Problem statement
In this section, we present the detection problem and its
relevant concepts.

Ethereum Transactions Network We model Ethereum
transactions network as a graph G = (V,y, Ey5, ENyp, FE 1),
where V,;; and E,j represent the whole set of nodes and
edges on Ethereum respectively. FN,; € RIVaul*&1 and
FE,y; € RIEaul*@ yepresent the matrix of nodes features and
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edges features respectively, where d; and dj is the dimension
of features respectively.

Ethereum Transactions Graph Generation Problem
Given the set of nodes V,,; and the Ethereum trans-
actions network G, where V,,; represents the set of
scam addresses that have been marked through vari-
ous types of intelligence(Etherscan) (Cryptoscamdb)
(Ethplorer). Our purpose is to extract the sub-graph
Girans = (V,E,FN, FE) adapting to our detection task.
V = Vit YU Viormai where V,o41 is the normal nodes set
sampled from V. E is the edges set linked V. EN € R!VI*%
and FE € RIE#% represent the matrix of nodes features
and edges features respectively, where d; and d» is the
dimension of features respectively.

Although using the full amount of data on Ethereum
can provide a comprehensive understanding of on-chain
behavior, it will make difficulty to analyze sparse mali-
cious behavior, and will also affect machine learning or
deep learning models. Specifically, the full amount of
data results in a high cost in computational consump-
tion and training time of behavior mining. On the other
hand, the full amount of data will increase the sparsity
which may restricts models scalability. Therefore, before
detecting and analyzing abnormal behaviors, by sampling
the full amount of data, a transaction sub-graph that can
reduce model computation should be constructed.

Ethereum Scam Behavior Detection Problem Given
Girans = (V,E,FN, FE), we are aimed to find the scam
behavior nodes set V; C V. Label y € {0,1} represent
whether the node v € V is scam or not. Our propose is
given Gyyus and the training set 7 = {(v, y)} then predict
the scam probability Pr,,,, of testing set nodes Vyeg.
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The aparecium model

In this section we detail the Aparecium model. Firstly,
we propose our graph generation method. Based on the
graph embedding, then we propose a feature extrac-
tion method adapting with the risk identification points.
Finally, we give the specific classification method using in
our model. Figure 3 shows the overall flow chart of our
detection method.

Ethereum transactions graph generation based

on the process of scam behavior

This section details our proposed algorithm. Taking
Vevii as the center, the sub-graph derivation strategy is
obtained by the characteristics summarizing from Sec-
tion Behavior Investigation and Understanding. The
schematic diagram of the graph generation process is
shown in the overall flow chart. Its pseudocode is shown
in Algorithm 1.

By comparing the scam intelligences (such as phish-
ing, scamming, FakeICO, etc.) on Ethereum disclosed by
Cryptoscamdb, Etherpoler, and Etherscan, if an address is
marked as malicious by more than 2 of them, the address
is selected as the central address for follow-up genera-
tion. All the above central addresses form the input V,,;
of Algorithm 1. On lines 1-3, we initialize the transaction
graph Gqus noting its nodes, edges, nodes features and
edges features as (V, E, EN, FE) respectively. We add V,,;
as the nodes’ initialization. Then we get features of v € V/
by function get_address_node_features. On lines 4-10,
we get all addresses matching the transactions from the
central addresses set adrs; € V,,; as the first hop. Spe-

cifically, we first get transactions txs® of adrs; by the func-
tion get;xs and then merge all the addresses and edges
with adrs; in txs® to set V and E respectively. Thirdly,
add the matching edge features and node features in
FE and FN by functions get_address_edge_features and
get_address_node_features, respectively. The central
address nodes and the required transactions information
form the seed dataset.

According to our research on scam behavior on
Ethereum, we fix as many details and processes of scam
behavior as possible in the dataset and finally form an
extensive dataset. On lines 11-23, we generate the next hop
of the graph, if a node txs?tep .adrs reaches the exchange,
currency mixing service, no follow-up out, or 10 hops have
been performed in a certain hop, the graph generation
stops. Otherwise, all nodes in the new hop become a new
round of central addresses for follow-up generation (lines
16-20) whose functions are the same as those on lines 5-9.
Finally, output the transaction graph G5
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Algorithm 1 Ethereum Transactions Graph
Generation Based on the Process of Scam Behavior

Input: V,,;: A dataset of disclosed malicious ad-
dresses obtained through intelligence matching;
mazx _generate _step = 10 (default).

Output: Girens = (V,E,FN,FE): Transactions

graph.

1: V=E=FN=FFE =g, step = 0;

2. V=V UVeu;

3: FN = FN U get_address_node_features(adrs €
‘/evil);

for each address adrs; € Ve, do
tzs® = get txs(adrs;);
V =V Utxsd.adrs;
E = EU < adrs;, txs).adrs >;
FE = FE U get_address_edge_features(<
adrs;, tws?.adrs >);
9: FN = FN U get_address_node_features(txs?.
adrs);
10: end for
11: while (step < max_generate_step) do

12: if tws)".adrs exist Exchange or Mizing
Service or No Out then

13: break;

14: end if

15:  for each address txs;"".adrs € tzs*'? do

16: tes*tertl = get trs(tes'P.adrs);

17: V=Vu tmsftePH.adrs;

18: E=FEU< txspr,adrs,twsftepﬂ.adrs >;

19: FE = FE U get_address_edge_features (<
tesS P .adrs, t:rsftep"'l.adrs >);

20: FN = FN U get_address_node_features
(tzsS' Pt adrs);

21: end for

22: step++;

23: end while
24: return Gypgns = (V, E, FN, FE);

After the comparison, a total of 1,710 addresses were
marked as malicious by more than 2 websites. Through
the above generation method, 45,077 addresses that
may be exploited (including the identified malicious
addresses) were finally obtained. With the search and
fixation of the process, at the same time, the pruning of
massive Ethereum data has been completed too. As the
number of V,,;; and the max_generate_step are constant,
our graph generation method can be completed in O(n)
time which # presents the number of addresses in each
step’s transactions.
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Ethereum scam behavior feature extraction based

on graph embedding

The ultimate goal of our proposed feature extrac-
tion method is to learn the node mapping function
f:V — gV where £ is the embedding space
and d is the dimension of the embedding, to obtain
the final node embedding. Inspired by the Skip-
Gram model, we use stochastic gradient descent to
maximize the likelihood function of the model, i.e.
maxy > ey logPr (Neighbor(v) | f(v)), to get optimal
mapping function. Due to the variety of scam behav-

iors on Ethereum, through the research and min-
ing of disclosed intelligence, three major categories
of characteristics need to be considered. The first is
the network structure feature. We form the network
structure feature with the node in-out ratio and mali-
ciousness. The second is the pure semantic feature,
formed by the cumulative transaction amount and the
number of transactions. The third is the time mixed
feature, formed by timestamp and naughty proper-
ties (detailed in the following). These three types of
features can provide a more refined understanding of
node behavior, paving the way for subsequent scam
behavior detection.

Random Walks Given the current node v, obtain a
sequence of nodes with a fixed length /, and select the
next node n with:

Tyn
—, if(v,n) € E
Pr(si=n|si-1=v)= Z (1)

0, otherwise

where s; represents the i-th node in the sequence, 7, is
the transition probability before normalization from the
current node v to the next node #, and Z is the normali-
zation constant.

Search Bias Although the popular node embedding
algorithm Node2vec has a strong ability to express the
local and global information of the network structure,
for the Ethereum transaction network with hidden
scam behavior, features such as the out-degree, in-
degree, first-and-second-order neighbor nodes state-
ment, transaction amount, number of transactions,
timestamp, and turnovers changes are also very impor-
tant. In order to ensure that more relevant features
are retained in extraction, we design a biased random
walk strategy based on the above three types of features
which all in the time ¢ (default £ = 1 year).

Let v denote the current node, and Nbr, denote the
set of neighbor nodes of v.

1)

()
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Network Structure In-out ratio and Maliciousness

In-out ratio bias: After our manual analysis of the
behaviors of disclosed malicious addresses, the
analysis shows that the addresses used in malicious
behaviors have a relatively unbalanced ratio of in-
and out-degrees, which deviates greatly from nor-
mal transaction behaviors. Let the in-out degree
ratio of a node be

Moyt lf 1y =0
Hiy, elseif noyy =0
D(v,n) = . 2)
Hin/Nout, else if Ny > Moyt

Hout [Nin, else lf Nin < Moyt

where n € Nbry, noy; represents the out-degree of n,
and #;, represents the in-degree of n. The transition
probability from v to # is defined as

D(v,n)

Prp=——"—"+
> eNbr, DV 1) ®)

Maliciousness bias: The analysis of scam behav-
ior shows that it is generally difficult for a single
address to complete the entire malicious behav-
ior chain, and another malicious address is gener-
ally required at the first or second-order neighbor
nodes in the chain. Therefore, we define the mali-
ciousness of a node as

2, if EA
1, elseif EB (4)
0, otherwise

E(v,n) =

where EA represents “n is scam” and EB represents
“n is normal but its neighbors exist scam behaviors”.
The transition probability from v to # is defined as

E(v,n)

Prp= ——F—
S e, B0 ) )

Network Structure Bias Parameter o: To balance
the two features used in the network structure, we
define parameter « (a € [0, 1]). The unnormalized
partial transition probability between v and # nodes
defines as

Tyn(e) = Pre; - Pr};“ (6)

Pure Semantic Amount and the number of transac-
tion.
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Amount bias: There is more than one transaction
between two nodes. During the analysis of the
transaction amount, we simply treat the transaction
graph as an undirected graph, and take the total
amount between the two nodes. Similar to tradi-
tional financial fraud, most scam behaviors involve
the transfer of large funds. Let the total transaction
amount between v and n be A(v,n) = _ amount,
,where amount; is transition amount in period of
time ¢, 1 year for default. The transition probability
from v to n is defined as

A(v,n)

Prp= =——F 7
S e, A0 ) @

The number of transaction bias: In order to make
profits as soon as possible and eliminate evidence,
the number of transactions of scam addresses
will increase significantly compared with normal
addresses. Let the total number of transactions
between v and v be R(v, n). The transition probabil-
ity from v to # is defined as

R(v,n)

Prp= 8
Zn’ €Nbr, R(V’ n ) ( )

Pure Semantice Bias Parameter B: To balance the
two features used in the pure semantic, we define
parameter B (B € [0,1]). The unnormalized par-
tial transition probability between v and # nodes
defines as

Ton(B) = Prly - Pry * )

Time Mixed Timestamp and naughty.

Timestamp bias: Similar to the traditional case
investigation, the transactions that occurred close to
the median time of malicious activity by malicious
nodes deserve our attention, so the time difference
T (v, n) = |(timestamp,,, — Mid (timestamp,1oa1))|
The transition probability from v to # is defined as

T(v,n)

Prp=1—— "+
S enor, TG 10

Naughty bias: In order to transfer the stolen funds
quickly and covertly, the attacker usually adopts the
transfer in multiple transactions to clear the balance
in the malicious address. So we define an attrib-
ute that can reflect this behavior, named naughty,
abbreviated as Nty,
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Nty(u,x) = balance,,,, — balance,,;;,

(11)

> day_trans_num

where > day_trans_num corresponds to the total
number of transactions used. The transition prob-
ability from v to # is defined as

Nty(v, n)
Nty(v,n') (12)

P}’Nty = Z }
n €Nbr,
Time Mixed Bias Parameter y: To balance the two
features used in the time mixed, we define param-
eter y (y € [0,1]). The unnormalized partial transi-
tion probability between v and # nodes defines as

Ton(y) = Prly -Pr]{[;yy (13)

Combining the three parts of the transition prob-
ability, the final transition probability function
between v and n nodes before normalization is
obtained as

Tyn (@, B, y) = (Tyn(@) + Tvn(B) + 0vu(y)) - w

(14)

where w is the original weight in the graph (if not
exist, set it as 1).

Embedding. By pre-computing m,,, a biased ran-
dom walk sampling is performed to obtain the node
sequence. Finally, the mapping function f is obtained
by optimizing the stochastic gradient descent method
to get node embedding features. The sampling process
adopts the alias sampling technique, i.e., the feature
extraction part can be completed in O(1) time. Its
pseudocode is presented in Algorithm 2.

Specifically, on lines 1-3, we pre-compute the
non-normalization transition probability 7= of each
node in Ggqps by the function PreprocessTransProba
bility and then add = in the graph Gyys as a feature of
edges. On lines 4-17, we iterate r times and each time,
we conduct the proposed bias random walk meth-
ods on lines 7-14. The function GetNeighbors gets the
neighbor nodes of the current node by the bias strat-
egy and the function AliasSample is the Alias sam-
pling method in which the probability distribution is
7. On lines 18-19, we optimize the mapping function
fby stochastic gradient descent. Finally, we obtain the
embedding mapping function f.
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Algorithm 2 Ethereum Scam Behavior Feature
Extraction Based on Graph Embedding

Input: Gyans = (V,E,FN,FE): The transaction
network graph; d: Embedding dimensions; r: Walks
per node; wil: Walk length; k: Context size; a: Net-
work structure bias parameter; 3: Pure semantic
bias parameter; v: Time mixed bias parameter.

Output: f: The mapping function.

Lom= PreprocessTransProbability(Girans, @, 3,7);
2: Gtrans = (V;E7FN>FE77T)1
3: set walks = O;

4: for i =1tor do

5: for each node u € V do

6: walk = [u];

7 for walk_iter = 1 to wl do

8: # Do walk sampling.

9: curr = walk[-1];

10: Veurr = GetNeighbors(curr, Gy, uns, @,
11: B:7);

12: s = AliasSample(Veyrr, 7);
13: walk = walk.append(s);

14: end for

15: walks = walks.append(walk);
16: end for

17: end for

18: f = StochasticGradientDescent(k, d, walks);
19: return f;

Ethereum scam behavior detection

Using the feature extraction method, we finally obtain
the nodes embedding as features. Compared with the
popular classification models, together with the raw
features mentioned above, we feed the features into the
random forest classifier. Given the ground truth label y
and the combining features, through the bootstrap phase
and the growing phase, finally we get the stable random
forest(Breiman 2001).

Experiment

In this section, we show the experimental results of the
above-proposed graph generation method and detection
methods Aparecium. First, we demonstrate the superior-
ity of the graph construction method by comparing the
horizontal and vertical methods. Second, we conduct
comparative experiments on detection schemes with
multiple model comparisons. Finally, deploy Aparecium
to Ethereum to discover new scam-relatively behav-
iors. The dataset is now open to https://drive.google.
com/drive/folders/1Ap4sMsmg5pZZi-Y3_Y Wxhfl8ZhW
zbcRn?usp=sharing.
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Graph generation method evaluation

In this subsection, we conduct experiments on the
Ethereum transaction subgraph obtained by the method
described in Section The Aparecium Model. We use
four popular feature extraction methods combined with
the random forest classifier to detect scam behavior on
Ethereum. At the same time, we compared four other
popular Ethereum graph generation methods and found
that the graph generation method proposed in this paper
has stability and universality.

Baseline Methods For the node embedding method,
we compared two kinds of graph representation learn-
ing methods and two kinds of graph deep learning
methods to test the stability in the horizontal method,
namely DeepWalk (Perozzi et al. 2014), node2vec (Grover
and Leskovec 2016), GCN (Kipf and Welling 2016) and
GraphSage (Hamilton et al. 2017). At present, the popular
Ethereum graph generation methods can be divided into
random time period-based, random address-based, and
policy-based selective address graph generation meth-
ods. We compare these 3 types of methods to test the
dominance of our methods over longitudinal methods.

Metrics We consider three evaluation metrics, namely
precision, recall and Fl-score. The three metrics are
defined as follows:

Precisi 7TP 15
7 =
ecision TP + EP (15)
Recall TP 16
ecall =———
TP + FN (16)
Precision * Recall

F1 — score =2 % (17)

Precision + Recall

where TP is true positive, FP is false positive and FN is
false negative. The specific results are shown in Table 2.

Main Results (1) Compared with graph representation
learning, the graph deep learning model has a stronger
expressive ability, so the final result is slightly better than
the two graph representation learning methods. But the
results in the horizontal method are not much different
so it proves the stability.

(2) For the graph generation method based on the ran-
dom time period, all data from 2018.1 to 2020.5 were
selected in the experiment. After simple noise processing,
the proportion of abnormal nodes was only 0.059%. For
the method based on random address, the experiment
start from the 1165 source nodes including 1157 mali-
cious nodes. 2,973,382 nodes were randomly crawled,
and the proportion of abnormal nodes was only 0.038%.


https://drive.google.com/drive/folders/1Ap4sMsmg5pZZi-Y3_YWxhfl8ZhWzbcRn?usp=sharing
https://drive.google.com/drive/folders/1Ap4sMsmg5pZZi-Y3_YWxhfl8ZhWzbcRn?usp=sharing
https://drive.google.com/drive/folders/1Ap4sMsmg5pZZi-Y3_YWxhfl8ZhWzbcRn?usp=sharing
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Table 2 Performance comparison in different models and graph generation methods

Random time period based

Random address based

Policy-based selective addresses

Li’s (Li et al. 2021) Chen’s (Chen et al. 2020a) Chen’s (Chen Wu’s (Wuetal. Ours
etal.2021) 2020)

Deepwalk Precision 0318 0.595 0.782 0.799 0.911
Recall 0518 0.158 0.727 0.762 0.729
F1-score 0.394 0.250 0.753 0.780 0.810

Node2vec Precision 0.364 0.648 0.827 0.870 0.864
Recall 0.543 0.157 0.749 0.822 0.842

F1-score 0436 0.253 0.786 0.845 0.853
GCN Precision 0417 0.628 0.881 0.932 0.984
Recall 0.580 0.174 0.719 0.720 0.848

F1-score 0485 0.272 0.792 0813 0.911

GraphSage Precision 0.387 0.610 0.854 0.970 0.949
Recall 0.569 0.154 0.703 0.746 0.851
F1-score 0461 0.246 0.771 0.844 0.897

Bold values indicate the highest performance method

Since the downstream task is the anomaly detection task,
these two types of methods do not perform graph prun-
ing and imbalance processing at the construction level, so
the final detection performance is not ideal.

(3) For policy-based selective addresses, two strategies
are compared in the experiment. The first one contains
1259 phishing addresses, and 1259 normal addresses and
first-order neighbor addresses are randomly selected,
with a total of about 60,000 nodes and abnormal nodes.
It accounts for 2.098%; the second type contains 1,000
phishing addresses, and randomly selects 1,000 normal
addresses, a total of about 80,000 nodes, and abnor-
mal nodes account for 1.250%. It can be seen that when
abnormal nodes proportion increase, the final detection
performance will also be further improved.

(4) Our method belongs to a strategy-based selective
address graph generation method, with abnormal nodes
accounting for 3.793% that the final detection perfor-
mance has certain advantages. Under such a subgraph,
the behavior and semantics of malicious nodes can be
better learned. Also, the analysis and detection of mali-
cious behaviors on Ethereum can be focused on.

Feature extraction method and classification model
evaluation

Baseline Methods This paper proposes an embedding
algorithm suitable for the detection of scam behavior
in Ethereum. In order to reflect its advantages, we use
other network embedding algorithms for comparison.
Among them, DeepWalk and Node2vec are node embed-
ding methods based on the walking strategy, in which
DeepWalk is a random walk, and context learning is per-
formed through co-occurred nodes. Node2vec is a biased

walk, and node context learning is performed through
the offset of local and global. Trans2vec is a biased walk
for Ethereum’s phishing behavior. GraphSage and GCN
are node embedding algorithms for deep neural networks
and learn node context through the aggregation of neigh-
bor features. T-EDGE (Lin et al. 2020b), I’lBGNN (Shen
et al. 2021) and MCGC (Zhang et al. 2021) are detec-
tors which dedicate to the Ethereum abnormal behavior
detection.

Besides, we also compared the popular classification
models which will impact the detection performance. We
compared with logistic regression, isolate forest, support
vector machine (SVM) and naive bayes under our feature
extraction method.

Implementation Details To implement the above
embedding algorithm, we use the following parameters.
For the walk-based embedding algorithm, we set the fol-
lowing parameters: embedding dimension d = 32, length
of walk / = 7, number of walks per node r = 20, context
size k = 9. For node2vec, set p = 0.75, ¢ = 2; for Trans-
2vec (Wu et al. 2020), set search bias parameter & = 0.5;
for our proposed feature extraction part, set network
structure bias parameter o = 0.9, pure semantic bias
parameter 8 = 0.5, time mixed bias parameter y = 0.2.
For the neural network algorithm GraphSage and GCN,
2 layers of convolutional layers are set, the first layer
uses 512 neurons, the second layer uses 256 neurons,
the embedding size is 256 dimensions, the learning rate
is 0.01, and the epoch is 40. For the detectors algorithm,
we use the framework and optimal parameters detailed in
their papers respectively.

The effects of embedding To highlight the significance of
risk identification features, we conducted an experiment
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Table 3 Results of nonembedding algorithms of single feature

Method Precision Recall F1-score
In out degree percentage only 0.248 0.820 0.381
Suspicious degree only 0.608 0.928 0.114
Transaction total amount only 0.275 0.748 0402
Transaction frequency only 0.143 0.725 0.239
Latest timestamp only 0.106 0.769 0.186
Naughty attribute only 0.168 0.561 0.258

In out degree percentage+Suspicious degree 0.264 0.798 0.397
Transaction total amount+Transaction frequency 0.351 0.851 0497
Latest timestamp-+Naughty attribute 0.301 0.863 0.446

All 0.619 0.876 0.725

Bold values indicate the highest performance method

where we solely utilized these features for sampling with-
out embedding. This approach was taken considering the
bias inherent in our method. The experimental results,
presented in Table 3, demonstrate the outcome of this
analysis.

The effects of the risk identification features It can be
seen from Table 3 that if the embedding algorithm is not
used, the final detection effect of the scam behavior is not
satisfactory. But from the results, it can be seen that the
detection results are the best when all features are used,
and the results of combined features are also significantly
better than single features. The results show that not
using graph structure information has a greater impact
on the detection effect.

Main Results Table 4 shows the results after using the
graph structure information, that is, the results after
using the embedding algorithm. Table 5 shows the results
about the classification models under our embedding
algorithm.

Table 4 Results of detection with different embedding methods

(1)

3)

(4)

The results show that our proposed algorithm is
significantly higher than other methods in terms of
Fl-score and recall, but precision is slightly lower
than GCN.

In addition, it can be seen that the results of net-
work structure bias, pure semantic bias, and time
mixed bias sampling are all higher than random
walk sampling DeepWalk, which proves that the
risk identification points we extracted can effec-
tively describe the scam behavior in the Ethereum
transaction network.

At the same time, the results in Tables 3 and 4 also
show that the joint action of risk identification
points and structural information can achieve the
best scam behavior detection effect.

Besides, the results in Table 5 shows the perfor-
mance of random forest is better than the other
popular classifier. Thus, we select random forest for
Aparecium.

Method Category Method Precision Recall F1-score
Versatile Method Deepwalk (Jin et al. 2022) 0911 0.729 0.810
Node2vec (Zhou et al. 2021) 0.864 0.842 0.853
GraphSage (Huang et al. 2022) 0.949 0.851 0.897
GCN (Patel et al. 2020a) 0.984 0.848 0911
For Blockchain Trans2vec (Wu et al. 2020) 0.905 0.823 0.862
T-EDGE (Lin et al. 2020b) 0878 0.776 0.824
I?BGNN (Shen et al. 2021) 0.869 0.903 0.886
MCGC (Zhang et al. 2021) 0874 0.901 0.887
Our Method Network Structure Bias 0.887 0.776 0.830
Pure Semantic Bias 0.877 0.792 0.832
Time Mixed Bias 0.869 0.808 0.837
All 0977 0.957 0.967

Bold values indicate the highest performance method
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Table 5 Results of detection with different classification models

Method Precision Recall F1-score
Logistic Regression 0.651 0.854 0.738
Naive Bayes 0.703 0.821 0.757
SVM 0.649 0921 0.762
Isolate Forest 0.853 0.884 0.868
Random Forest 0.977 0.957 0.967

Bold values indicate the highest performance method

Parameter analysis

For our proposed detection algorithm, there are many
hyperparameters that will affect the final test result. Here
we only show the changing trend of the hyperparameters
that have a greater impact on the final scam behavior
detection result. In the experiment, the control variable
method is adopted, that is, when a parameter is changed
in the experiment, the other parameters keep the default
value.

Bias Parameter Firstly, as shown in Fig. 4, we explored
the three offset parameters «, 8, v, and set each parame-
ter from 0.1 to 0.9. For «, the trend of the three indicators
is relatively stable, and the peak appears when o = 0.9.
This shows that the importance of the two identification
points is not much difference between the in-out ratio
and the maliciousness, and the in-out ratio is slightly
more important. For §, the trend of the three indicators is
relatively flat, reaching a peak at 0.5. This shows that the
transaction amount and the number of transactions are
equally important, and both are indispensable. For y, the
indicators fluctuated slightly, reaching their maximum
value at 0.2. This shows that the naughty attribute we
defined has a more important role than the timestamp.

Other Hyperparameters We also experimented with
various hyperparameters of the embedding method,
as shown in Fig. 5. With the increase of embedding
dimension d, the overall indicators show an upward
trend, reaching a peak when d = 32, and decreasing
slightly when d = 64. The reason may be that although
the increase of dimension can carry more information,
the original feature can basically describe the behavior
pattern of the scam, so when d is too large, overfitting
occurs. At the same time, we conducted experiments on
the context size k from 1-11, and the peak was reached
when k = 9. However, increasing w/ did not make the
indicators continue to rise, but decreased when wl =9,
because when w! continued to increase, a large number
of subsequent sampling nodes were repeated, resulting
in the inability to accurately describe the scam behavior.
For the number of walks per node r, the larger the r, the
higher the indicators, because the larger the r, the more
information is collected for the neuron to learn.
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‘Comparison of performance with different time mixed bias parameter

®
Fig. 4 Results of (@)-(c) bias parameters analysis

num_walks, ©

@
Fig. 5 Results of (@)-(d) hyperparameters analysis

Efficiency and scalability

Efficiency To evaluate the detection efficiency and scal-
ability of our proposed method, the times are averaged
after running the program 100 times. We first compared
the embedding time and detection time of each method
on the graph we constructed, as shown in Fig 6a. It can
be seen from the figure that except for DeepWalk, which
does not need to deal with node transition probability,
the method proposed in this paper has the lowest embed-
ding time and detection time. Combining with the com-
prehensive detection indicators show that our method
has better detection efficiency.

Scalability In order to evaluate the scalability of the
method, we conduct experiments on Erdos-Renyi(ER)
random graphs using the tuned parameters, and the
number of nodes is increased from 10% to 10°. Since ER
graph nodes cannot set feature values, Therefore, we
set the features we used in our method to 1, which does
not affect the detection of scalability. The scalability is
shown in Fig. 6b. As the number of nodes increases,
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Fig. 6 Results of efficiency and scalability

both the sampling time and the sampling + optimi-
zation time increase linearly. So this shows that our
method can be applied to large-scale graph detection
such as Ethereum.

Case study

The following is a detailed description of the abnormal
behavior process by taking the two detected malicious
behavior addresses as examples.

Firstly, take a fakeICO address as an example, as
shown in Fig. 7. After the fake advertising of the
token issuance in the community (Bait Collection), a
large number of funds flowed to this address (Trap
Exploitation), after the financing was completed, it is
shown from the figure that it did not carry out divi-
dends as promised for investors. But directly transfer
the currency obtained from financing to an address
that has not been blacklisted (Lateral Transfer). At
the same time, it can be seen from the figure that the
transit address not only receives the funds of the Fake
ICO address but also provides preparatory activi-
ties for the other two malicious behavior addresses
before cashing out. But the exploitation address has
not yet been marked as a malicious address. Then
start to cash out (Actions for profit) through only
one transit address, and finally cashed out through
different addresses of different exchanges to diversify
risks.

A more complex scam behavior chain is analyzed
below, as shown in Fig. 8. Due to the complexity of the
chain, we made a diagram of the flow of key transac-
tions (removing small transactions such as transaction
fees). Addresses starting with 0x...e6 employ contract
exploitation and fake ICO methods to transfer funds,
known as Bait Collection and Trap Exploitation. The
funds are then dispersed among three addresses
that are identified as malicious nodes. Among these
addresses, Ox..bl does not have any further out-
puts, while 0x...8e transfers a small amount of money
to them. It is preliminarily determined that 0x...bl
addresses are obfuscated addresses that are obfuscated
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Fig. 8 The key transaction flow diagram of the complex scam
behavior chain

by malicious addresses to avoid tracing. After the
0x...6 address is transferred to 0x...19, the waterhouse
mules addresses through the 2-4 steps will eventually
form a closed loop (Lateral Transfer) with exchanges
to complete the cash-out (Actions for profit). The large
amount of funds transferred to the 0x...43 address is
transferred through the 3-step whitelist address, and
intensively enters the currency mixing protocol(Lateral
Transfer) in a short period of time to resist tracing.
While the remaining small amount of funds form a
closed loop with the exchange and finally returned to
the 0x...43 address to achieve the purpose of money
laundering (Lateral Transfer). It completed the cash-
out stage (Actions for profit) through the subsequent
transactions with exchanges.

Conclusion

In this paper, we study the scam behavior on Ethereum.
We propose a detection model named Aparecium to
find the scam behavior based on the investigation and
understanding for Ethereum. First, we found a unique
and common life cycle of the scam behavior and the
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risk identification points for detection, attempting
to break the antagonism. Then, the graph generation
method based on the life cycle is utilized to mitigate
the sparsity problem. Using bias random walking based
on risk identification points and embedding technique,
we dig the features of the scam behavior with crypticity.
Finally, we use random forest for our classifier which
show better performance under real Ethereum data and
surpass other baseline methods. Due to the pluralistic
reasons and features on Ethereum scam behaviors, e.g.,
crypticity, sparsity and antagonism, etc., understand-
ing and designing appropriate detection models for it
is intriguing.

Appendix A: Risk identification points performance
This section shows the risk identification points perfor-
mance graphic of normal addresses and scam addresses
in Figs. 9 and 10.

Fig. 9 Risk identification points performance for scam addresses: a
Theif; b Bandit

(© )]
Fig. 10 Risk identification points performance for normal addresses:
a Large institutions; b Ethereum tryer; ¢ Ethereum speculators; d
Ethereum short-term holders
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