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As mobile internet and Internet of Things technologies continue to advance, the application scenarios of peer-to-peer
Internet of Drones (loD) are becoming increasingly diverse. However, the development of loD also faces significant
challenges, such as security, privacy protection, and limited computing power, which require technological innova-
tion to overcome. For group secure communication, it is necessary to provide two basic services, user authentication
and group key agreement. Due to the limited storage of IoD devices, group key negotiation requires lightweight
calculations, and conventional schemes cannot satisfy the requirements of group communication in the loD. To this
end, a new lightweight communication scheme based on ring neighbors is presented in this paper for IoD, which
not only realizes the identity verification of user and group key negotiation, but also improves computational effi-
ciency on each group member side. A detailed security analysis substantiates that the designed scheme is capable
of withstanding attacks from both internal and external adversaries while satisfying all defined security requirements.
More importantly, in our proposal, the computational cost on the user side remains unaffected by the variability

of the number of members participating in group communication, as members communicate in a non-interactive
manner through broadcasting. As a result, the protocol proposed in this article demonstrates lower computational
and communication costs in comparison to other cryptographic schemes. Hence, this proposal presents a more
appealing approach to lightweight group key agreement protocol with user authentication for application in the loD.
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Introduction

Since the emergence of the Internet, the number of con-
nected devices has been continuously skyrocketing. This
upward trend is fueled by increasing reliance on and
pursuit of the Internet, driving the expansion of net-
work connections across various types of devices. From
smartphones and computers to household appliances and
cars, almost all technological domains are rapidly inte-
grating with the Internet, making our daily lives closely
intertwined with the digital world. These interconnected
devices will generate, share, collect, and enable varied
data utilization, further promoting the transmission,
communication, and interaction of information.
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The widespread application of IoT technology has
facilitated the seamless integration of drones with
various devices, systems, and platforms, significantly
advancing the development of Internet of Drones (IoD)
(Derhab et al. 2023). This advancement has attracted
considerable attention in academia and industry. Due to
their exceptional flexibility, convenience, and efficiency,
the Unmanned Aerial Vehicles (UAVs) (Drones) have
replaced human involvement in mechanical and high-risk
activities across numerous fields, thereby substantially
improving work efficiency and quality of life (Badshah
et al. 2024; Cui et al. 2020). For instance, drones can be
deployed for the rapid delivery of pharmaceuticals and
medical supplies to enhance the efficiency of emergency
responses. Similarly, they can precisely locate missing
persons during search and rescue operations. Moreover,
drones are also employed in critical tasks such as military
reconnaissance and traffic monitoring, providing timely
and essential information to prevent and manage emer-
gency situations.

A typical application scenario of IoD is illustrated
in Fig. 1. These drones collect data via their integrated
sensors, cameras, and microphones, and then use their
own communication modules such as Wi-Fi, Bluetooth,
and WLAN to transmit these data to the control center
through public channels. Hence, drone technology offers
an efficient means for users to obtain relevant informa-
tion in real-time from a distance. In most application
scenarios, drones often collect data containing sensi-
tive private information, rendering these drones highly
vulnerable to physical interception and data tampering
when operating in public spaces. This leads to significant
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Fig. 1 The typical application scenario of loD
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data security challenges. Additionally, as devices con-
strained by limited resources, the restricted memory
and computational power of drones limit their ability to
implement complex security protocols. Therefore, how to
achieve lightweight computational and communication
costs while ensuring robust security for data has become
a critical issue that urgently needs addressing in this
technological domain.

Drone communications in IoD face two principal data
security challenges, authentication and privacy (Gupta
et al. 2015; Lin et al. 2018). In open environments,
besides the data gathered by drones, adversaries might
also aim at the identities of drones and their geographic
locations (that is, their flight routes) to acquire confiden-
tial information concerning the usage of drones and the
facilities they are monitoring. Therefore, it is imperative
that all entities participating in drone communications
are thoroughly authenticated, and that encryption proto-
cols are employed on the communication data to protect
drones against attacks targeting their privacy, thus avert-
ing the leakage of sensitive information.

Due to the limited operational range of individual
drones, practical scenarios often require the simulta-
neous deployment of multiple drones for collaborative
purposes. In this circumstance, group communication
among drones becomes essential. Considering the seri-
ous risk of information leakage while transmitting data to
recipients in a public and open environment, establishing
a confidential group key among different group members
is fundamental to ensuring the security of group com-
munications (Zhang et al. 2020; Gope and Sikdar 2020;
Hsu et al. 2023c, 2021). This approach to group-based
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key negotiation requires the preliminary dissemination of
one-time session key to all users. This one-time session
key plays a pivotal role in creating a confidential group
key among the group members. It is imperative to ensure
that the generated group key is kept confidential and is
only known to the members participating in the current
session. This group key is subsequently used to encrypt
all information transmitted in later communications,
thus ensuring secure group communications.

In secure communications, the aim of key negotiation
schemes is to distribute session keys to users securely.
Researchers have utilized various cryptographic technol-
ogies to propose effective group key negotiation strategies
that meet the security needs for confidentiality and integ-
rity, among other aspects, within group communications.
The initially proposed Diffie-Hellman scheme (Diffie and
Hellman 1976) is a distinctive key exchange solution that
enables encrypted communication between two users by
agreeing upon a shared key without the requirement of
transmitting it over an open public channel. This proto-
col laid the cornerstone for the advancement of modern
key exchange algorithms and has become a popular tool
for establishing keys. However, due to the limitation of
the Diffie-Hellman proposal being applicable only to two
users, numerous scholars have built upon this founda-
tion to design new group key distribution protocols (Joux
2000; Boneh et al. 2001). Laih et al. (1989) proposed a
group key distribution scheme, which employs secret
sharing technique. Its core idea is to have a trusted group
administrator distribute tokens to authorized group
members and broadcast them to all participating mem-
bers, thereby establishing a shared key. A conference key
distribution system was introduced by Burmester and
Desmedt (1994), which utilizes public-key cryptography
to generate a group key for the attending members. Sub-
sequently, Harn and Lin (2010) presented another group
key agreement protocol where the group key is concealed
within a polynomial and broadcasted simultaneously to
all members within the group. This innovative approach
proves to be more cost-effective and efficient compared
to point-to-point communication.

As an increasing number of smart devices integrate
into the IoD, the presence of millions of devices and
the wireless data transmission across various systems
markedly elevate the risks associated with cybersecurity
(Abualigah et al. 2021; Derhab et al. 2023; Tanveer et al.
2021). To ensure the security of data within the IoD,
there is a necessity for the efficient authentication of a
multitude of nodes. This process guarantees that only
authorized users can access the data, thus preserving the
confidentiality of information. Due to several factors, tra-
ditional one-to-one authentication schemes are no longer
suitable for the current complex IoD environment (Hsu
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et al. 2023b). On one hand, the low power consumption
constraints of nodes within the IoD limit their ability to
process complex computations and communications.
Conventional group key protocols in this environment
require constant-round communication with lightweight
computation overhead on each group member side
(Zhang et al. 2020; Gope and Sikdar 2020). On the other
hand, the extensive number of devices poses a challenge
for servers to process numerous authentication requests
concurrently (Zhang et al. 2020; Hussain et al. 2021).
Consequently, there is an urgent need to design light-
weight group authentication protocols for the IoD envi-
ronment that can simultaneously verify the legitimacy
of group members and ensure secure communication
among different members within the group.

Sharma and Purushothama (2022) designed a light-
weight membership-authenticated group key establish-
ment for resource-constrained smart environments using
symmetric bivariate polynomials. By using symmetric
binary polynomials, Hsu et al. (2023a) presented a struc-
ture for lightweight authentication in conjunction with
joint arithmetic computation within the context of 5G
IoT networks. This framework incorporates both mem-
ber authentication and collaborative arithmetic com-
putation functionalities, ensuring efficient computation
and communication for each group member. Tian et al.
(2019) introduced a privacy protection strategy for the
IoD environment, utilizing an online/offline signature
design. Additionally, they also proposed an authenti-
cation method by employing mobile edge computing.
Zhang et al. (2020) presented an alternative lightweight
authentication and key negotiation scheme for IoD. The
verification process within this scheme only utilizes one-
way hash functions and XOR operations. However, in the
protocol, drones are required to store security creden-
tials to authenticate their identities to other participants.
This introduces a potential vulnerability, in the event of a
physical assault on a drone, it becomes feasible for adver-
saries to access the preserved credentials. The existing
authentication protocols (Zhang et al. 2020; Tian et al.
2019; Srinivas et al. 2019; Cho et al. 2020) designed for
IoD uniformly confront a similar threat, that is, the pri-
vacy and security concerns arising from physical attacks
on drones. PMAP is a lightweight and privacy-preserving
protocol designed by Pu et al. (2022). It consists of two
components: the first part authenticates the identities of
drones and service providers and establishes a secure ses-
sion key, while the second part authenticates the drone
identities and establishes a secure session key. Notably,
the latter employs Physical Unclonable Functions (PUFs)
and chaotic systems to support the negotiation process.

Based on the analysis of the security and privacy chal-
lenges prevalent in IoD, this paper proposes a novel and
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efficient scheme for user authentication and key negotia-
tion. Unlike existing drone security solutions, the pro-
posed approach employs asymmetric binary polynomials
and addition operations to simultaneously support mem-
ber authentication and the establishment of a group key.
Furthermore, it provides the necessary security features
for privacy protection without the need to store any keys
on the devices. In registration stage, the membership
registration center (MRC) is responsible for distributing
a token for each registered member. The token refers to
the univariate polynomial calculated by the asymmetric
bivariate polynomial, which is used to distribute paired
shared keys and verify the identity of the member. Sub-
sequently, each group member uses addition to blend
the secret key shared by her/him and the two neighbors
in the group ring with his secret input value to obtain
an output value. This output value is encrypted with
the pairwise keys that she/he shares with other mem-
bers of the group ring, generating a secret value that is
then broadcasted to the corresponding group members.
Finally, the participating members utilize all the received
values to compute the group key, so as to facilitate subse-
quent secure communication. The presented ring-neigh-
bor-based lightweight protocol is especially suitable for
IoD environments.
The main contributions of this research are as follows.

+ An efficient scheme for membership authentication
and group key agreement is presented for secure
communication in IoD environment, which is con-
stant-round communication with lightweight com-
putation overhead for each group member side.

+ Tokens, initially derived from asymmetric binary pol-
ynomials, are employed for authenticating members
and distributing pairwise shared keys.

«+ The principal computational method of the proposed
scheme is addition, substantially reducing the com-
putational burden on users.

+ A distinctive feature of our scheme is that the com-
putational overhead on the side of each group mem-
ber does not increase linearly or logarithmically with
the size of the group membership.

+ The security analysis clearly demonstrates that our
scheme can effectively withstand internal and exter-
nal attacks, while satisfying all defined security
requirements.

Organization: “Preliminaries” section introduces the
relevant preliminaries. The models of the presented pro-
tocol are described in “Model of our proposed protocol”
section. In “Our proposed protocol” section, a compre-
hensive outline of our proposal is provided. We analyze
the security of this proposal in detail and discuss various
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aspects of its performance in “Analysis” section. Finally,
“Conclusion” section summarizes this study.

Preliminaries

The Shamir’s threshold secret sharing scheme SS (Shamir
1979) is a classic encryption algorithm. Its implementa-
tion principle involves obtaining ¢ points on a polynomial
curve for any t — 1 degree polynomial function. These
points can be used to determine the function through
polynomial interpolation methods. The specific pro-
cess begins with the secret owner selecting an arbitrary
polynomial f(x), where f(0) = s, with s representing the
secret information. Subsequently, the share f(x;)mod p,
is generated for each participant and distributed to the
corresponding participant, where i=1,2,...,n, p is
a prime satisfying p > s, x; denotes the identifier of the
participant. It should be noted that the recovery of the
secret information s requires a collective combination of
at least ¢ shares from the participating parties.

Due to the limitation in Shamir’s SS where sharehold-
ers cannot ascertain the validity of shares received from
the dealer, Chor et al. (1985) extended this SS in 1985
to devise the first verifiable secret sharing (VSS). This
scheme allows shareholders to authenticate the validity
of shares received from the dealer. If the shares are
found to be invalid, shareholders are entitled to request
the dealer to regenerate new shares. Subsequently,
researchers (Cramer et al. 1592; Cheng and Agrawal
2005; Desmedt and Frankel 1991; Katz et al. 2008;
Kumaresan et al. 2010; Knuth 1981a) have broadened
the application from univariate polynomial functions to
bivariate functions to design more efficient schemes,
BVSSs. Suppose there is a £ — 1 degree bivariate poly-
nomial F(x,y) - tz“zl ai,,xi)/mod p, Where a;; € GF(p),
i=0j=0
and p is a prime. Biv]ariate polynomials are further clas-
sified into two types: symmetric and asymmetric, simi-
larly, BVSSs are divided into two categories, SBVSSs
(Cheng and Agrawal 2005; Katz et al. 2008; Knuth
1981a) and ABVSSs (Cramer et al. 1592; Desmedt and
Frankel 1991; Kumaresan et al. 2010). The former refers
to polynomials where the coefficients satisfy the condi-
tion a;; = a;;, Vi,j € [0, — 1]. Similar to the univariate
polynomial-based secret sharing protocol mentioned
above, in SBVSS, the secret owner randomly defines a
polynomial F(x,y) of degree t — 1, where F(0,0) =s.
Each share F(x;,y) mod p,i =1,2,...,n is distributed
to the corresponding participant U; and kept securely.
The share is a univariate polynomial of degree ¢ —1
generated based on the symmetric polynomial F(x,y),
and satisfies F(xi,xj) = F(xj,xi), Vi,j € [0, — 1]. Con-
sequently, participants U; and U; can posse a shared key
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F(xi,x,') :F(xj,xi). Similarly, in ABVSS, each share-
holder U; can obtain a pair of shares, F(x,',y) mod p and
F(x,x;ymod p,i = 1,2,...,n, generated by the secret
owner, and establish a shared pairwise secret key,
F (xi,%7) or F(xj,x;), with other shareholder U;.

This paper aims to design a lightweight and efficient
membership authentication and group key negotiation
scheme for IoD. The three solutions of verifying mem-
bership, distributing pairwise shared keys, and negoti-
ating group keys are integrated into our construction.
In contrast to most current secure communication
solutions (Yang et al. 2023; Bai et al. 2022; Wang et al.
2022; Roy and Bhattacharya 2022) that require addi-
tional steps for member authentication and shared key
distribution, as well as interactive communications or
complex computations for encryption and decryption,
our approach presents considerable benefits in com-
munication and computational expenses owing to its
integrated and non-interactive characteristics. Fur-
thermore, utilizing a method based on ring neighbors
ensures that the computational burden for each group
member does not increase linearly or logarithmically
with the size of the group. That is, regardless of the
number of participants in group communication, the
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computational cost for individuals within the group
remains constant.

Model of our proposed protocol
We design models of the presented proposal from two
perspectives of network and security respectively. The
following is a detailed introduction.

Network and communication model

In resource constrained environments, for example,
in a typical Internet of Drones (IoD) model, there are
typically three foundational elements: trusted author-
ity (TA), IoD infrastructures (II) and smart devices (SD).
Through IoD, these three types of participants are able to
interconnect and form a vast communication network.
Smart Devices can share various types of information
with each other and with the IoD infrastructure, thus
enhancing the efficiency of IoD information processing.
Communication between Smart Devices and everything
else represents one form of intelligent environment com-
munication, referring to the interactions between Smart
Devices and any entity. In addition, there are other types
of communications, such as SD-to-SD communica-
tion, SD-to-II communication. The typical IoD model is

Trusted Authentication Server

———f>—— Public Channel

-----p» Secure Channel
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illustrated in Fig. 2, featuring both SD-to-SD and SD-to-
II communication. The protocol we propose is designed
to secure group communications within this network
model, where the TA is fully trusted and responsible for
member registration. Participants in group communica-
tion can include smart devices such as drones, as well as
IoD infrastructure.

In this IoD model, it is assumed that there there are n
users {U1,Us,...,U,}, who belong to a communication
group. The proposed scheme is primarily divided into three
steps: user registration, authentication of group mem-
bers, and group key agreement. Firstly, all users who want
to participate in the application need to register with TA.
TA is responsible for user management, including deletion
of unregistered users and registration of new users. Upon
completion of the registration process, TA assigns each
user a unique secret token. Before engaging in actual com-
munication, users are required to authenticate their identity
to ensure the legitimacy of those intending to participate in
group communications. Typically, if all users involved in the
communication are legitimate members of the group and
act honestly, the protocol executes successfully, meaning
that only legitimate members of the same group can obtain
the session key for that group. Otherwise, the protocol fails
to execute, meaning that no secret information will be dis-
closed to the group members. Therefore, member authen-
tication is necessary before establishing a group key. Group
key negotiation refers to the collaborative process by which
all members establish a shared key before participating in
group communication, ensuring the confidentiality of data
transmitted during the communication process.

The specific process of our model is briefly outlined
below. Suppose that a group ring is formed m (i.e.,
2<m<n) members {U,,U,,...,U,} in a cer-
tain fixed order as shown in Fig. 3, where m = 6. First,
interactive authentication is performed among all par-
ticipating members to demonstrate their membership
in the communication group. Specifically, each member

Ug and U, are
Uy's neighbors

Fig. 3 A group ring of five members
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broadcasts a randomly selected integer within the group.
The generated value, obtained by inputting the key shared
with other member and the received random value from
this member into a hash function, serves as the authen-
tication response for this member. This response value
is then used to verify the identity of the member, that is,
whether they belong to the same communication group.
Subsequently, each member adds their secret share to
the paired keys shared with their two neighboring mem-
bers, and the resulting output value is broadcasted to the
entire group. The group key is reconstructed by com-
bining all the received values, and used for subsequent
secure communication. Our solution employs lightweight
operations, such as addition, to achieve group member
authentication and group key negotiation. Most impor-
tantly, it is a non-interactive protocol that enables the
construction of a group key without the need for direct
interactions among the members. These significantly
enhance the efficiency of our scheme, with a detailed
analysis and discussion of the performance evaluation to
be presented in “Analysis” section.

Security model

Considering the highly sensitive nature of the informa-
tion collected in the IoD environment, the data trans-
mitted by drones over open networks are vulnerable to
security risks. Hence, ensuring that the presented group
key negotiation protocol meets the security required
for IoD is of utmost importance. This subsection pre-
sents the security model of our proposal, and the corre-
sponding proof analysis process is provided in “Analysis”
section.

Type of adversaries

This paper discusses two distinct forms of attacks: inter-
nal attacks and external attacks. Internal attacks refer
to the attempts made by registered users, who have
obtained tokens, to launch attacks by utilizing their own
tokens with the aim of recovering the polynomial and
gaining access to secret information. In contrast, exter-
nal attacks involve illegal adversaries without valid tokens
trying to generate valid tokens in order to imperson-
ate legitimate members and gain access to information
beyond their authorized knowledge.

Security features
To ensure a robust group key agreement, it is crucial to
fulfill the following essential security criteria.

(1) Correctness In the case where all members par-
ticipating in group communication comply with to
the protocol rules, the authentication of members
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and the correct recovery of the group key can be
achieved.

(2) Freshness of authentication response Each member
is required to send a one-time response to other
members within the group as proof of their identity,
which is only used for this round of communica-
tion.

Freshness of group key The group key used in each
session is unique to prevent malicious adversaries
from exploiting a previously used key to deceive the
system.

Freshness of the group key authentication The verifi-
cation message utilized to validate the correctness
of the group key is also disposable and cannot be
reused.

(3) Forward secrecy of group keys Users who have not
taken part in the ongoing group communication are
incapable of recovering the key that has been estab-
lished solely for the current group communication.

Backward secrecy of group keys Participants in
the current group communication are unable to
retrieve previously used group key.

Security assessment

This section outlines the security assessment criteria that
a group key agreement (GKA) protocol should meet. The
specific standards are as follows:

o Resistant to key compromise impersonation attack
Even if a member U;’s token is disclosed, an adversary
cannot impersonate any legitimate group member
when U is present, such as the adversary in a man in
the middle (MITM) attack.

+ Key authentication Ensures that every group member
is assured that no entities other than the current par-
ticipants in the key negotiation can know the estab-
lished session key.

+ Contributiveness Every group member is confident
that their contribution, that is one-time key, has been
used in computing the group key.

+ Known-key security Even if a session key is compro-
mised and disclosed to an adversary, they cannot
derive the keys of other sessions based on that key.

At the same time, we can clearly see that in the IoD
scenario, the authentication of group membership and
the establishment of group keys also need to meet all the
above security requirements, as follows:

(1) Mutual authentication can be achieved through
Group membership authentication;

(2) Session key agreement can be achieved through
Group key agreement;
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(3) Effectively interception for illegal login can be
achieved through Freshness of authentication
response;

(4) Resist device loss attack and Resist physical attack
can be achieved through Known-key security;

(5) Resist impersonation attack can be achieved
through Resistant to key compromise impersona-
tion attack;

(6) Resist privileged insider attack It can be achieved by
resisting inside attack;

(7) Resist de-synchronization attack can be achieved
by ensuring Freshness of group key and group key
authentication;

(8) Forward and backward secrecy can be achieved by
Forward and Backward secrecy of group keys.

Our proposed protocol

This paper presents an innovative approach for establish-
ing secure sessions within the IoD environment, which
is a lightweight group key agreement proposal with user
authentication based on ring neighbors. It utilizes binary
asymmetric polynomial for constructing group keys
and primarily employs addition as the main mathemati-
cal operation. The detailed procedure of the scheme is
illustrated in Fig. 4. The notations used in our protocol is
shown in Table 1.

Analysis

This section will provide a detailed discussion and anal-
ysis of the security and performance of the presented
scheme.

Security analysis

Firstly, a comprehensive analysis of the security features
and two distinct attack scenarios discussed in “Security
Model” section is conducted.

Security features

Theorem 1 (Correctness) The presented scheme can
verify the legitimacy of the identities of all participants in
group communication and then successfully negotiate a
secret group key among them.

Proof Membership  authentication The  value
Auth;j = h(/q,j I rj) for each member U, to verify mem-
bership is calculated based on his token and selected ran-
dom integer, which is used to verify the membership of
Uy, to U,,. Only registered users possess secret tokens,
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Token generation

Suppose there are n users Uy, Us, ..., Uy.

TA randomly selects an asymmetric bivariate polynomial,

F(x,y)= ayotaxt+a, y+a,xy+a z,oxz +ao.zy2 +al,2'x})2 +a2.1x2y +a z,zx2y2 +o.t
+al_,‘h_1x”‘y’1"mod p, where a;; € GF(p),vi€[0,t—1],Vj€[0,h—1],and p isa

prime integer with p >n. F(x,y) is t —1 degree in x and h—1 degree in y, and

satisfies h > 2t — 2, which will be proven in Theorem 1. Each registered member U;

will get a token (s;(y),s;(x)) secretly transmitted by TA, where i =1,2,...,n. The

token is a pair of shares generated by TA, s;(y) = F(x;,y) and s;(x) = F(x,x;), where

x; € {0,1} is the public information associated of user U;.

Suppose there are m users {U,,Uy,,...,U,, } who want to participate in group

communication of IoD applications, and these m members are connected in a

sequential order to form a group ring, as depicted in Fig. 3, where 2 <m <n.

Step 1. Each member U,, randomly picks an integer r; € GF(p), and broadcasts it in
the group, where i = 1,2,...,m.

Step 2. Member U,, calculates the shared pairwise key k;; = s,,i(x,,j) =F (x,,i,xyj),
with other members in the group by using one share of his token, s,,(y) or

Sy (%), where j=12,....mj#i and x, <Xy, k;; refers to the shared

pairwise key between member Uy, and member U,,.

Step3. In order to verify his identity with other members, member U,, needs to
calculate Auth;; = h(k;; Il 77), where h() represents a cryptographic hash
function with irreversible properties, and j = 1,2,...,m,j # i. Then, the value

Auth;; is used as an authentication response and sent publicly to member

Uy,.

Step 4. After receiving the response Auth;; = h(k;;|l7;) from member U,, the
member U,,]. calculates h'(k;; Il ;) by using the pairwise shared key k;; =
SVi(ij) =F (x,,i,x,,j) to verify the identity of member U,,. And then Uy,
checks if Auth;; = h'(k;; Il 1;). If the verification is successful, it means that
member U, is legitimate; otherwise, member Uvj regards U,, as an illegal
member. Repeat the above process until all members U, (i = 1,2,...,m) in the

group have been verified.

Fig. 4 Membership authentication and group key establishment
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Group key establishment and authentication

Assuming that all members {le' Upyeee U,,m] have passed the above-mentioned identity
verification and are recognized as legitimate members. And then, the group members
perform the group key agreement process by using addition operations. In this process,
all transmitted secret information is required to be encrypted with the shared keys k; ;.
Step 1. Member U,, randomly selects a secret value s; € GF(p) and an integer, [; €
GF (p), and then broadcasts [; to other members of the group.
Step2. Member U, (i # 1,m) uses the paired keys that she/he shares with her/his two
neighbors in the group ring to compute
Gy, = Si+ (=1)%; i + (=1)%ki 1 1mod p,

if vi <vj_y,thena = 0; and {if v; < Viyq, thenb = 0;

her { , .
where if vi >v;_q,thena =1, if vi > viyq, thenb =1,

The member U,, uses the paired keys that she/he shares with her/his two
neighbors in the group ring to compute
G, =51+ (1) %ym + (=1)%kyzmod p,

if v; <v, thenb =0;
if v > v, thenb =1,

if v1 < vy, thena = 0;

where .
{ if v1 > vy, thena =1,

and {
The member U,,, uses the paired keys that she/he shares with her/his two
neighbors in the group ring to compute

QVm' =Sm+ (_l)akm,m—l + (_1)bkm,1m0d D,

if v < Vpp—q,thena = 0; and {ifvm<v1,thenb=0;

h { ) )
where if Vg > Vg, thena =1, if Uy > vy, thenb = 1.

Step3. Member U, encrypts q,, by using the pairwise shared keys k;;, and obtains

uj = Eg, (q,,i). Then this ciphertext u;; is sent to member Uy,

Step 4. By using the pairwise shared key k;;, member U, decrypts the received
ciphertext u;;, and obtains qv; = Eki,j(uj,i)-

.modp =

Step5. Each member U, uses the decrypted qv; to calculates Y7L, v,

Yitisjmodp = K;, where i =1.2,...,m, j=12,...,m,j # 1.

Step 6. Each member U,, calculates H(K;||L) (i = 1,2,...,m) and transmits it to other
group members through broadcast. And then member U, checksif H(K;||L) =
H(K,||L) = - = H(K;||L) = --- = H(K;p||[L)modp, where L=Y7",1; and H()
represents a unidirectional hashing function with irreversible characteristics. If
it is so, K; obtained by each member U,, is used as the secret key for group
communication, thatis K; = K. All group members U,, (i = 1,2,...,m) repeat

this step to obtain the group key for communication.

Page 9 of 14
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Table 1 Notations table

Notation Description

Ui Useri

MRC Membership registration center

GKA Group key agreement

p A prime integer with p>n

Fx, y) A random asymmetric polynomial

ki Pairwise shared key between Uy, and Uy,

E(-) Encryption algorithm using pairwise shared key
D(-) Decryption algorithm using pairwise shared key
h(-), H(+) One-way hash functions

K Secret group communication key

| String concatenation operation

making it impossible for unauthorized adversaries with-
out tokens to pass identity authentication using counter-
feit ones.

Group key establishment The correctness of this pro-
cess is determined by the rules of addition operation.

Since gy, = s; + (=1)%;i—1 + (=1)bkyi1mod p,

if vi <vViy1, then b=0;
nd {
if vi>viy1, then b=1.

if vi <vi_1, thena = 0;
where{f ! i-1

if vi >vi_1, thena =1,

we can obtain f v, mod p = f simodp =Kol = 1,2,...,m.
i=1 i=1

Group  key authentication After the group
members compute the key, they further ver-
ify its correctness using the computation formula
HEKQ L) = HIG||L) = - HEG|IL) = - - = H(K,||L) mod p.  If
all the equations are satisfied, it confirms the correctness
of the obtained group key, allowing for subsequent secure
communication.

Theorem 2 The presented scheme features security
characteristics including freshness of authentication
response, freshness of group keys and freshness of the
group key authentication.

Proof Freshness of authentication response The message
Auth;j = h(ki,/ I r/), used to verify user identity authen-
tication, is produced by employing a hash function on the
combination of the paired key k;; and a random number
rj. kij is shared between user U, and user L[Vj, and 7 is
selected by U,,. As rj is different for each session, it effec-
tively withstands the replay attack from adversaries.

Freshness of group keys As shown in equation
m

K = 3" s; modp, the group key is derived from the secret
i=1

input s; of U,,. Since s; is randomly selected, it ensures the
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one-time nature of the group key K. That is, our protocol
meets the goal of Contributiveness.

Freshness of the group key authentication The verifica-
tion message H(K;||L) is computed by applying a unidi-
rectional hashing function to the sum of the secret inputs
s; of all members and the sum of random integers /;. The
randomness of K; and L ensures the freshness of the
authentication message, making it impossible to authen-
ticate the current key based on past messages.

Theorem 3 The proposed protocol achieves the back-
ward and forward secrecy of group keys. i.e., the newly
joined members cannot recover past group keys, and
members who have left the group cannot access the future
group keys.

Proof Forward secrecy of group keys In each session, the
group key K used for encrypting communication data is
collaboratively generated by the members who are cur-
rently involved in the negotiation. Therefore, members
who have already left are unable to obtain the random
numbers required to establish the key, and thus cannot
acquire the group key used for the current session. We
can see that the group key is different in every session. In
other words, each member involved in the current group
is convinced that his/her contribution has been used to
calculate the group key. Simultaneously, individuals out-
side the group are unable to fabricate the authentication
response, as they lack knowledge of the current members’
secret tokens. Furthermore, this group key establishment
process can against inside and outside attacks (see Theo-
rems 4 and 5). Therefore, the members who have left the
group cannot access the future group keys.

Backward secrecy of group keys Similarly, the members
who are currently involved in the session are also unable
to access the random numbers required to establish the
keys used in the past, which means they cannot be aware
of the key used in previous group communications. The
group key is exclusively known by the members who par-
ticipated in its establishment process. We can see that the
group key is different in every session. In other words,
each member involved in the current group is convinced
that his/her contribution has been used to calculate the
group key. Simultaneously, individuals outside the group
are unable to fabricate the authentication response, as
they lack knowledge of the current members’ secret
tokens. Furthermore, this group key establishment pro-
cess can against inside and outside attacks (see Theorems
4 and 5). Therefore, the newly joined members cannot
recover past group keys.
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Possible attacks

Theorem 4 (Inside Attack) In the case of h > 2t — 2, it
is necessary to have a minimum of t internal attackers to
restore the tokens. The polynomial F (x, y) of the proposed
scheme can withstand a joint attack from up to t —1
internal adversaries.

Proof The internal attackers in our scheme
are legitimate registered users who possess valid
secret tokens. Asymmetric bivariate polynomial,
F(x,7) = ao0 + a1,0% + ao1y + a1,1xy + a, ox*

tag, ) + a12xy* + az 6%y + ay 57y + .+

t—1,h-1
ta,_yp® Y

Each token {s,' (y),s,'(x)} can be used to generate t + &
linearly independent equations based on the coeffi-
cients of F (x, y), because s; (y) is 1 — 1 degree and s;(x)
is £ — 1 degree. If there are t — 1 users colluding jointly,
(t +h)(t — 1) equations can be obtained. Meanwhile,
t — 1 colluding users also have 2C% ™ pairs of secret keys.
Therefore, they can obtain (¢ + h)(¢ — 1) — 2C§_1 linear
independent equations. In order to make the colluding
users unable to recover the bivariate polynomial F (x, y),
it is essential to ensure that the number of linear inde-
pendent equations owned by colluding adversaries can-
not exceed the number of terms in polynomial F (x, y),
that is th > (¢t +h)(t —1) —2C5~'. Simplifying the
above inequality, we can get & > 2t — 2. Accordingly, in
the case of 1 > 2t — 2, it is impossible for t — 1 colluding
users to recover the original polynomial F (x, y). In other
words, our scheme prevents at most £ — 1 colluding users
from recovering the polynomial F(x,y) and obtaining
the secret. We can select appropriate values for ¢ and &
according to the security level requirements of the appli-
cation scenario. As an example, in the case of n = ¢ — 1,
even if all users collude, the polynomial F(x,y) cannot be
recovered. This situation belongs to information-theo-
retic secure.

modp, has th different coefficients.

Here, it is evident that internal attackers are incapable of
recovering the polynomial F (x, y), because, even if the
token of member U; is compromised, they still cannot
obtain the tokens of other members and the correspond-
ing paired shared keys. Thus, our protocol meets the goal
of Resistant to key compromise impersonation attack.

Theorem 5 (Outside Attack) No confidential informa-
tion can be obtained by external attackers.

Proof Outside attacks refer to the attempts made
by unauthorized adversaries without valid tokens to
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generate valid tokens in order to impersonate legitimate
members and gain access to information they are not
supposed to know. Suppose there is an external adversary
attempting to acquire the group key by pretending to be
an authentic group member. Before negotiating the group
key, group members undergo identity verification with
all other members. This is achieved by combining their
secret inputs with paired keys shared with two neighbors,
and broadcasting the resulting output to other members.
Due to the absence of valid token, the external attacker
is unable to pass the verification of other members. Fur-
thermore, the shared keys among legitimate members are
unknown to this adversary, preventing him from extract-
ing any confidential information from the broadcasted
messages. Consequently, external adversaries are incapa-
ble of recovering the group key or obtaining any confi-
dential information associated with the key.

As a result, each group member is convinced that no
other entities except all group members can learn the
established session key, our protocol meets the goal of
Key authentication. At the same time, combined with
the freshness of group key, even if the adversary com-
promises one session key, he/she cannot compute other
session keys, our protocol meets the goal of Known-key
security.

Performance evaluation

Many of the most recent schemes (Yang et al. 2023; Bai
et al. 2022; Wang et al. 2022; Roy and Bhattacharya 2022)
are designed to offer either user authentication or group
key establishment independently. Such schemes require
further membership verification and distribution of
shared keys, in addition to necessitating multiple rounds
of interactive communication and intricate calculations
for encryption and decryption. Below, we first examine
the performance characteristics of our protocol.

(1) Function feature Compare with the existing
schemes, ours achieves both member authentica-
tion and group key negotiation simultaneously.
Users can verify the validity of their identity to
other members based on the tokens received dur-
ing registration, and negotiate a group key for
secure communication. The secret token of each
group member, (si (y),si(x)), required for member
authentication and group key establishment, is gen-
erated using his unique public information, associ-
ated with each user, through an asymmetric bivari-
ate polynomial. Therefore, the dynamic joining and
exit of members can be flexibly realized.
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Non-interactive feature According to the defini-
tions of most communication protocols, “inter-
active communication” refers to one party acting
in response to or in conjunction with another. In
the protocol we propose, members do not need to
“wait” for input from other members when send-
ing message values to each other. In other words,
there is no waiting time required for each mem-
ber when computing and releasing values to oth-
ers. This attribute is referred to as “non-interactive,’
which can significantly speed up the communica-
tion process. Since our protocol employs broadcast
transmission, a non-interactive method, it greatly
enhances the efficiency of communication.

Constant-round feature with low computation cost
on each group member side The number of com-
munication rounds is one of the main concerns for
practical applications where the cardinality of group
participants involved is considerable (Hu et al.
2019). It is critical to have fixed constant rounds
in GKA protocols to secure these applications.
About the difference of GKA protocols with con-
stant-round and the GKA protocols with linear or
logarithmic rounds. We observe that in the kind of
GKA protocols without constant-round, computa-
tion overhead of the members are reduced remark-
ably at the price of enhancing the communication
rounds. But the round efficiency of those constant-
round GKA protocols undoubtedly resulted in
computational cost at the group member side in
linear or logarithmic increasing when the cardinal-
ity of group members rising. In our proposed GKA
protocol, it is easy to observe that the proposed
GKA is a constant-round protocol since the num-
ber of communication rounds where group mem-
bers exchange their contributions is independent of
the cardinality of group members. That is, the com-
putational overhead at each group member’s end
does not increase linearly or logarithmically with
the total number of group members. This is because
each member always blends his/her secret input
with two paired shared keys before transmitting the
message value. This implies that the computation
of this value is independent of the total number of
group members. Hence, our constant-round proto-
col achieves genuinely low computational overhead.
Lightweight encryption method Symmetric key
encryption, which involves each pair of users shar-
ing a symmetric key, ensures confidentiality. How-
ever, it encounters significant challenges in key dis-
tribution and management, leading to substantial
communication and storage costs (Roy and Bhat-

Page 12 of 14

tacharya 2022). In contrast, public-key encryption
offers confidentiality, authenticity, and non-repu-
diation but incurs high computational costs due to
large modulus and modular exponentiation opera-
tions, such as a minimum modulus size of 1024 bits
for RSA (Rivest et al. 1978) encryption. To address
these issues, researchers have designed optimized
key establishment protocols (Yang et al. 2023; Bai
et al. 2022) based on bilinear mappings and com-
plexity assumptions, requiring operations such as
modular exponentiation, pairing, and scalar multi-
plication. Due to concerns about the computational
security of the PKC scheme, scholars have recently
constructed some lattice-based GKA schemes,
which are not yet practical due to the high com-
putational complexity. For example, GKA scheme
constructed based on the LWE problem (Wang
et al. 2022) generally only encrypts one bit at a
time, and the ciphertext is composed of exponential
matrix units or vector units. The conventional cal-
culation between ciphertext bits and bits consumes
a lot of time complexity and space complexity.

Compared to the high computational costs associated
with public-key and lattice-based operations, meth-
ods based on bivariate polynomials not only provide
authentication and information-theoretic security but
also incur lower computational costs. Such methods are
very efficient in offering authentication when compared
to symmetric key distribution, which involves significant
communication overhead. Moreover, a unique aspect
of our group key establishment is the use of addition
operations as the primary computational approach, truly
achieving a lightweight computation and communication
footprint.

In summary, the proposed scheme is lightweight, non-
interactive, constant-round and computation-efficient.
Table 2 presents the comparison between our scheme
and the latest group key establishment proposals. It can
be observed that the performance of our scheme is opti-
mal. It has the advantages in storage, computation and
communication cost. Specific analysis is as follows.

Storage cost

The storage requirement for each group member is deter-
mined by the bit length of the parameters and secret
materials produced upon the complete execution of
the protocol. In our scheme, each user will be assigned
a token (si (y),si (x)) when registering with MRC, where
S (y) is 1 — 1 degree, and s;(x) is t — 1 degree. Conse-
quently, each user is required to store ¢ + & coefficients,



Zhao et al. Cybersecurity (2024) 7:50

Table 2 Comparison with latest related protocols
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Yang et al. (2023) Bai et al. (2022) Wang et al. (2022) Roy etal. (2022) Ours
Include membership authentication No Yes No Yes Yes
Need additional membership authenti- ~ Yes Yes Yes Yes No

cation and shared keys distribution

Computations for encryption
and decryption

Public-key-based
Bilinear pairing

Non-interactive and constant-round No No
protocol with low computation cost
on each group member side

Public-key-based
Rabin cryptosystem

Lattice-based LWE ~ Symmetric key Asymmetric bivariate

encryption/decryp- polynomial, addition
tion operation
No No Yes

which collectively occupy (¢ + /) log, p bits of memory.
Here p represents a modulus significantly smaller than
that of public key algorithms.

Computation cost

Since this protocol only involves two types of entities, the
trusted center and the users, the computational overhead
incurred by the users can be regarded as the computa-
tional cost of the protocol. Based on the Horner’s rule
(Knuth 1981b), the calculation of a polynomial of degree
t — 1 is equivalent to ¢ — 1 multiplications and ¢ addi-
tions. During the authentication phase, each member cal-
culates (m — 1) pairs of keys ki; = sy (%) = F (%i, %)
shared with other members in the group, which involves
(m — 1) polynomial computations. Then, each member
executes m hash functions to authenticate his identity to
other members and verify (m — 1) other members. Dur-
ing the group key negotiation phase, each member com-
bines their secret input with the keys shared with their
neighbors using the addition operation and performs
encryption on the resulting value. Then, based on the
received broadcast messages, each member generates the
group key through addition operation and verifies the key
using a hash function.

Compared to the majority of existing security proto-
cols, our scheme exhibits significantly lower computa-
tional complexity. Additionally, no matter how many
users participate in the current group session, it will
not affect the computational cost of members. As dem-
onstrated in the aforementioned computation process,
users only need the keys shared with their two neighbors
in the group ring to recover the group key.

Communication cost

All communications during the Authentication stage are
transmitted via broadcasting. A total of m integers r; and
m(m — 1) responses are transmitted during this process,
where i = 1,2,--- ,m. The Group Key Agreement phase

involves the transmission of m integers [;, m(m — 1)
ciphertexts, and m hash values.

The communication overhead of the presented
scheme is evaluated by the bit length of the transmit-
ted messages. These messages are obtained through
modulo calculations based on polynomials, which
effectively reduces the communication overhead. Fur-
thermore, in scenarios with a substantial number of
group members, the number of session rounds plays a
crucial role in determining the communication com-
plexity. Based on this, our protocol guarantees a fixed
number of rounds for key negotiation, so as to achieve
lightweight computational overhead for the user.

In summary, our protocol is non-interactive and
lightweight, which can reduce the computing and com-
munication burden of users while ensuring security.

Conclusion

We presented a new and lightweight construction of
ring-neighbor-based user authentication and group
key distribution for IoD. This protocol provides the
identity verification of member and group key negotia-
tion simultaneously, while realizing lightweight com-
putational overhead for users. Specifically, no matter
how many users participate in the current group ses-
sion, it will not affect the computational cost of mem-
bers. Additionally, it is a non-interactive proposal that
employs broadcasting for data transmission. The com-
prehensive security analysis substantiates that this
proposal is secure and satisfies all defined security
requirements. Moreover, we conducted a performance
analysis of the presented protocol, and the findings
demonstrated its superior lightweight and efficient
nature. Hence, our group secret key agreement scheme
is absolutely attractive to the IoD environment.
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