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Abstract

Double auction mechanisms have been designed to trade a variety of divisible resources (e.g., electricity, mobile
data, and cloud resources) among distributed agents. In such divisible double auction, all the agents (both buyers
and sellers) are expected to submit their bid profiles, and dynamically achieve the best responses. In practice, these
agents may not trust each other without a market mediator. Fortunately, smart contract is extensively used to ensure
digital agreement among mutually distrustful agents. The consensus protocol helps the smart contract execution on
the blockchain to ensure strong integrity and availability. However, severe privacy risks would emerge in the divisible

double auction since all the agents should disclose their sensitive data such as the bid profiles (i.e., bid amount and
prices in different iterations) to other agents for resource allocation and such data are replicated on all the nodes in
the network. Furthermore, the consensus requirements will bring a huge burden for the blockchain, which impacts
the overall performance. To address these concerns, we propose a hybridized TEE-Blockchain system (system and auc-
tion mechanism co-design) to privately execute the divisible double auction. The designed hybridized system ensures
privacy, honesty and high efficiency among distributed agents. The bid profiles are sealed for optimally allocating
divisible resources while ensuring truthfulness with a Nash Equilibrium. Finally, we conduct experiments and empiri-
cal studies to validate the system and auction performance using two real-world applications.

Keywords: Privacy, Truthfulness, Blockchain, Smart contract, TEE, Auction design

Introduction

Divisible resources (e.g., electricity, mobile data, and
computation and storage resources in the cloud) have
been frequently traded or allocated in a peer-to-peer
mode. All the agents can purchase or sell any amount of
the resources in such markets. Since all the agents gen-
erally compete with each other to maximize their pay-
offs, divisible double auction mechanisms (Zou et al.
2017) are designed to allow both buyers and sellers to
dynamically submit their prices until convergence (e.g.,
achieving the Nash Equilibrium (Maheswaran and Basar
2003; Johari and Tsitsiklis 2004)) and then complete the
transaction with resource allocation. Recently, smart
contracts (as decentralized and self-enforcing contracts)
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can be designed for distributed agents to trade divisible
resources with digital agreements. The blockchain-based
platform supports the execution of smart contracts for
strong integrity and availability, which maintain the
transparency, traceable and consensus properties.

However, severe privacy concerns may arise in both
double auction (Brandt et al. 2007) and blockchain-based
systems (Wiist et al. 2019). For instance, during the auc-
tion, all the agents report their bidding profiles, including
sensitive data such as their bidding amount and bidding
prices. As rival agents, they may want to win competi-
tive advantages in the market (more payoffs) by report-
ing untruthful bids if they know the others’ bid profiles.
Then, the market (Krishna 2009) would be deviated. Even
worse, such private data might be collected and resold
(Brandt et al. 2007) to other untrusted parties.

To this end, it is desirable to propose a truthful divis-
ible double auction mechanism while preserving all the
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agents’ privacy (at least sealing all the bid profiles). Spe-
cifically, smart contracts on the blockchain system can be
designed for the divisible double auction. However, the
blockchain system has limitations on preserving privacy
for sensitive data and high performance execution. To
complement the blockchain system, the Trusted Execu-
tion Environment (TEE) (Hoekstra et al. 2013) could
address such limitations by executing the core func-
tionality (e.g., computation for the smart contract) in
the enclave, which protects the data against malicious
attacks. Compared with other types of secure and private
solutions (e.g., Secure Multiparty Computation (SMC)
(Paillier 1999; Okamoto and Uchiyama 1998; Naccache
et al. 1998)), TEE achieves stronger security and high effi-
ciency for blockchain execution (Das et al. 2019). Thus, in
this paper, we propose an efficient and privacy preserving
divisible double auction with the TEE-Blockchain hybrid-
ized system (e.g., on the Intel SGX, which is a TEE sup-
ported by an architecture extension of Intel (Hoekstra
et al. 2013)). Then, the hybridized system is co-designed
in three aspects.

« First, the blockchain-based platform is expected to
ensure integrity and availability while it interacts
with other components (i.e., TEE) for the transaction,
which helps data/state recovery if the execution/pro-
tocol is broken or interrupted by accidents.

« Second, the smart contract can be loaded and exe-
cuted within a protected environment in Intel SGX,
(namely enclave) (Tsai et al. 2017). All the agents’
sensitive data can be protected during the computa-
tion.

+ Third, we propose an efficient, individually rational
and weakly budget balanced double auction based on
the Progressive Second Price (PSP) (Lazar and Sem-
ret 2001) auction, derived from the Vickrey-Clarke-
Groves (VCG) (Tuffin 2002) auction. The proposed
divisible double auction ensures truthfulness for all
the agents by achieving a Nash Equilibrium.

Furthermore, we conduct experiments for both off-chain
procedures (executing the TEE program computation)
and on-chain procedures (the interaction between the
blockchain and TEE) in the hybridized system to evalu-
ate the system and auction performance using two real-
world applications: (1) energy trading, and (2) wireless
bandwidth allocation. The remainder of the paper is
organized as follows. We first present the background to
briefly introduce the divisible double auction, TEE and
smart contract in “Background” section. Then, “Overview
of hybridized system” section gives an overview for the
proposed hybridized system, and more details of the pro-
cedures. It includes how to execute the smart contract,
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how to trigger the TEE, and how to interact with block-
chain to perform the validation. In “Auction mechanism
design” section shows the designed divisible double auc-
tion mechanism with a truthfulness guarantee. In “Dis-
cussions” section analyzes the security of the system, and
discusses some real-world applications, which are sup-
ported by the proposed hybridized system. We evaluate
the performance of the hybridized system in “Experimen-
tal evaluations” section. Finally, “Related work” section
reviews some relevant literature, and “Conclusion” sec-
tion concludes the paper.

Background

Divisible double auction

In a divisible double auction, let 3 and S be the sets of
buyers and sellers, respectively. The bidding informa-
tion includes two-dimensional bid profiles, denoted as
by, for buyers and s, for sellers. During the auction, the
bid profiles are submitted as follows: (1) buyer m € B:
by = (am, dy) with bid price oy, and amount d,, to buy,
and (2) seller n € S: s, = (By, ) with bid price 8, and
amount /4, to sell. b = (b,,,, m € B) denotes the bid pro-
files of all the buyers while s = (s;, n € S) denotes the
bid profiles of all the sellers. In addition, r = (b,s) is
defined as a strategy profile, which represents the bid
profiles for all the agents. These are private informa-
tion to be sealed amongst all the agents in the auc-
tion. A strategy profile without agent i is denoted as
r—i = (1, . ¥im1, Vi 1> oor Vimn|)» thenr = (r;; r—;).

From the global viewpoint, the main goal of the divis-
ible double auction mechanism is to seek the maximum
social welfare for optimal allocation. We use A, and A,
to denote the allocation of buyer m and seller #, respec-
tively. In the current iteration (k-th iteration) of the
double auction, Agf) and Ag,k) represent the allocation
for buyer m (amount to purchase) and seller n (amount
to sell), respectively. The details for our divisible double
auction machanism are given in “Auction mechanism
design” section.

Trusted execution environment (TEE)

TEE provides a fully isolated environment to prevent oth-
ers (e.g., software, OS, and hosts) from tampering with or
learning the state of applications running in it.

Intel SGX (Costan and Devadas 2016) is an instance
of TEE that enables process execution in a protected
address space enclave. The enclave ensures confidentiality
and integrity for the process against attacks. An enclave
is not allowed to make system calls, but can read/write
memory outside the enclave region. Thus, the isolated
execution can be viewed as an ideal model which guar-
antees to be correctly executed with confidentiality. We
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denote the double auction program inside the enclave as
Prog,.

Remote Attestation allows to remotely verify if the
pieces of code or program are running within the TEE or
not. In Intel SGX, CPU can measure the trusted memory,
cryptographically sign the computed results, and gener-
ate the signatures for the attesting party. The private key
is only known to the hardware over the program. Group
signatures (EPID) (Brickell and Li 2009) are used for set-
ting up a secure channel for remote attestation.

Smart contract

Cryptocurrencies are traded on the decentralized net-
work of peers which stores all the transactions via a pub-
lic ledger. Through the consensus protocol, the ledger
is stored as a chain of blocks with the agreement state.
Smart contract is a machinery built on top of cryptocur-
rencies, and it defines and executes the contract on the
blockchain. In other words, the smart contracts work as a
program digitally among distributed agents (Miller et al.
2000). Based on the decentralized cryptocurrencies, the
integrity and availability can be guaranteed. In our work,
privacy will be ensured by TEE.

Overview of hybridized system

In this section, we provide an overview of the Hybridized
TEE-Blockchain System (including the procedures). Fig-
ure 1 illustrates the main components of our hybridized
system: all the agents (P), TEE (7)), Blockchain (BC) and
Key Management (K. M)).

Hybridized system architectures

+ All the agents P (buyers and sellers) are the end users
of the smart contract. Th manager Py is the del-
egation to compute all the incoming private agents’
input and deliver results as the administrator. Py
further leverages Relay to trigger the enclave to be
initialized for computation (will be explained as the
following). Note that the manager Py is considered

to be malicious, which may collude with other agents
or interrupt the computation.

« TEE (7) is responsible to run the smart contact to
processes the double auction computation among the
agents (requested by the manager Py) in the enclave
&, which protects the privacy and integrity of com-
putations. It also generates remote attestations (com-
putation correctness) for state updates. To further
improve the functionality and security of our system,
we design the only interface component Relay R to
provide indirect access to enclave. Relay can also pro-
vide the message passing with the Blockchain.

« Blockchain (BC) maintains a distributed append-only
ledger via running a consensus protocol. The state of
BC and attestations are stored on the chain. Moreo-
ver, the validity of state update are checked by the
blockchain with the TEE attestations.

o Key Management (KKM) generates keys for both
private agents’ inputs and state encryption. All the
agents and TEE can directly interact with the M
for the key pairs via a key distribution protocol.

Enclave functionality model

Enclave (€) protects the code of program and data dur-
ing the computation for the auction. Specifically, the pro-
gram running inside the enclave is completely isolated
from an adversarial OS as well as other processes on the
host. We formalize and integrate the Intel SGX (Shi et al.
2015) as TEE in our hybridized sytem.

In order to model the ideal functionality channel with
some proprieties such as privacy and authenticity, we
utilize a global universal composability (UC) frame-
work functionality (Canetti 2001) to instantiate the SGX
Functions. More formally, we denote the program X
which runs inside the SGX enclave as Prog,, which can
be Prog,, for double auction. The SGX function can
be expressed as ngX(ngx)[Progx,R], where ngx is
a group signature scheme and R is Relay. As shown in
Fig. 2, the program Progy is loaded into enclave via the
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SGX Functionality Model: Fsgx [Progy, R]

Initialize :
1: Upon receiving (Init) from R :
2: Set outp := Progy.initalize()
/| model EPID signature
3: Vatt = z -Sig(sk,,., (Progx, outp))
sgx
4: Output (outp, ¥ast)
Resume :
5: Upon receiving Authen(tx) from R :
6 Set outp := Progy.resume()

7: Output outp
Fig. 2 Enclave functionality model

“init” call from Relay. When Relay calls “resume’; the
program is executed based on the incoming requests or
inputs, denoted as inp, and computes the output with an
attestation Y,y = ngx -Sig(sksgx, (Progy, outp)). The
signature under TEE hardware key Sk and pKg,, could
be obtained from the SGX Functions (Fsgx).

Procedures

In this section, we now sketch the procedures for the
execution of divisible double auction with the smart con-
tract in the hybridized system (more details are given in
Fig. 3). It depicts that the designed system is executed
with three phases: (1) Initialization, (2) ExecProg, and
(3) Finalization. We denote the input and output for the
TEE as inp and outp, respectively. Also, regarding the
deposit, we use &, , &, and &p,, for all buyers, sellers and
managers.

(1) Initialization. Prior to the auction phase, all the
agents (buyers and sellers) are supposed to prepare for
their deposits &, , &,. Besides, the manager also needs
to deposit &p,, (if the manager or any agent is identi-
fied to deviate the computation, then the deposit will be
charged as penalty). Then the TEE will set state := init
as confirming that the deposits in the blockchain. Oth-
erwise, the TEE will set state :=abort for preparing
next auction and refund the deposit to the agents. For
the auction computation, the TEE will fetch the key
pair (PKsgx, SKsgx) from Key Management for attesta-
tion, where the key (pKgg,) is bundled to the executing
prog, instance (auction) for checking the correctness
of computation. Besides, the attestation with current
state [state, y,.] are posted on the blockchain BC (as
described in “Enclave functionality model” section).

Execution Procedure (P, BC, T)
InitRequest() :

1: deposit gT,;{fn and &:A;
2: invoke procedure init Enclave() via request
/| generate key pairs for inputs encryption

3:  (pk,sk) «$KGen(1™)

4: fetch the key pairs fromX M

5: publish pk to all agents for Encp (inp)

6: call Initagent()
InitEnclave() :

7:  receive(init(), request) to load Progy inside
8: boost enclave with Prog,.initialize()

9: distribute (pk,tsgs) for attestation

InitAgent() :

10:  tx := (Encu(inp), lid,Eb:,{;) are sent to Py

11:  if receive Authen(tx) then

12 : BC.post(state, Yatt, lia)

13: else

14 set state := fail

15: refund the deposits Ez,\,:, ESN,L and {7;;,
EzxecProg() :

16 :  boost enclave with resume() to load and run Prog,

17 : retrieve and decrypt the previous state from BC
18 decrypt encrypted inputs(Encpk(inp), liq)
19: load and compute Prog,
20: outp := TEE(Progy)
Finalization() :
/| After generating the outputs, verify the correctness of output
21 :  Vf the correctness of outp with e
220 Poge 1= Z -Sig(sksgm, (Progx, outp))
sgx
23:  BC.post(state’, Yast, lia)
24 : delivery outp to all agents P
Fig. 3 Hybridized system procedure

Next, to tackle the large inputs of agents, the man-
ager Py will handle tx :=[Encp (inp), Lz, &,,,&;,] from
all the agents where inp denotes the inputs of all the
agents, and /;; represents a unique identifier (ID). Then,
Pum will send tx to the Relay for executing the auction
computation. Note that all the agents send the transac-
tions through secure communication channels among
all the agents and TEE. The tX is a transaction to deliver
the input and output data among different system
components.

(2) ExecProg. To execute the auction requested from
Par, the Relay will retrieve the state information from
the blockchain and Relay will trigger TEE to execute
the requested service (auction) with the “resume” call
if the state can be verified. Then TEE first decrypts the
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input data (from the Manager) with the private key sk
obtained from the Key Management and launch the
auction smart contract code as Progy in the enclave
(a sandboxed environment). Thus, an adversary can-
not interrupt the execution or monitor data inside the
enclave considering the natural merit of enclave. The
final results output of the program (auction smart con-
tract) Progy will be securely returned to the manager.

(3) Finalization. Once manager receives the final result
outp from TEE and check the correctness with the Block-
chain. If the result outp is accepted by the Blockchain by
checking and verifying the new state state’, the auction
result (OUtP, Vsgx, lid, b, &s,) Will be delivered to all the
agents via Manager and Blockchain will store the new
state’.

Threat model and properties

To ensure data privacy and integrity for the auction com-
putation, we use the TEE’s attestation (Yuan et al. 2018),
where the computation is executed inside the enclave
trusted by all the agents. However, the remaining soft-
ware stack outside the enclave and the hardware are
not trusted. The adversary may corrupt any number of
agents, assuming that honest agents will trust their own
codes and platform (leakage resulted from its software
bugs are out of the scope). Furthermore, we assume that
all the agents do not trust each other in the auction while
being potentially malicious, such as stealing the bid pro-
files information. During the execution, each agent may
send, drop, modify and record arbitrary transactions.
Note that the side-channel attacks against enclave and
DoS attacks are not considered in this paper.

In our proposed hybridized TEE-Blockchain system,
the TEE compensates for the privacy issue with respect
to the smart contract, i.e., our system can address the pri-
vacy issue for the double auction by utilizing the TEE for
isolating the contract (auction process) execution inside
the enclave, shielding it from potential malicious agents.
From the system aspect, the following properties are
addressed:

+ Correctness. The correctness of computation in the
TEE can be guaranteed and verified by the remote
attestation based on the given state and inputs.

+ Privacy and Security. Our system protect and verify
the sensitive inputs (e.g., bid profiles) and outputs of
all the agents.

Auction mechanism design

Problem formulation

We represent the strategy of each agent with a non-neg-
ative valuation function V,,(-) for buyers, which indicates
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the willingness to pay, or value for buyers to obtain the
amount of divisible item. Similarly, we have negative
cost function Cy,(-) for sellers. In the auction design, we
adopt generic assumptions (Lazar and Semret 2001; Tuf-
fin 2002) for the valuation functlon V (): (1) Vm is dif-
ferentiable, concave and V @) =0, and (2) V’ () is
non-increasing and continuous; for the cost functlon
Cn( ): (1) C,, is differentiable, convex and Cn (?) =0, and
(2) C;l( ) is increasing and continuous;

In our settings, buyers have diminishing marginal
utility while sellers have increasing marginal cost. This
indicates that V,,(4%) >V, (Ak+1) (Vm € B) where
AL < AKH while Cy(4k) < Cu(AKH)) (Vi € S) where
A/; < A’;H

Assuming that each agent is selfish with the goal
to maximize their own payoff. Therefore, they may
untruthfully modify their bids in the auction. With the
blockchain-based system to realize the smart contract
for the auction, untruthful responses could be detected,
and thus penalty will be applied to the cheating agent.

Thus, valuation function will be converted to
\7m(-) — p(-) where py() is a anti-monotonic func-
tion for measuring the penalty applied to the cheated
amount for the buyers (Li and Marden 2014). Note that
tp(0) = 0 means if the valuation is submitted and pen-
alty will be exempted. Similarly, the cost function will
be updated as Cn (¥n) + 1p(-) where i, () is a monotonic
function (and increasing derivative) for measuring the
penalty applied to the sellers (Li and Marden 2014) and
tp(0) = 0 (exempting the penalty for truthful response
of the sellers).

Then, the payoff functions are defined for buyer m
and seller n as f,,,(r) and f,(r), to represent their pay-
offs w.r.t. the bid profiles of all the agents r. Specifically,
Pm is the payment made by buyer m while pj, is the pay-
ment received by seller n. Moreover, p(r;, r—;) is defined
as the difference between all the buyers’ aggregated val-
uation if any buyer i is absent in the auction minus the
aggregated valuation if i is included the auction (Lazar
and Semret 2001; Zou et al. 2017; Kojima and Yamash-
ita 2017). Similarly, p(rj, ;) is defined as the difference
between all the sellers’ aggregated cost if any seller j is
absent minus the aggregated cost if j is included. Thus,
we have:

PUinr—i) =Y mlAm(0; 7)) = Ap(rii 7))
m#i

Py ) =Y BulAn(0: 1) — Au(rjs 7)1
nj

(1)

Then, given the optimal allocation profile for buyer
m € B and seller n € S as A}, and A}, we can define the
payoffs for the buyer m and seller # as:
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Sn(r) = Vin(AZ) = p(r1,7—),Ym € B

~ 2
Jar) = p(rj,r—j) — Cu(A)),Vn e S @

Definition 1 (Individual Rationality) The divisible
double auction mechanism achieves individual rational-
ity if the following holds: f,(r) > 0and f,(r) > 0.

It ensures that the all the agents obtain non-negative
payoff while participating in the auction mechanism.

Definition 2 (Incentive Compatibility) The divis-
ible double auction mechanism achieves incentive
compatibility if the following holds: f,(r) > f,»(7) and
fu(r) = f,(¥) where r and 7 are denoted as the true bid
profile and false bid profile.

It ensures that all the agents in the auction will obtain
the maximum payoft if they report the truthful bid.

Definition 3 (Weak Budget Balance) In the divisible
double auction, for Vm € Band V n € S, if there exists:

> vimen@m - dm) = > vues(Bn - hu), then the auction
mechanism satisfies weak budget balance.

It ensures “no budget deficit” in the auction.

Definition 4 (Clearing Price) The price 0 is defined as
the clearing price for an optimal allocation A*(-), if there
exists a feasible and efficient allocation, such that, the
best response is achieved for the maximum social wel-
fare, denoted as F(-) =Y _,,c5 Vin(Am) — > nes Cn(An).

We say that the clearing price 6 (Brero et al. 2019) sup-
ports the optimal allocation A*(-) with the maximum
social welfare.

Definition 5 (Nash Equilibrium) In the divisible double
auction, Nash Equilibrium holds if given the bid profile r*
such that:

fm(b;kn’rim) me(bm: Vim):vm eB

(ST = fusmrt,), Vn e S ®3)

where r_,,, = {r} \ {b,,} is a bid profile for all the buyers
excluding buyer m from B and r_, = {r} \ {s,} is a bid
profile for all the sellers except seller # from S.

Our divisible double auction mechanism will find
the optimal allocation for all the agents to achieve
the maximum social welfare. Moreover, the truthful-
ness of bids will be ensured in the smart contract via
individual rationality and incentive compatibility. To
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Double Auction Mechanism Progg,(B,S,r)

Initialize :¥m € B,Vn € S,r = (b, s)
Require :(@i)max > (Bj)min and C < min{z ds, Z hj}
i€B  jes
1: set iteration k :=1

2: while true do

31 An(,C) = min{dn,{[C— > di],0}bmax}

i€Bm (b)

4: A:(S,C) = mln{hn7{[c_ Z hjLO}max}
i€ESn (s)

500 Q(r,C)=min{)_ Aj(r,C), ) Aj(r,0)}

i€B Jj€ES
6: 7’5 — pb(n C) 7p5(7‘a C)
Wmax + Omax

70 CO(rC):=Q(rC)+P

8: by, = argmax{ fm(bm,b—m)}, m € B

9: sy, = argmax{ fn($n,5-n)}, n €S

10 : repeatuntil convergence

11 : set iteration k:=k + 1

12: endwhile
13:  returnb,,(Ym € B), s, (Vn € S)
Fig. 4 Divisible double auction

preserve privacy, all the agents’ bid prices and amounts
(bid profiles), as well as the valuation/cost functions
can be protected in the auction. The clearing price and
trading amount will only be disclosed to every pair of
potential sellers/buyers at the end of the auction (after
convergence).

Divisible double auction mechanism

We now design the divisible double auction mechanism
(DA), which will be executed as a smart contract inside
the TEE. The procedures are detailed as below:

(1) Initialization. Denoting the double auction program
as Progga, while executing Progqg, in the enclave, the
decrypted bid profiles of all the agents will be checked if
they satisfy the initial condition (i.e, (;)max = (Bj)min)-
Otherwise, the state of auction will be turned from
“active” into “fail” Then, it requires all the agents to
update their bid profiles. Meanwhile, the potential
amount of the resources C should be smaller than the
overall demand/supply.! The auction will be active if and
only if satisfying the above conditions (Fig. 4).

(2) lteration. Once the iteration starts, the potential
amount C(r, C) is updated as below:

! The potential amount is used for computing and updating the allocation
buyers and sellers in each iteration).
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~, r,C) — ps(r, C)
Cr,C) = Qur, C) + 2L =P @
Wmax + Omax
where Q(r, ¢) = min{},, 545, D csdnb pp(r,C)

= min {o;A4; >0},
'p Py (r,C)=ps(r, C)
®Wmax +0max
We denote Q(r, C) as the minimum value of total

demand and total supply; A coefficient P is used for
gradients of marginal valuations or costs; Two vari-
ables p,(r,C) and ps(r,C) are defined to stimulate
the much faster coverage in each iteration with the
updated potential amount. We use wmax and omax
to denote the upper bound for buyers’ valuations
(wmax > maxsup, {|8V’”(Am)|}) and the_upper bound
for sellers’ costs (UmX zmaxsupA {|3C”(A”)|}) Note
that the valuation function Vj,(A4,,) and cost function
Cu(A,) are updated with the penalty functions in the
smart contract. The potential amount is expected to
achieve a Nash Equilibrium quickly with the gradients
of marginal valuations and costs.

The optimal allocation A}, and A}, are updated in each
iteration, and agent derive their best responses. Given
(r, C), the optimal allocations (for buyers/sellers) are

ps(r, C) = max{B;,A; > 0} and

A;kn = min{dm, {[C - Z di]: O}max}
i€By,(b)

Al =min{hy, {0,[C — > Hilhmax)

JESu(s)

(5)

where d,, and /4, are the updated amount for buyer m
to purchase and for seller n to sell, respectively; B, (b)
={ieBlo; > ayulU{a; =a,andi < m} and S,(s) =
i € SIBj > Buy U {Bi = Pmandj < n}.

The updated potential amount C(r, C) can be itera-
tively derived based on the given potential amount C.

(3) Best Response. We use b}, and s to represent the
best response of buyer m € B and seller n € §. With the
bid profiles r = (b,s) and a pair of potential amounts
(C, C), the best response can be derived as below:

by(r,C, C) =arg max{fy, (bys, b—m)}

. - (6)
s,(r, C, C) =arg max{f, (s, S—n)}

In the divisible double auction program Progga,, the best
response will be computed in each iteration and finally
converge to a Nash Equilibrium. Notice that, in differ-
ent applications (e.g., different divisible resources), the
valuation and cost functions would be different. In this
dynamic auction game, all the agents recompute their
best response to the current strategies (bid profiles) of
other agents.
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Theorem 1 The divisible double auction (as program
Progga) achieves individual rationality and incentive
compatibility.

Proof

First, suppose that the truthful bid profile provided by
buyer m € B, then we could obtain the non-negative pay-
off function f,(r) = \A/m(A”;n) — p(ri, r—;). Correspond-
ingly, given the truthful bid profile provided by seller
nes, fulr) = p(rj,r—)) — Cu(4}), ¥n e S. Thus, the
truthful bid profiles show that the non-negative payoffs
are guaranteed for all the agents in the auction (individ-
ual rationality is proven).

Second, we define the A,, and A, as allocation of buyer
m € Band seller n € S, separately. And AX, and A% repre-
sent the allocation for k-iteration. We will verify the
incentive compatibility for all buyers m € B first for
incentive compatibility. Suppose there is truthful bid pro-
3Vm;kdm)
fm(bm,r_m) > fiu(byy '—), Ym € B, there are two cases
involved: Case (A): assuming that oy, < Wg"i(d"’) if there
is bid &%, which makes dX = A,, < d,,. Then, we could
have ak > "V”‘(d’”) > oy, due to the diminishing mar-
gmal ut111ty of "the valuation function. Thus, we have
fm(bm,r_m) > fiu(byy r—),Vm € B, since we have
obtained the maximum social welfare; Case (B): suppose

file by, = (atyyy, dX ") where ay,, = , which can make

that a, > W(;"T(d"’) If there is bid bk then we have
dk = avad(kd m) — = dy,, then we get o, > an(dM) =ak. It
is known that Ak < A,, for the maximum soc1al welfare.
If AR = A, then we get
fm(b],‘n,r_m) = fiuby,7—),Ym € B. If we have

AK < A, the below holds:

fm(bm: r—m) _fm(bl;n: r—m)
= Vin(Am) — Vin(AR) + p(A%, r_m) — 0 (A 7—m)
<k (A, — AK) + F(r) — A, — FOF) + of 4K
< ob (A — AR —af (A — AX) =0
7)
Thus, we could have fm(bfn,r,m) > fiu(by 7—m), Ym € B

with Case (A) and (B). Similar, incentive compatibility
can be proven for all the sellers Vi € S. [

Discussions

In this section, we analyze the security of the proposed
hybridized TEE-Blockchain system and illustrate some
real-world applications supported by the system.
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Security

Based on the key feature of isolation in enclave, Intel
SGX enables the program (data) to be executed inside
the secure container (enclave) for confidentiality and
integrity. The adversary cannot interrupt the computa-
tion executed in a sandboxed environment (enclave).
Note that enclave is created in its virtual address space
by an untrusted hosting application with OS support.
Once enclave starts initialization, data and codes inside it
will be isolated from the rest of the system. Note that the
encrypted data are sent from agents to enclave through
secure channels. However, other malicious servers can-
not eavesdrop on the encrypted data and even tamper
with the communication.

During the execution, if any agents abort/skip this
step or behave dishonestly during the initialization, the
execution will be terminated and refunds to the hon-
est agents within the time threshold T7. Afterwards the
computation starts, all agents send the encrypted inputs
to the interface of SGX. In this phase, if no malicious
behaviors are detected by the manager, the Relay R will
forward the encrypted inputs to the enclave £. However,
it is hard to determine if the agents behave dishonest (i.e.,
fail to send message) or the Relay behave malicious (i.e,
dropping message) during the execution if the enclave £
does not receive any incoming requests. Thus, all agents
‘P and Relay R both receive the challenge request (we
denote as request,,,;). Within the certain time thresh-
old Ty, if agents response with inputs and procedure will
move to the next steps. Otherwise, the agents are proved
to be malicious. Similarly, if the Relay R is proven to be
the malicious one, the protocol is terminate and set up
state is fail. In terms of the last phase Finalization, the
TEE return the final results to all the agents and publish
the states on the blockchain. Note that during all the data
flow, the deposits of malicious agents are not refunded
for punishment.

Real-world applications
In practice, divisible resources which could be privately
traded using our system, e.g., electricity (Wang et al.
2014), cloud resources (Jin et al. 2018; Fujiwara et al.
2010), and wireless spectrum (Kebriaei et al. 2016). We
now discuss two of them as representative applications.
Note that different valuation/cost functions will be
defined and implemented in different applications.
Energy Trading. There is demand from power grid for
trading the excessive locally generated energy, e.g., the
renewable energy resources (Aliabadi et al. 2017; Faqiry
and Das 2016). The proposed hybridized system is able
to implement the privacy preserving divisible double
auction for energy trading, due to the divisible of elec-
tricity resource. The valuation/cost functions are defined
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as Vin(xm) = m log(xm +1) and Cy(yn) = any;%, + bpyn
(Bompard et al. 2007), where ¢, is a parameter lever-
aged by the behavior preference of buyer. The parameter
of a, and b, are used for leveraging how much the sell-
ers incline to sell. The valuation/cost functions follow the
general assumption illustrated in “Auction mechanism
design” section. Eventually, hybridized system only gen-
erate the clearing price for the auction to all the agents.
The energy amount of each pair of buyer and seller will
only obtain the amount traded between them.

Wireless Bandwidth Allocation. We can model the
wireless bandwidth allocation (Feng et al. 2015; Zhang
et al. 2016b) based on our proposed hybridized system
for network traffic and services. In terms of a MVNO
(Mobile Virtual Network Operator), the valuation func-
tion for buyer m is defined as \A/m (%) = &m In(xy,,) where
¢ defined as a positive-valued parameter. This indicates
that buyers willing to pay for the bandwidth. Meanwhile,
the cost function of seller #, an InP (Infrastructure Pro-
vider) is denoted as C;, (y,) = o€, where y,, presents the
bandwidth it can supply and «;, as another positive-val-
ued parameter (bandwidth) for the seller n. As expected,
the valuation/cost functions are also follow the general
assumptions, and execute privately and truthfully via
hybridized system for such divisible double auction.

Experimental evaluations

In this section, the system performance of both off-chain
and on-chain procedures in the hybridized system will be
evaluated in the following.

Setting. To support the smart contacts execution
within the enclaves, we use Graphene2 on the Microsoft
Azure® A manifest is adopted to support the enclave
initialization, and it protects the smart contract execu-
tion in the host process. For the on-chain implementa-
tion, we use the Hyperledger Fabric*, which is designed
for distributed ledger technologies with multiple mod-
ules for the blockchain platforms. As a distributed ledger
platform, it includes a highly modular and configurable
architecture, which supports the smart contract execu-
tion. Note that the Hyperledger Fabric is deployed on the
VM with Ubuntu 18.04 Standard (2 vcpus, 8 GiB mem-
ory) on the Microsoft Azure for the on-chain procedures.

Applications. We conduct experimental evaluations
for two case studies: (1) energy trading/auction (Aliabadi
et al. 2017), and (2) wireless bandwidth allocation (Feng
et al. 2015; Zhang et al. 2016b) among up to 200 agents.

% Graphene Tsai et al. (2014) is a lightweight guest OS, which replaces the
Intel SDK for the enclave and host process.

3 https://azure.microsoft.com/en-us/solutions/confidential-compute/

* https://hyperledger-fabric.readthedocs.io/en/latest/index.html
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Each agent can be either a buyer or seller in the auction
for both applications.

In the experiments of energy trading/auction, we uti-
lize the valuation function \A/m(xm) = ¢y log(xy, + 1) and
cost function C, (y,,):a,,yf, ~+ byyy, as detailed in Zou

et al. (2017). We adopt the same parameters ¢, = 50,
an =30 and b, = 0 as Zou et al. (2017). Similarly, wire-
less bandwidth allocation is implemented with the
valuat/i\on function \A/m(xm) = ¢y In(xy,) and cost func-
tion C,(y,) = e, where ¢, =50 and a, =2 Feng
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et al. (2015). For the energy trading, real datasets from
the UMASS Trace Repository (Barker et al. 2012) are
adopted while synthetic datasets are generated per (Feng
et al. 2015; Zhang et al. 2016b) for the wireless bandwidth
allocation.

Off-chain evaluation

Performance Evaluation We first evaluate system
performance for securely perform computation for
the auction (the off-chain computation for the opti-
mal allocation). Figure 5a presents the percentage of
total reduced runtime for the off-chain computation by
comparing the our hybridized TEE-blockchain system
(“Hybrid”) with the cryptographic protocol based dou-
ble auction system (Liu et al. 2020) (“PANDA”). Note that
this evaluation is performed by the varying the number
of agents (from 50 to 200) with the different key sizes
(from 512-bit to 2048-bit). As shown in Fig. 5a, com-
pared with “PANDA’, the runtime of our (“Hybrid”) has
been significantly reduced for all different key sizes. The
hybridized system (“Hybrid”) shows the higher efficiency

and scalability by reducing more than 15 % runtime (on
average) with strong security guarantees (in case of the
2048-bit key size), 18 % average runtime for 1024-bit key
size and 35% average runtime for 512-bit key size.

Furthermore, Fig. 5b illustrates the comparison
between the total bandwidth for (“PANDA”) and
(“Hybrid”) during the auction. The “PANDA” composes
cryptographic primitives for secure computation, which
results in heavy burdens for computation. With the TEE-
blockchain system, the bandwidth of “Hybrid” has been
drastically reduced to make the communications more
efficient.

In addition, Fig. 5¢ presents the latency of 720 dif-
ferent auctions. The latency of our hybridized system
is less than 1 s for most auctions, which is also signifi-
cantly lower than the cryptographic protocols (PANDA).
It indicates that the real-time performance of divis-
ible double auction can be achieved via the hybridized
TEE-blockchain system. Finally, Fig. 5d illustrates the
throughput (bits/sec) of the system on a varying number
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of agents (1024-bit key). Essentially, throughput meas-
ures the amount of data transmitted during a specified
time period via a network, interface, or channel. In this
case, we use the throughput to measure the average size
of the encrypted data that are transmitted among differ-
ent agents per second. It is defined as throughput (bits/
sec) = (the average data size of all the communication
channels)/(the average time). Note that the average time
includes the agents’ local computational time. As shown
in Fig. 5d, the throughput of “Hybrid” increases slower
than “PANDA” as the number of agents increases.

Case study. We also conduct empirical studies for two
example applications (energy trading and wireless band-
width allocation) in case of 20 agents, including 12 buyers
and 8 sellers. Figures 6 and 7 demonstrate the detailed
results on (1) allocation (A}, (b,C) and A} _,(s,C)), (2)
potential amount (C), and (3) social welfare (F(-)) in each
iteration until achieving the Nash Equilibrium, for both
applications.

First, Figs. 6a and 7a show the allocation for five ran-
domly picked agents (three buyers and two sellers) in
different iterations. The allocation of both buyers and
sellers increase and finally achieve the optimally allocated
amount after multiple iterations. Second, in Figs. 6b and
7b, the potential amount of the auction (used for updat-
ing the allocation for buyers and sellers in each iteration)
grows until convergence while moving to new iterations.
Finally, the social welfare (F())is derixed based on equa-
tion F() =35 VmlAm) — > ,cs Cu(Ay). Figure 6c
presents an increasing trend in multiple iterations and
the social welfare of energy trading converges to the max-
imum value $38 while the social welfare of the wireless
bandwidth allocation in Fig. 7c converges to the maxi-
mum value $75.

On-chain performance evaluation
Besides the off-chain computation, we demonstrate
the performance of on-chain transactions. Figure 8a



Liu et al. Cybersecurity (2021) 4:37

K

co

K

o

Runtime (Sec)

N} IN
VAVAVAVAVA

r D& ﬁ l N Ej

.o“Sa \'\"5\‘ \19‘\‘ \1?'(\& 696‘ Q‘(\‘ \l‘a\‘ _&3‘0
e .0 O . A& W\ XS O
SR A I VSV
Q Q Q
(a) Runtime vs. Functionality
le2
3.5 1 1
3.0 K
255 ¥
$2.0]
-é 1.5 1 4 # F ‘j
£1.0] E
s g B i I
D N I N

\’000 1000 3000 yo® 5000 ° 1000 %000
Number of Transactions
(b) Runtime vs. Transaction

Fig. 8 On-Chain performance evaluation

shows the runtime for different package function-
alities. The functionality of the pkg:client takes
909.22 s (most of the on-chain runtime), the processes
of functionality include preparing/creating channel and
client context, and communicating with the Fabric net-
work via the channel. Compare with the e2e:orgs,
the pkg:discovery takes relatively longer time
(636.58 s). It is implemented on the DiscoveryFil-
terService package and the discovery service with
filter is returned. Also, pkg:ledger takes 118.77 s
while pkg: fab takes around 180.67 s. Furthermore,
pkg:event (60.63 s) works for users to receive events
such as block, filtered block, contracts, and transac-
tion status events. The pkg: resmgmt (61.11 s) ena-
bles the creation and update of resources on a Fabric
network, and it also allows the administrators to cre-
ate/update channels, query peer for channels, and per-
form some operations, i.e., installing, instantiating and
upgrading the smart contracts. Finally, pkg: gate-
way (44.49 s) enables users to update the application
based on Hyperledger Fabric programming model.
Finally, Fig. 8b presents the on-chain runtime on a var-
ying number of transactions. The runtime is only up to
350 s in case of 8000 transactions.
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Related work

There were some other auction mechanisms for allocat-
ing divisible resources, i.e., spectrum allocation (Wu et al.
2011; Dong et al. 2012). Combinatorial auctions (Dong
et al. 2012) was discussed for cognitive radio networks.
Strategy-proof mechanism for multi-radio spectrum buy-
ers was proposed by Wu and Vaidya (Wu et al. 2011).
A sealed-bid reserve auction was modeled for the radio
spectrum allocation problem. Hoefer et al. (Hoefer et al.
2014) investigated the combinatorial auctions with a
conflict graph via an approximation algorithm (LP for-
mulation). Other studies related to divisible resources
auctions focused on the revenue maximization(Jia et al.
2009) or the efficiency of social maximization(Dong et al.
2012; Gopinathan and Li 2010).

The privacy concerns in auction mechanism for divis-
ible resources have been raised in Chen et al. (2014);
Huang et al. (2015). In Suzuki and Yokoo (2003) cryp-
tographic techniques were proposed for achieving the
privacy and security in the auction game. A crypto-
graphic scheme for one-side auctions was proposed in
Huang Huang et al. (2013). In addition, Cheng et al.
(2019) presented the complementary characters for
blockchain and TEE, the rigorous security proofs are
provided to support the confidentiality of the hybrid
system. Also, the Hawk system (Kosba et al. 2016) was
designed as a decentralized smart contract framework
for running the contracts off-chain while posting zero-
knowledge proofs on-chain. Zhang et al. (2016a) pro-
posed a system Town Crier that authenticates data
feed using smart contracts supported by the Ethereum
platform. It enables data fetching from existing HTTP-
enabled data sources, and utilizes TEE to execute its
core functionality and protect its data against malicious
attackers.

In the context of double auction, a recent scheme was
proposed to protect privacy for the bids (Liu et al. 2020).
However, it requires a heavy computation burden by
composing the cryptographic primitives. Instead, ETA
(Liu et al. 2021a) was proposed for an efficient and pri-
vate system, which securely executes double auction for
allocating divisible resources among distributed agents
within the Intel SGX. However, TEE cannot guarantee the
availability (as the host can terminate TEE). We extend
the ETA system to the Hybridized TEE-Blockchain Sys-
tem (Liu et al. 2021b), which enables smart contract exe-
cution on the blockchain to ensure strong integrity and
availability with high efficiency. Therefore, the proposed
hybridized system can securely and efficiently perform
secure computation for the double auction.
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Conclusion

In this paper, we design a hybridized TEE-Blockchain
system to securely execute divisible double auction
among distributed agents within the enclave in a highly
efficient way. Meanwhile, it interacts with the blockchain
for validation and storage. The proposed divisible double
auction mechanism guarantees individual rationality,
incentive compatibility, weak budget balance and pareto
efficiency. The input private data of all the agents in the
divisible double auction can also be protected in the
hybridized system. The experimental results have demon-
strated both effectiveness and efficiency for the designed
hybridized system to privately compute the optimal allo-
cation and execute the divisible double auction.
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